



If the idea of running your own ring of spies sounds 
more like "spy-fi" than real world, think again, Thanks to 
Jofferson Mack, a career spy master, you can now use all 
the tricks of the world's best spies to get the goods on the 
other guys—and keep them from doing it to you. 

Whether you need to find out who has been stealing your 
company’s marketing strategy or what your ex-spouse is 
up to, this practical, hands-on manual explains it in 
clear, easy-to-follow steps 





Running a Ring of Spies takes the reader on a wild 
ride through the treacherous world of spying, starting 
with a madam-turned-case agent in Bangkok who used 
her girls at the Easy Come Bar to extract secrets from U.S 
Gls and officials and supplied the information to the 
Vietcong; to Aldrich Ames, the CIA employee who 
betrayed his country to the Soviet Union for money; to a 
passed-over employee in a fashion house, who got his 
revenge by selling top-secret designs to the competition. 
Yov'll learn how to recruit, train, handle, and terminate a 
spy for whatever purposes you see fit; set up a security 
apparatus to detect and catch spies working for the other 
side; tap into private and corporate computers to find out 
what the other side has on you; and much, much more. 
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Chapter One 


The Easy Come Bar 


he Easy Come bar wasn't the favorite spot of the 

| thousands of Gls who took their R&R in Bangkok 

in 1969. Most Viet vets who spent time in 

Thailand will remember such places as the Hollywood, Thai 
Heaven, the Miami, the Green Dragon, and the California. 

The Easy Come sat by itself, almost at the end of New 
Phetburi Road. For a GI bar in the R&R years. it was a small 
place, just a bar with six stools and four booths along one wall. 
1 walked into the place one afternoon looking for possible 
spouts—the water taps of information in the business of for- 
cign intelligence collection. I was working for one of a dozen 
different agencies in the alphabet soup of spies and diplomats 
that stalked the streets of Bangkok while war raged a few hun- 
dred miles to the east. 

1 sat in a booth, ordered a beer, and pretended for the 
moment thar I didn't understand a word of Thai as three pret- 
ty girls slid into the booth with me, one beside me and two on 
the seat across from me. I fended off questions about where I 
was from and how many hours I had been in Bangkok while I 
slowly sipped a Singha beer. As the girls chattered on, I 
looked the place over while I listened to what they were 
telling each other whenever they spoke their own language. 




















ieties, the Mam 





Eurasian woman in her early 
the bar, watching with dark brown eyes everything that hap 
pened ar 

The Mamasan cau 
decided instantly that L was going 
in the Easy Come until 1 got to kn 
Tve always hud a thing for smart, competent, 5 
woking women. [left dhe girl sitting in the booth and walked 
he bat, carrying my bottle of Singha. 
focused on me as T — 

























(Connie, with no last name,” she old imc and went back 
to working on the account book. 

Tt took another four visits before sh m 
enough ro tell me her father had been a Dutchman who b 








lived in T halland. He had taken Conn 

















parade of Gls on R& 
the more what started as tiny suspicion burnin 
supe an open fla 


ree durimg World War IT. She had grown up poor and chim 
kha pad opened the bar wich money won in the Thai lot 
Told her that 1 was u bight young Ame 
working with the Defense Advanced Ri 
Arency (DARPA) and was trying to di 
Nes but the morc afternoons and evenings | sat ia the Eas 
ipping on a beer in 2 back booth and watching the 





and how well che girls handled them 








of my mind 
Counterinte! 
when T could 
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back 


dsys, o 


off the suspicion anymore, I took a lie 


working in Military Assistance Command, 
THAI) with one of the military intelligence 


iid she was. Then, a couple of wecks 
George walked into my office and told me 
irting with a group ol American officers 
he Chan Pray hotel 
ked one of those 
n and leamed that 
3 friend of several miliary wives whom she 
Christian churches in Bangkok. None 
appeared to have any idea that Connie 

cesful R&R madam on New Phetburi Road. 
mation made George as suspicious about 
2s Thad been. Hocause he didn’t think 
ack into the Fasy Come, he asked me t 
‘Connie and playing the dumb governmen 
impossible love. That was fine with me 
ve and 1 got to be very good friends—t0 
ned that while American wive 
ot Christian, a lage bronze statue of 

an't prove that Connie was d 

he had to be doing, but she was prob 
er intelligence case officers who ever 


for whom she was working, cither 
Russians, Red Chinese, or North 

ans, or a have been an independent intel- 

fc entreprencut. But whoever she served, the gobs of 

mation Connie's gis squeezed, fondled, and drew out of 
dered into the Easy Come almos 
Han 


worked in the Easy Come at any one 


Tute Easy Ooue Bar 





time were all a bit prettier, a lor m 
a whole lot smarter th 











icing Gls in the o 
ris all spoke Ei 





heavily accented, bur always well cas 
laten carefully while a guy fresh from 





bout what a great soldier he wa 
The Easy Come. e 

illusion of love as quickly as Houdini could slip out of band: 

cuffs. Most of the tin " 


Connie's giis didn't go loki 














For love anywhere else 


























remaining days of his R&R. If he did wa an 

he went hack to rhe Easy Come to find it. Ar least onec 2 
wreck, some soldier left town in desperate love with onc of th 
Easy Come giris. Many of them kept writing rhe gil f 
wecks and monchs after rheir R&R. A few signed up for 
ura tour in "Nam just so the: ct a 30 day leave and 
take itin Bangkok in the arms of onc of Connie 

Tt wasn't just vets from Vietnam who found the Eas 
Come. "There were 40,000 U.S. airmen stationed in Thailan 
during these years, and a couple of thousand members of 
other armed services worked v Joint United Sta 





Military Aistance Group JUSMAG) and MACTHAL c 
pound located ncar the U.S. Embassy on Wireless Road: Most 
f them considered a visit to the R&R bars the worst kind 

e into the Ea 





umming, but if they happened to stom 


re they found something a litu 








Came, Connie made 
‘cial that brought them back time and again. I know 
ferent girls from the Easy Come who married Bang 
used GIs during the years I tracked 

Jeusi half a dozen more who did tourlong shack-ups with U.S 
military personnel, Every time a ril left to take up a full-time. 
love situation, Connie would find another who fit the special 


























sonality of the Easy Come gi 
Probably 99 percent of the grunts who found the Easy 
locked up in thei 











Come didn't have much wort 
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sen b r cheap spy network with 
Gls paying for mos hey 


ics. and damn ncar anything 
x how America was fighting the w 


n Thailand, every secret known 
including planned bombing tà 
time a soldier stepped into the 


ring a potential payoff that 
f the trade, Once in a while 
ke Military Assistance 
MACV) compound im Saigon o 
cadquarters up nor. Marks like that went back t 
o and would soon thereafter me Vietnamese 
"m na European female employee with 
v hat the young man liked when it 
hind in Thailand. 
pill something big. George 
ers let slip the wro 
a French secretary working 
sulted in a supper attack cha 
ARVN) two-star general in an 
Til always be convinced that 
nies customers who blew the informa: 
surprise atack into Cambodia that allowed the 
mand strocture to disappear before rhe troops 


Y Cows Bas 








Connie wasn't just working the R&R trade either. Playing 
her second role as the devout Christian Eurasian, she was 
doing al sons of friendly things to help the U.S. military and 
embassy wives she merat church on Sunday survive the expa- 
tate Ife in Bangkok. She arranged up-country (ips to old 
temples, set up cultural nights Where the Americans could 
watch Thai dancing, and even organized « Thai-Amenican 
Buddhist study group. 

She also helped the Am 
The Thai women whom Connie sent around to work as cooks, 
mids, and baby-strers weren't quite as Young and pretty as the. 
is sicing at the bar in the Rasy Come, but they were bright, 
they spoke passable English, they worked hard, they tested 
the farang (American or European) kids with lots of love. and 
they didn't steal. Although none of the wives ever figured it 
out, or perhaps didn't want to admit it even m themselves 
Connie's maids were also ready and willing vo give the man of 
the house a quick taste of Thai Jove in the servants’ quarters 
While his wife wos of studying Thai culrure with Connie. 

George's military spooks never told the Thai government 

nie was doing. They didn't iue any 





ican ladies find houschold help. 














what they were sure Ce 
Wamings to the troops or warn the gaggle of miliary and 
embassy wives that their house servants were probably spying, 





for the Communises. 
Smart intelligence officers don't arrest, murder, or des 
the public image of good spies They either use them or neu. 
tralize chem. but they alwas try nor to let the spies know they 
have becn made. In the spy game, the devil vou know is a 
thousand times better har the devil vou don't know. Destroy 
» ring you know about and a new spy ring you know noth 
about will soon be watching You. 
After I alerted George about my suspicions of Connie and 
the Fasy Come, he set up a section in his own organization 
that did nothing but monitor Connie and her activities. For 
the next two years, every Gl who wandered into the Easy 
Came was photographed and identified by someone working 
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Those who sere nothing but mud grunts went 

‘Nam, fought the war, and lived or died without ever 
suspecting how close they had come to a major spy ting, 
Those who did have access to information of potential intelli 
gence value went back to Victnam to find that new duties 
waited them that kept their hands off classified documents 
snd their asses much closer to real combat. 

The same thing happened with the Bangkok officers 
wives and their husbands who stepped into Connie's web. Most 
fof thei were never told the roth about Cone. The wives kept 
fing on up-couney rips and sitzing through cultura) education 
flasses while theic housemaids caught their husbands the subtle 
diferences berween Asian and American feminine anatomy 

A few puys did get sudden uamfers, likc one US, Air 

¢ embassy attaché I personally knew who sudden 

4 himself flying combat missions out of Ubon while his 
Family went back to the States 

Connie kept collecting a lot of information, some of it 
probably useful to those who received ber product. What else 


was happening was that George's counterineelligence group 


iny coding Conn gil ts und pieces of fte nfor- 
jon. Some «f the guys leing into the Easy Come or 
acce ting ik wiees = tks ove f Commie’ ep atbuby 
ies Kaew exardy what they weve deiag-—partcpadag in 
what evencially became the saghe moe eHecive diinfems- 
igh we had going in Southeast Aia Vaci to time 
ceto Nam 

For example, a namar once suddenly shed through the 
MACTHAI compound rar enti companies in 1 Corps were 
alie vo cout of bed bocaine cf a new sad vient 
tation of peakilirtesisant georthes spreading trough 
eopa. Widis days, te aficen wives were al sling 
sitas they tok one of Connie's up county ipt. A week 
Vizacoag battalion lunched aeris of wpe stats 
expecng to cuch sick uoope noc fi or combat 

die on the wre tn deo 


Tuc Easy Cout Ban 





On another occasion, one of the US. Army's bes 
and his sporter rook an R&R ar the same rime in Bangkok and 
Went straight from their hotel to the Easy Come. Five days 











later, on the last night of a glorious time. the rwo of them 
skunk drunk with two of Connie's giis and started talk 
cach other abour their plans for taking out a key North 











‘Vietnamese bactalion commands 

Tf the two men had really done what they talked about 
doing thar night in Bangkok, they would have walked straight 
into an ambush. Instead, B-52s carpet-bombed the ates, 








churning into bamburger two companics of rhe crack northen 
troops committed to rhe ambush. 

This was an especially successful counterintelligence 
operation because George doubled Connie s entire spy ring 
Without making any direct contact with a single member of. 
the enemy network, s real coup in the intelligence fame. 
Whit le to estimate the actual impacc of 
the clever vse of human resources in uny spy operation. 
Connie unknowingly passed on en 
she probably did more for the U.S. wa ef 
Intelligence case 

Like all good things, it didn’t last forever. Eventually 
some general in Hanoi must have begun to suspect that the 





is almost impossi 


igh false information char. 





fore than many of the 





ers working on ou side 





information supplied by Connie's spy ring was no longer as 
valuable as it had once been and that much of it not ont 
proved to be inaccurate bur t sometimes backfired. The more 
That happened, the less they could trust any information she 
produced for hem. 

Tn late 1971, 1 feft Bangkok fora tour in another part of the. 
world. The last time I dropped by to see Connie, she looked 
nervous, almost like she was frightened about something. Thad 
gone in the Easy Come for a last good-bye and to tell her a 
cover story that I was quitting my government contract job and 
fing home to get a law degree. Weeks before that, she had 
farted hinting that maybe we should get a lot friendlier than 
dv were, which was pretty damn friendly. 











we ale 








Rossi A RING or Sens 

























r bed tm leave, she asked me 
why T didn't marry her and rake her with me to wherever | was 
Te was a serious offer, and T might have taken her up on 
it (f there hadn't been a wall of les between us that either of 
us could ever break down, 
I saw Connie once more in 1984 when I spotted her in a 
shopping ceaterin Crystal City, Virginia, jusea few miles from 
he Pentagon. She was hanging onto the slecve of a guy I rec- 
IBgnized 25 someone who had becn assigned to MACTHAL 
[Buck in the war years as an army major in the civilian contract 























hind Mare and Daddy ws they looked at new refigerstore 

Tes aut hard to figure cut How Connie ended up in tho 
Died Scares, maied with children, Georges countcrep 
Bouts have never been put nto any vis lookout ie 








nor the 
[okour files of uther agencies. The guy she married had no 
es what his wife had 








ye during the war years or how his 





ren government was using her without her knowing it 
As I stood watching her that day in Crystal City, Lenvied 
libe suy juse a bit. Then she turned and suw me standing 


her Shc recognized me, bur she neither smiled nor 
Bowed. The man said something, and she turned, gave him 
Be biz smile, reached up, and kissed him on the cheek. When 
Ie finished the kiss, she mured and looked back at me for 
cond, making sure 1 had seen the kiss, Then she 

4 walked away. her arm locked with the arm of her 
[American husband, a Norman Rockwell picture of the perfect 











Like all good intelligence case offers, Connie: could. 
illusion and make it seem so rcl that it re 





[E Thc son of a bitch looked as happy as any married man 
[E cvr seen who was taking the family on a shopping trip. 
















Spying Has 
One Purpose 








IT'S NOT JUST GOVERNMENTS 
THAT HAVE REASON TO SPY 


Almost all of us wil 
will give us an advantage over 








Will Sooner or later lose somethi 

hecause someone else found ou 

we knew abour. Every one of u: 

+ A mother may listen in on s teenage son's call to a git 
friend, hoping she will learn that the girl is nor pregnant 

« A man will drive by a girifriend'r house to make sure sh 
cally is home with a cold 








* A wife will carefully ex 





ought back from a trip out " 
lipstick or strands of blond baie 

+ An employee will sneak «look i th le cabinet, tr 
«A father will check out his daughe friend with 


ALMOST ANYONE CAN HAVE A 
GOOD REASON TO RECRUIT SPIES 





We can all face situation in which som informa 


on wc must have in order to survive or live well, and che onl 





We can get it is to steal it. Yer, most actione involved in 








sre illegal acis with heavy punishment 


The safest way to steal information is to rec icone 
who has access ro the information who can steal it foe us with 
little risk. Fere are just a few examp — 






ple might reerui 








tospy 


gambler wants 
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professional and 

ide bits and p 
ersonality clash 
ther information that 
ry recently discovered its pri 
ber 1979, in Philip Morris doen. 
Yort Times and accused u 
SA 9708 
eid 








ms of injured parties Tom repre 
0 court. When he 


WHAT GOVERNMENT 
SECRETS SHOULD YOU KNOW? 


en militia groups W 
Tobacco and Firearms, are 


Srrane Has Owe Puro 











nce operatives © recruit government emp 











ernment’ ditty secrets in headline st 
Mans of your fellow citizens as wel 
countries n spying on government officials for a long 





ic For instance: 











the eountry have tapped into the scerer plan 
of county commissioners way de 
iy and planning commissions 

Any executive ulficer of any big corporation 





























federal ugencies that contol and regulate 
his business could be h fastu 

One of the untold ines of lobb 

morc interested in intelligence tha uying, U.S: 
many people on their staffs are regularly p 2 
tion on to people representing businesses an 

at they ate eatgeting for mote restrictive regu 
Employe he IRS, rhe Security Exchange Com: 
mission, the Patent Office, the Food and Drug Admi 
istration, the Federal Trade Commission, the Of 

Safety and Health Administration, and on th h 
alphabet soup of bureaucracy all have rons of commercial 
inlormation thar they are supposed to keep secret. Yet 
each ol those agencies has hundreds of unhappy, angry. in 
debt employees who can be recruited ro provide such con 
Fidentia information 

A recent Associated Press report described how the Cali 
drug cartel has been spying on top government officials in 





Colombia. The operation gathered intelligence that when. 
leaked ro the press embarrassed the Colombian president. 
and threatened the stability of the governmen 











WHO IS SPYING ON YOU? 


a't imagine that you 
v may he the sub 
arc the leader in cor 
cd in poliics, take a public 
have a nice home and posi- 
avy you, you kaow 
a you—if he can 
Te may be a manufacturing technique or 


special rceipe used ina restaurant you own, a guard 


ns, an idea for a new invention, vour credit card 
nbcts, a secret love affair, past sou ve overcome, 


ara income y report on your IRS form, or a 


v kcep hidden from the work 
hat y some chance at 
I acquaintance, b 
s out to steal your secrets and give them ti 
who would steal you 
al defense strategy as am 
ind guardin ti 


dat fA so the, protons Be 
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the more 
nd case agents, Ln fact 
d effective spy master 


jour this book 


Srvisc HAs Ose Punrose 
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The Basic 
Principles of Spying 








sneaks away with mo one ch 


SPIES CAN DO MORE 
THAN JUST STEAL SECRETS 





in the teal world of spyin 
lle chance of success. Ie was 








eventually brought down Icone at his command who is no only able ta. 

The Inside Spy: This means using s hun ^ cause rhe enemy problems. A spy inside an 
direct access tu valuable secret knowledge v know © in sabotage and spread rumors and 
edge. Some examples are the confidential informant in 








je enemy and may even destroy the reputa- 














ping who is under DEA agents, the FBI plan ation to use spies for more than 
driving a group of b und zown while they plan a problem every national intelligence agency 
blow up the World Trade Center, the Soviet colonel pas t cy and those who hire the inte 
on KGB secrets to a CIA contact S. Marine emba always balance the demand for intelli 
guard cntapped into spying b ty gil he n the demands for using a spy for coven action 
Moscow cafe, or Aldrich (Rick) Ames, thc CIA office jok will focus on the recruit spies 

de millions passing secrets ro rhe Soviets while he drew h on of stealing secrets, anyone can use thi 
US. government paycheck. This is what intelligence office 


presd rumors, play dirty tricks thar demoral: 





are talking about when they use the word HUMINT when 






discussing intelligence collecting sctiviries. (HUMINT 





engage in other destructive activi 
ands for human intelligence, that is, intelligence collectes ho has been stealing secrets can often be red; 
mil or taking pictures from a satellite 


Despite the fact chat human spics sill operate in much SPY RECRUITMENT FACTS 


he same was they have for the lust several hundred yeas, th 

















py can often obrain information and intelligence that cannot any catalog of books on espionage and investiga 
be discovered by other means. The inside spy nor only can ic» and you will find lots of titles explaining 
iin access ro documents and plans locked up in safes, he can ia ehenigh public seomeds, ven rrr 
provide information on what people are talking about in pr veillence techniques ax well as the high-tech 
are, he personality hs and weak: I enem available for surveillance and how to use it 
leaders, internal strife within an enemy organization, and rhe * also lots of books telling a potential spy how to 
espionage techniques che enemy is using to steal secret how to make bombs 
Sometimes the human spy can be an inc 





ts and tools that can 





of intelligence, even though rhe product 


Such a spy may nat even know that he is providi - 7 
the enemy. That was the ease with all those gu 


(ed into the Easy Come is B 





ic computer encryption programs so 
sages that no one except the per 
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‘Tote Basic: PuNcartes oF Sprit 


In ull those instructions on how to spy, vou will find 
sdmost nothing explaiaina how to recruit spy who will tepore 
secret information from inside the enemy's camp. 

‘The secrets of how to recruit spies are closely guarded by 
those who hive leamed how to use them. Such government 
intelligence agencies as che CIA, KGB, British MIó, and the 
Mossad go to incredible efforts to ensure that their methods of 
recruiting spies are not exposed to public view Anyone who 
Works for any of shose agencies must sign a contract agrecing to 
never reveal the spyeraft secrets leamed while wodung a3 an 
intelligence collector, 

The intelligence agencies of powerful world governments 
don't kecp these trade secrets o themselves. The sccicts of. 
SPY tecruitment are anything bur secret berwcen agencies 
The KGB knows everything the CIA knows about the differ. 
ent ways to recruit a spy. Nothing in this book is going to tell 
the KGB, Mossad, PLO, Mafia, drug cartes, or even che intel 
ligence serviees of such countries as Peru, Bolivia, Cuba, and 
Uganda anything they don't already know 

Government intelligence agencies keep their recruiting 
techniques hidden from the public because they don't want 
the general population knowing how they recruit and we 
spies. This secrecy serves two purposes. First, it makes it easy 
for guvemment azencics to recruit ordinary citizens as spies 
because such people don't spot the warning signals that they 
are being recruited. Second, the secrecy helps à government 
ensure thar its citizens don't stare spying on it und Finding out 
just how incompetent, and sometimes criminal, it can be 


ASPY IS ALWAYS A TRAITOR 


A spy steals information from people who trust him and 
to whom he owes layalry and then gives ar sels that valuable 
information to their enemies. Most people don't want to 
become traizors, and, just as important, thosc who would 
willingly become traitors are almost never in positions where 
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Bos co sec Therefore, he eligence callosum 
poi spes who vil do fis work in such a way char 3) the 
sits don relire har rhy are spies, 2) he fools chem 
Be chinking thy ae no relly doing anything 20 tebe, 

x bec pio e emer imctignnto feat the toe 
Bow be dementia 
This he primary cafe f he imellipece collector who 
es rey on hurnan resouroce—the an of convincing people 
Si scenic cares agen dei eon tei mpeg dii 
pica cecanes thei fens and even ther Wved ones 
ea spy on chore who tun therm re kas the tosis he caa use 

Ib etter povai povp tet wes tv conte his Efe and 

fn his money and wealth Jus like the armed ckzen i the 

Erici so oo ste chizen who know d undemanda he 

at of cet pies prepared w defend himself against he 

ar well ara gurcmment inen on limiting the fiee 
^ of spring for he same reasons hey dont vant you to 
Your arm or your right a self-defense The caf py 
beat portant a weapon inthe defense of youre 
any you ca lad and lock 
Despise the secrecy under which they are buried, che 
principles sad sca of Spying are relatively simple olan 
mor loci holding can vera and organine a ring of 
and po chem o work foscng out the required infor- 
Te aoed no be that pair: socoenfl lal 
clleton operation may const f a few as cen or 
peuple 
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(Chapter Four 


Who Is a Spy 
and Who Is Not 


© employees of the CIA, KGB, MI6, Mossad, or 

any other international spy agency consider 

themselves spies. They will insist char they are 

Josal employees af their government, whose job iis to recruit 

spies. Often they work in the embassies of their country and. 

sified as diplomats or other government employees 

ince they work undercover as businessmen, journalists, 

lent, or tourists, and sometimes they sneak into the coum 

try as legals that is, someone pretending eo be a national or 4 
legal resident of the target country, 

Regardless of what cover they work under, they not only 
dow consider themselves tobe spies, they almost always held 
in contempt the people they recruit as spies und consider 
them ro be lowlife traitors to their own country and culture, 

Intelligence officers who recruit and run spies to spy for 

lied care officrs, or care agents. The spy, ot the 

agent, as he is called in more polite talk, is the traitor who 
cls or gives away secrets he has been entrusted to kccp 
‘This book explains how the ease officer does his work 

and how any ordinary citizen can practice the same skills in 
the private collection of intelligence. The case officer is the 
kevscone of all HUMINT intelligence-collection opera 


a 





tions. Every ring of spies has a case 
each spy and who controls and manage: 
each link in 











THE ATTRIBUTES OF A CASE OFFICER 


In his book Ye Craft of Intell 





^, Allen Dolls fisted the 


personal attributes of a ynod case officer as someone who pos 


seses the folion 


honest citizen and train him to be an intelligen 
rather rhan t 





is perceprive about people 








works with orhers under difficule conditions 
is able to distinguish between faer and fieri 

is able to distinguish berween the essentials and the 
possesses inquisitiveness 

pays attention to detail 


hax good oral communication skills 





knows when ro keep his mouth sh 
Understands other points of view. and 
is hi 





ly motivated and does not depend on 








Dulles also claimed chat he preferred to recruit th 








jut people who are naturally devious, con 


spiratorial, or wily 


If Dulles actually believed chat, it explains why U.S. intel 








ligence hs so often failed, especially im the recruitment of 
human Who respect and obe 
miles of honesty ttustworthiness, loyalrs and friendship 

do well as casc officers, who necessarily have to be 





conspiratorial, and dishonest 


did produce good intelligence by reer 
is that they were indeed natu 





My experience with US. covert intelligence officers wh 
ag spies successfully 


lly devious and that they took 
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ose Eike wolves to the hunt. They con- 
deceive to be a major part ofa game they 
g and they developed great pride in their abil- 


DIFFERENT WAYS TO FIND A SPY 


The person who wants to recruit and manage a ring of 
weral different types of personalities he might 
the dirty work of spying. Each different type 


a variety of different reasons and emotion: 


The Inadvertent Spy 
le like all those Gls who walked int 

me while on R&R in Bangkok. They don't deliberate- 

ime spics, bor instead give sway secrets without know 


ey are doing, They are men and women with loose 
bad judgment, and careless security attitudes, who talk 
with colleagues in burs and restaurants and who brag 
their work to their lovers, cher friends, and sometimes to. 
strangers. They are the sources of information that 
e office like most of all. They cost little or nothing 

ee y present few risks to the case officer 
t the private citizen who is trying to get information on a 
mper, a local government agenes. a businessman with 
2 dispute, or a bad neighbor or personal 
ient spy can often be the only source one 
ck isto figure nut how to get such a 
ut what he knows without letting him guess 

he is making a big mistake that may cost dearly 


The Defector as a Spy 
intelligence information that the United 

from human resour the Cold Wi 

vier Union or one of the 








me from people who fled the 


Waso Is A SPY AND Wino IS N 








other communist countries. Mo 








ts they brought out with them in exchange for n 
tities and a chance to live in suburban America, Although 
most refugecs fecing the communist paradiscs had ite or ax 
intelligence information, occasionally a defector would come 
from the KGB, the Soviet military, ar some important m 
istry. That didn't happen all d 

though life in the Soviet Un 

who successful 














t often, how 





a was hard and brutal, those 
built careers in the gov 
or military command structure en} 








ment bureaucracy 
wed 2 livin 





above that of most citizens, Pr 
When defections from 





NC upper ranks did occur, the 
intelligence usually had value for a limited time. The Sovi 
security apparatus, knowing that the defector had fled 


West, would immediately initiate a damage-conteol operation 
by changing code books, withdrawing case agents amd spice 


the defector mi 








the know about, and sometimes c 





critical plan 7 

Ag age someone to defect by 
Wing many of the sume techniques used 10 recruit apies 
However, it makes much more sense to recruit a spy then to 
encourage someone to defect, A spy will 





and weapons location: 














tinue to provide 
intelligence for many years a defector is a 








,,. High-ranking Soviet defectors would somet 
Westem intelligence officers prior to their defection and 





attempr tu make a deal for resettlement in return for 
sence information. When that happened, Western, inte 
ence officers would ty to talk the potential defector inn 
remaining in place for a few mone 








PS There is no evidence that many porental deren 
ugh into such a deal 

The Soviers benefited fom very few defector f 
Wester ranks. In most cases in which Westen citac wo 
gence information defected, they were long-e spies seda 
Kim Philby, who led o avid capuc atr being cpeed ce qu 
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The Walk-In Spy 
nes walk in and volunteer to spy. That's 

U.S. Navy peny officer working as a 

lerk, did when he walked into the Soviet Embassy in 
yn, D.C., carrying with him a collection of stolen 
5 as evidence of what he could provide. Walker 
ated purcly by a desire to make money, and he 
ne of the most valuable spies the 


CIA agent Rick Ames did the same thing, although he 
into the Soviet Embassy. [Hi job put him. 
t with Soviet intelligence officers, and all he 
p a few hints that he was looking for new 
f income. Ames did his native country even more 
e than Walker. 

hat the American who was willing to sell uut 

i very well by staying in place for years, enjoy 


dvantagcs ll o us in his country enjoy, plus the cxtra 


imteiligeace agencies don't urust them. There is always 
picion that the walk-in might be a plant (that ix, a 


ate attempt by the encmy t0 spread disinformation and 


gence he doesn’ have and can't ge 
knows that the CIA, KGB, MI6, and every 
pesce agency around the world will pay good 
s secret intelligence. A surprising number of people 
hey can cash in on that by pretending to have access to 
when they don't. Sometimes fraudulent walk-ins are 
ics who belicve they are getting secret information 
psychic vibrations, foreign spaceships, ora tooth filling. 
at picks up radio waves from distant countries. More o 
«frauds are deliberate crooks hoping to make an easy buck 
also happen to hold real government jobs, they may 








actually collect money for a while before they are found out 

The stories that such frauds try to sell es intelligence 
information often follow the headlines, For years after rhe fall 
of Vietnam, every U.S. Embassy in Southeast Asia saw « serine 
of people walking in and claiming they had intelligence on 
USS. Gls still missing in action. The more clever frauds would 
tell complicated stories, carry derailed maps, and sometimes 
ven photos of supposed prisoners who were sill alive All of 
those frauds shared one common thread: they claimed that 
there was one picce sill missing, bur that they could find that 
piece if they only had a bit of money—sy, a million dollars or 
3010 pay off rhe right prison guard, Vietnamese military off 
cer, local merchant, or ether source 

So many walk-ins do indeed prove to be either frauds or 
‘persons deliberately uttempring to spread disinformation that 
its easy to understand why intelligence officers have been 
known to dismiss legitimate walk-ins as frauds 

One of the most productive spies the CIA ever ran inside 
the Soviet Union was Oleg Vladimirovich Penkovaky, highly 
placed Soviet military officer who was apparently motivated by 
A political conviction that he was preventing a disastrous world 
war by passing on secret defense information to the West Yer 
the fint time Penkovsky approached the Americans, the CIA 
‘jected his offer to spy because it was convinced that he was a 
Soviet plane trying to spread disinformation, It was only after 
British MI6 took up Penkovsky offer and started verifying 
what he was providing that the Americans realized they had 
‘made a serious mistake in not grabbing him the fst ume he 
tried to volunteer. Penkovsky provided a huge amount of infor: 
mation forthe next several years. Eventually the KGB canght 
on. probably because of their own intelligence penetrations of 
the CIA and British intelligence, and Penkovsky was arrested, 
tried, and executed. 

Walk-ins don't happen just ar the intemational political 
level. Just about anyone with a grudge against commercial 
company, government agency, oF political organization with 
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Which he works can decide to take revenge by talking to 
someone willing co psy good money fur good information, 


The Planted Spy 
Ome way far an intelligence agency to ret a spy in the right 
pacc svo hav somcanc sc employment with the govem- 
dens busines or agency hr hc mcligence oficer wan 0 
Boy ca. This i callcd marie, pam o gi 
fr sold nox be confined with the ipa cane eer, whe 
lp cae oll who scaks itr x coana wich a se cay 
ih she intention of recring pics ence he i there 
Akkonpk ia e popsla fete plo nodonal np] REEt 
simon never arrempe ro laa onc of heir own employer 
Ber « orci gvernmene Te CIA wosld ox fr xam. 
ple anempr eiit raned CIA intelligence officer imo 
Cha with de expectation tha he would veck employmene 
wich che Cuan Ministry of Defense by sing false iden 
The risks of such an operation are too rea, and he dificil 
tes of esabliing a cedile rer a aliat itsumoin 
thie. Fen if tbc flor succeeded, the spy might have w 
Teri i place fr yer, living a consan lie efr he cer 
von the promocons necessary to give hn acct to secrets 
that would be worth stealing lt ther x alway a chance 
that she perm aye in place, he would make lend and 
crema prow vo close vo those with whom he worked chat 
Ax would refuse spo wos, thar he would become a dow 
© Such law enforcement agencies as the DEA and the FBT 
sa tie met tn iia aon 
Nhongh a police offiect may go undercover, ie will almost 
dhvays be fra sor perd of me, generally no more than a 
fes days Instead, police agencies wil usually try to plant a 
v» indide a cimáma onptaion by making à ded i 
Criminal they have caugh promising him a lesser sentence i 
he can produce evidence oa a sspecsed criminal organization 
Sy working ar= member of he ang. 
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lt is almost always easier to recruit someonc who is 
already in place than ic isto insert a spy as a new employee 
Anyone intending co engage in a bit of domestic spying 
should fist attempe co recruit a spy in place and should only 
‘consider the possibility of planting a spy when recruitment 
efforts have proved to be impractical of impossible. 


‘The Recruited Spy 
If an intelligence officer can find no one with loose fips 
mor anyone wants to defect to his side, and he knows thar 
planting a spy is unlikely to work, then his only option is 
recruit someone who is already working for the government 
‘agency, business, or political organization he wants ro spy on. 
Such a person will probably have no intention of spying on 
those who trust him and would immediatcly rejecr an unso- 
licited offer thar he spy for money. Trherefore. the case officer. 
will have to figure out a way to wick, bribe, or blackmail such 
a person into agreeing ro become a spy 











The Doubled Spy 

The final way to find a spy isto catch someone spying on 
you. As we leamed in the first chapter, most spies aren't shot 
‘when they are caught; they are doubled. Either they are used 
Without knowing they are being wsed—like whut happened to 
Connie and her gils—or they are forced to cooperate. These 
Whe catch the spy give him a choice of either being shot, 
spending a major portion of his life in prison, or working for. 
the people he has been spying on while pretending to still be 
loyal to those who recruited him as a spy 

Generally. like in Connie's case, doubled spies are used to 
‘pass fake intelligence to the enemy, hopefully intelligence 
thar will convince rhe enemy that one is stronger, better pre- 
pared militarily, and readier 1o fight than the enemy previous- 
ly estimated, Doubled spies can also provide information on 
the enemy's intelligence methods. They can explain how 
they were recruited, how they made drops. how they were 
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handled, who their handlers were, ad all the other details of 
running spies. The spy who is caught, and thea doubled, will 
also have to come clean about what damage he has already 
done. He will have co provide all che details oo what kind of 
iotelligence information he passed on to the people he was 
spving 

This kind of information is so important that even when a 
spy can't he doubled, it still pays to get him to talk. That's 
why intelligence agencies are always willing to plea bargain 
when they catch one of their own spying forthe enemy. 


DIFFERENT KINDS OF AGENTS. 
RECRUITED BY CASE OFFICERS 


Depending on the type of intelligence operation he is 
running. a good case officer may recruit three diferent types 
of agents: primary, access, and support. All of them will be 
traitors in thar they will be working for the enemy while pre- 
tending to remain loyal to their country, employer, political 
group, oF family. 

A primary agent is someone who is working in a position in 
a wovernment, military force, of political group where he has 

rect access to secret documents, the conversations of senior 
fice of, better still, someone who directly participates in 
policy-making ot operational activities, 

A primary agent can also bc a mistress, secretary, driver 
messenger, vr anyone else who has access to documents, com- 
munications, nd personnel who deal with sccre information, 
The girls at the Easy Come were working as primary agents 
for Connie, their case officer: 

An access ageet is a recruit who does not have any direct 
access so useful intelligence or any personal relation to such 
people, bur who may know someone who does. An access 

may also have access ro places where potential primary 

-nts work or play; The access agent can then report on peo- 
ple who might be recruited as primary agents and help 
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arrange for the case officer to make an approach. An access 
agent may even do some recruiting under the close superi 
sion of the case officer. 

Access agents can also be used to place hidden micro- 
phones, cameras, and other technical surveillance devices. 
For example, a case officer might recruit a janitor working in 
an embassy and have him plant a microphone in the ambas- 
sador office while cleaning it out. 

A support agent is also recruited by a case officer, who will 
usually have a number of these agents. A support agenr per 
forms services for the case officer such as doing surveillance 

managing safe houses, clipping news stories, rent 
curs, making und picking up drops, purchasing supplies, and 
so an. Often they are openly employed by government intel 
ligence agencies and report to work at the case officers 
embassy. Most case officers will employ more support agents 
than actual spies. The same basie techniques are used for 
recruiting exch kind of agent. 

A ting of spies is not a spos team in which cach player 
knows how he relates w every other player on the team. In most 
cases, the spies in a ring of spies won't know who rhe ocher spies 
tue. They opetate under the security principle of comparten: 
‘alization, which requires that exch player ina spy ring be given 
only that information that he needs zo know to do his job- 

The reasons for this are obvious. Fist, if one spy is iden 
tified (compromised), the enemy cannot use him to identify 
other spies or verify thar they exist Indeed, the best scenario 
is one in which the captured spy believes he is the only per 
son spying on the operation. Second, the case officer can use 
cach une of his spies to verify information collected from his 
other spies. 

An intelligence agency like the CIA can achieve even 
more effective comparcmentalization by using different case 
officers to recruit and run different spies working within the 
same target organization. 

Sometimes it is necessary to have two or more recruited 
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spies working together ia what i usually called a cell. The 
primary agent might be reporting toan access agent to pass on 
he information to the case officer, while also depending on a 
service agent to develop exposed camera film. The Soviers 
made very effective use of such a cell structure in the early 
years of the Cold War, Whittaker Chambers and Alger Hiss 
‘were members of one such cel within the U.S. Department of 
State. Many intelligence experts believe that other such cells 
existed bur were never discovered. Because of Soviet com- 
partmentalization, Chambers hud no information on the exis- 
rence of such cells 

Even though the spies or the cells of spies will not know 

Vr each other, the ease officer must manage each individ- 
tal in the ring so that the work of each spy complements the 
work of the others. 


WHAT THE GOVERNMENT CAN DO, 
ANYONE CAN DO 


Anyone who knows the techniques that case officers 
working for the CIA, KGB, Ml6, und Mossad use to secrult 
spies can use those same techniques tn operate an intelli 
sence-collection operation against any business, government 
agency, political organization, or individual. 


^ First, you must determine what information it is hat you 
must have, who probably has it, and who has access to 
those who have che information. 
Second, you must determine what the best way of geting tut 
information is, what it will ost to get such information, what he. 
chances ae of getting caught in the process, and what dilference 
having the information might make in success or failure. 
Third, you must make a plan for getting the informar 
ond then implement that plan. 
Fourth, if you are successful, you must detetmine whether 
or not che stolen information is true. 
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+ Finally after concluding that the informacion is valid, you 
must act on ir, even if you must change your mind about 
reality (the truth of the situation, regardless of whether it 
is what you want to hear, or not) 


Just as the Mossad is much smaller than the KGB, the pri- 
vate citizen working as a private intelligence officer can down- 
siec his effort to mece the limitations of his needs, badget, and 
time. Just onc person may fil all the intelligence functions. 
involved in a lawsuit, a small-business labor problem, a dis- 
pure with some local tax or licensing official, or an argument 
with a neighbor over a fence line, neighborhood nuisance, or 
bit of vandalism. 

Even so, the private citizen who sets owr to recniit and run 
a ring of spies sull faces the same problem confronting every 
intelligence case officer: how does he convince someone to 
turn traitor and start spying on people who trust him? 
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Chapter Fi 


The Making 
of a Traitor 


would anyone rum traitor? How does an 
elligence case officer make it happen? There 
arc only four basic ways to get someone to do 


what vou want them ro do: 1) offer mutual cooperation to. 
reach 3 common goal, 2) suggest a bargained exchange, 3) use 
frivd, and 4) use force 


Mutual cooperation occurs when two or more people want 
e same thing and agree ro work together to achieve that 
pal. A whole rown turns out to fight a fire and save the 
wn. A man and s woman marry and raise children togeth 

er. A band of revolutionaries risk life, limb, and fortune 

because they all want a new form of government. 

‘The Aarpainad exchange is the basis of che free market. liis 

how we get strangers tn do something we want or give us 
meching we need. We do it by agreeing ro give them 

‘omething we have that chey wane. As Adam Smith point- 

ed out, the baker cares nota whit for my happiness, but he 





Often, hs process of winning cooperation takes place 
with lile or mo thought Tex men agree to go fing and 
help each ether through the day becae they bot wine er 
catch as many Fah as posible, ce maybe they jot want the 
Pleasure of each others company We walk ints he dre 
pick up «package of zor Hades und ake ito the exh tok 
rer to pay orit We deve che speed nit hat i posed and 
Pay taxes without complain 

Sometimes. someone must fint convince vs dat ji in 
Out own best interese 20 participare în a deal by selling ux on 
the benefis we will receive by usag a senai Rad af ap. 
vig ro a chariy, or enlisting o hti a war Secus 
thus becomes an integral part of the equation. A fond siles 
technique can be merely educational: but most ace Y 
includes a large dose of fraud and manipulation. 

‘The person who wants o era py mnt convince the 
potential ecrit hat fin his owe best interen t apy an 
those who trust him. ys 
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“The Spy Who Believes in the Cause 

The easiest spy to recruit is one who wants what he thinks 

spying will produce. Julius and Ethyl Roseuberg und Kim 

ilby became Soviet spies because they wanted a Socialist 
geld, and they thought that spying for the Soviets was the 
st way to get it. Soviet citizens sometimes became spies for 

United States because they saw the failures of commu- 

m within their own sociery and the human misery it pro- 

«d, or they feared that the Soviet leaders were risking a 

istrous nuclear war. 

Usually, when someone is driven ro treason by ideology, 
Phe sil! loves his country but believes that rhe country’s lead- 
fers have failed the nation and are leading the society down 
he rowd to ruin. Such people rationalize weason by insisting 
‘hur they are nor betraying their nation, their birthright, or 
fheir culurc, but instead arc opposing the evil people who 
ave taken control of the government. 

Playing on this nacural human rendency, U.S. intelligence 
officers ansigned to recruit Soviet agents would never say any 
thing negative abour Russia, che culrure, or the people, but 
would instead uy to separate the Communist Party appararus 
fiom che Russian nation. They acted toward their recruits as 
though they were not recruiting traitors, but rather pasties 
willing to risk all by opposing the criminals who had tiken 

vtro of the Motherland, 


Spies for Pay 
‘Give me the secrets I want to know and I'll make you a 
ich man.” Many spies do it for the money. This is the easiest 
‘motivation to understand and, indeed, to put to use. We don't 
like to admit it, Bue greed drives every human being, Almost 
everyone has s price, and once an intelligence officer knows 
he price of any individual, the process of recruiting is 
reduced to bargaining the exchange: how much will it cost me 
for cach secret you steal? 
Traditionally, intelligence officers, especially those who 
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have previously worked with true helievers, have distrusted 
the spy motivated by greed. A greedy person is often difficult 
to conttol and manipulate because his loyalties only extend 0 
the nex: higher offer for his services. Yet in the modern world, 
money has played an increasingly important rolc in the 
recruitment of spies. This has been especially true in the 
recruitment of Americans willing to spy for the "Communist 
bloc" countries. Aldrich Ames, John Walker, and FBI agent 
Richard Miller were all in it for the money: 

Once the KGB and ies allies learned how easy ie was tn 
buy some Americans, their recruitment efforts in the last years 
o the Cold War focused increasingly on those most likely to 
be enticed by financial reward—young, low-puid personne! 
such as code clerks, secretaries, and similar government 
‘employees, who did not belong to the privileged class of the 
opper-eehelon bureaucrat. 

Crass spies willing to turn traitor foc a profit are casy ro 
recruit, once they have been identified. They are often walk. 
ins, In other cases, a potential recruit may be initially hesitant 
to turn traitor for mones, and the case officer will first have to 
do a selling job. Like any good salesman, he will have to psy- 
 chologically manipulate the prospect to overcome initial resi 
tance to the ides of selling out for money. 











WHAT TO DO WHEN YOU CAN'T FIND A. 
TRUE BELIEVER OR A GREEDY BASTARD. 


Most of the time, an intelligence case officer is not going 
to find cither à truc believer or someone anxious to make 
money who has access to the secrets the case officer wants 
‘Most people believe in the cause ar the company for which 
they work. They not only believe in it, they think of them- 
selves as the kind of people who cannot be bought, no matter 
how much money might be offered. 
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Convincing a Recruit That He Is Doing the Right Thing 

This means that che case officer will have to use fraud and 
manipulation in order to recruit the great majority of spies 
who have access to the wanted secrets. The case officer must 
make the potential recruit believe that his own personal inter- 
ets will be best served if he becomes a traitor. 

‘One way to do this is to convince the recruit that the case 
officer is actually on his side; thar is, har they both share the 
same ideals and goals. Another way is to manipulate tbe recruit 
in believing that by spying, he will earn rewards that are 
righefully his and, therefore, justify his turing tritr. 

"To do this the case officer uses the same techniques a good 
salesman uses to convince someone to buy an insurance policy 
that doesn't make good economic sense of a car much tnn. 
expensive for his budget. In the case of the ca, the salesman 
int frst suggest that the customer really deserves such 
fancy piece of iron and then manipulute him into concluding, 
shat he can handle the payments. 

In convincing a potential tectuit to spy, the ease officer, 
like the car salesman, must play to the target's emotional 
needs, greed, and fcars. The emotional needs can he based in 
ideology or personal desires, which can include revenge, 
nger, idealism, loneliness, or recognition by someone, even 








Anger 

A common emotion that motivates many u person to turn 
tranor is anger at how his government, employer, or associates 
have wrested him. ‘The potential traitor may feci cheated 
because he has been passed over for promotion, unjustly 
accused of something, or simply ignored. The anget may be 
<huceted against either an individual perhaps a supervisor, or 
ihe entire system. Other emotions that may inspire someone 
to turn traitor can range from despair or depression to a sim- 
ple desire to be loved and appreciated. 

There are aheays people who believe that their leaders arc 
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misguided and incompetent or that they are unappreciated by 
bosses and co-workers and have heen treared unfair, causing 
them to lose thcir faith ìn the goals of the organization, but 
they don't know what to do next, However, even though the 
subject may have lots of anger bubbling up inside him, he will 
probably mot be thinking abour turning traitor when fist 
approached by a case officer. Iris up to the recruiter to igure 
‘ut how to manipulate that anger or other emotion in a way 
thar will convince the subject thar raming traitor is the best 
Way to get his revenge or make the world right again. 


Sex 

Sexual desire ix an emotion on which intelligence case 
officers often play. Sometimes the potential recruit is deliber 
ately baited with a potential lover. Once love breaks out. the 
vase officer can make ir appear that the lover is in serious rou- 
ble, which can only be resolved if the target turns traitor. This 
was the case with U.S. Marine Clayton Lonetree, who was a 
security guard in the Soviet Union in the 1980s and was 
caught spying for sex, court-martaled, and imprisoned. 








Fear 

Fear is another powerful force that can be used to manip- 
ulate people into doing what they don't want to do. Case offi- 
cers cin blackmail some people into spying. “Do me this 
favor, and I won't tell that you are a homosexual." Intelligence 
agencies are especially interested in potential recruits with 
Such secret vices as drug addiction, sexual perversion. 2 gam- 
bling habit, or any past history they would prefer not be 
exposed. Also, once a person has been recruited by manipu- 
laring either his emotions or his greed, the case officer may 
use blackmail as a means of ensuring that the traitor remains 
loyal ro his new master. 


Using Force ux Persuasion 
People cam be forced to spy lís a technique that law. 
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ccaforcement agencies use all the time, ‘They asrest a low-level 
drug dealer, prostitute, bookie, or some other perry criminal, 
then they threaten to put him in jail for many years unless he 
agiccs to spy on mote important criminals. 

The Gestapo, the KGB, and other police intelligence agencies 
often ved the trat of violence to recruit spies, if nox by direct 
threats tothe potential spy rhen his family: “Remember, you have 
a we and a child sil iving in he old country" 

Criminal organizations in rhe United States and other 
countries also use threats of violence to recruit spies, Often 
the threat will be sweetened with some kind of financial 
reward. Ie what che Mafia calls “an offer you can't refuse.” 

Although such threats do work with criminals and same- 
times with people who have family living in police states, they 
seldom succced in the international spy game or in cases of 
private spying. You can never predict how someone che will 
respond to rhe threat of violence, bur many will choose to fight 
back. They will go to the police ur their security officer. The 
risks of exposure for threatening violence are simply too great. 

The smart casc officer who needs a spy. and who can't find 
someone willing t sell out for payment, very probably wont 
even consider the idea of threatening to commit violence. 
Instead, he will look for someone he can manipulare into spy- 

ing by playing on his emotions to the point where the taget 
slips into spving without realizing whar is happening. 
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LIFE I 


Most successful recruitments involve a combination of 
inducements and threats, which play on several different 
morives thar might be driving the person targeted for recruit- 
inent. The potential recruit could be a closer homosexual who 
recently lest a promotion for reasons that had nothing to do 
with his sexual choices, who is deep in debt, and who just had 
3 long-time lover drop him. 

The clever case officer will use esch of these emotional 
disresses to manipulate the target into turning titor. He 
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might fist find a new lover forthe tiger, ave the lover help 
build the hate toward the company that refused to promote 
the target, add a touch of blackmail, and then throw în an ffer 
of easy money to clinch the deal. 


LEARNING THROUGH CASE STUDIES 





Most government intelligence collection agencies use the 
case-study methodology in waining programs for their case 
offices. Like most of the case studies in this book, the follow: 
ing case is taken from a resl-ife situation, bur background 
information und names have been changed for all the usual 
ressons. The serious student who is trving o lear the art and 
science of spying should not spend a lot of time attempting to 
figure out whether any case study ix the real story behind the 
headlines, bur instead shouid look for what the example teach 
es about espionage, 





Knowing How the Game Is Played 
Doesn't Make Someone Immune 
Ted Brennan joined the CIA right out of college in the 
early 1960, convinced that he was taking up a macho career 
‘tha would be exciting and rewarding at the same time he 
helped protect America from the communist conspiracy 
Things went well ar fist, but over the years he became 
increasingly disillusioned with rhe nitty-gritty deception that 
makes up the daily grind of the intelligence case officer work- 
ing ina foreign country. The promotions didn't come s fast as 
he expected, and he bad several personality clashes with 
senior officers whom he considered incomperent dolts ans: 
ious to report whatever the national political leadership want- 
ed to hear, no matter what rhe truth might be 
The job also rook a toll on his personal life. His wife, 
Millie, grew tied of the problems and isolation of living in 
foreign countries and frequently fought with him over the 
long hours of unpaid overtime thar Ted put in. Eventually 
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they divorced, and Millie took the children back home to 
Indiana. Ted found himself paying alimony and child support 
{for three children he almost never saw while his ex-wife went 
back to college. ‘Ted was left with no money for the simple 
luxuries bachelor men are supposed to enjoy. When a mutus 
fond investment he had purchased on the advice of a U. 
businessman mumed sour, he added to his list of miseries an 
anger at the entire American corporate world. 

Then, while on an assignment in Buenos Aires, he met 
Linda, a Peruvian who was working in Buenos Aires with an 
incerational nongoverninental charitable organization. Linda 
brought some excitement back into Ted' lie, not just on a 
sexual plane, bur intellectually as well. While Ted had gone 
through college as a jock with lite interest in political theo- 
ry. Linda introduced him to books on international politics 
and 4 world of ideas they discussed with a collection of 
Argentine and expatriate intellectual living in Buenos Aires. 

Totally disenchanted wich his carces and anxious to marry 
Linda, Ted began looking for new employment outside of gov- 
erment, He discovered that such opportunities were prict- 
tally nonexisten for disenchanted CIA cave officer in midea- 
reer. Feeling trapped and frustrated by the system, Ted found 
himself increasingly fascinated with the socialist philosophy 
that Linda and her friends argued 4s solutions for everything 
Ted save going wrong with his personal picce of the world. 

The one thing going right was that Linda held a U.S. immi- 
gant green card and would soon be eligible ta apply for U.S. 
wizenship, a necessary step before Ted could marry her and 
still keep his security clearance. Three weeks before she was ro 
ake that step.a man handed Ted an envelope on à busy street. 
n Buenos Aires, then jumped into a waiting car and sped away: 
Ted opened the envelope to find documentary evidence that 
Linda, while a student in Peru, had belonged to a Peruvian 
political group associated with che Sendero Luminoso or 
Shining Path,” the Maoist narcoterorist insurgency in Peru 
with deep ties to the coca trade and a long history of graphic 
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terrorism. The package contained no messages or any threat of 
blackmail, but Ted was sure that would soon come. 

Ted assumed thar whoever had passed on the information 
intended ro blackmail him, probably in an effort to enlist him 
ax a spy. Nevertheless, instead of immediately going vo his 
Security oficer, he told Linda about the package. She admito 
ted that she had belonged ro the political organization for a 
short period of time several years earlier but insisted that aho 
had dropped out once she discovered the connection to the 
violent Sendero Luminoso. 

Although Ted believed Linda's claims of innocence of any 
intentional involvement with violent revolutionary activities, 
he also knew thar if the CIA security personne! learned of the 
information, they would never approve of his mamage to a 
person with such a history. Indeed, even continuing to date 
Linda would be a serious breach of security that would cost 
‘Ted his security clearance. Ted also worried that bis own. 
security people might have passed him the documentation us 
some kind of test to see if he would handle the revelations 
according ro regulation. 

Linda tearfully announced that the only course of action 
was for them to immediately stop seeing cach other. She 
insisted that Ted should go straight to his security officer, 
Teport the incident, and give the embussy the evidence of 
Linda' past political activitics. That would save Ted's career, 
bot the exposure of Linda's pase political indiscretions would. 
cost Linda her job and make her ineligible for US, ezen- 

ship. Unemployed and unable to travel to the United States, 
she would have no choice bur to return to Peru where she 
‘might face charges of sedition by the Peruvian government. 

Ted angrily replied that he would instead resign immedi- 
ately: They could then get married as soon as possible and 
Start aver in some other country. Linda painted out that nei- 
ther would have a job or any prospects for finding employ 
ment. Linda would still have to go back vo Lima, and it would 
‘ake months or even years for Ted to find some kind of work 
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thar would allow him to support Linda in a country other than 
the United States. 

As they discussed che problem through the night with time 
‘out fora couple of intense sessions of lovemaking, Ted became 
‘more and more vociferous in his disdain for his career with the 
govemnment. He repeatedly insisted char he would do anything 
to protect their love and keep Linda safe from harm. Near 
dawn. Linda tearfully proposed one possible solution, provided 
Ted really was convinced that rhe CIA was not the protector of 
frccdom that Ted had once choughr ir to be. Ted agreed imme: 
diately ro meet with "a friend" that Linda had met through her 
charity work who "mighr" be able ro help. 

Ted knew exactly what he was doing when Linda's friend. 
turned out to be a known KGB agent working out of the local 
Soviet Embassy. ‘The KGB officer cheerfully admitted to Ted 
that it had been his side har had slipped him the documen- 
tation. He assured Ted that CIA security officers knew noth- 
‘ng about Linda's past and that they would not find our, 
leas of what Ted might decide to do. However, if Ted 
‘chose to cooperate with the KGB, then Ted and Linda might. 
vea very happy and well-rewarded life, one in which neither 

have to keep secrets hidden from the other, as Linda 
ad been forced to do because of her fear that she would lose 
Ted if he knew about her pas. 

Alrcady convinced that socialism was the hope of the 
future, Ted compared himself tn che German who opposed 
Hitler and the Nazis but nor the German homeland, and he 
asced to the KGB man's proposal ip make a dealin which Ted 
‘vould be well paid for informacion he would pass to the KGB. 

Ted might have gone on to become another Rick Ames, 
working his way into promotions that would have made him a 
valuable mole for the Soviets. But Ted's bad luck held, and for 
once the CIAS counterespionage system worked like it was 
supposed to, A year after he started spying, an alert polygraph 
technician decided Ted was lying during his regularly sched- 
"led polygraph session. At about the same time, one of Ted's 
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colleagues in Peru successfully recruited a spy inside the 
Sendero Luminoso, and Linds's eame turned up in some of 
his reporting. CIA security officers put Ted under close 
veillance and soon arranged s tip back to the United States 
for what Ted was told would be a training assignment. Once 
they had Ted and Linda back in the States, the CIA counter- 
intelligence officers planned ro arrest Ted and Linda and 
‘charge them with spying 

Two nights before Ted and Linda were scheduled to ly to 
Washington. neither of them apparently aware that they were 
under suspicion, a truck slammed into theit vehicle while 
they Were driving home from an embassy cocktail party: The 
driver of the stolen truck fled the scene and was never appre- 
hended. Linda was killed instantly. Ted survived for three 
days of interrogation in a drug-fogged, semiconsciuus state 

The GIA damage report concluded that Ted had not been 
spying for the KGB long enough to pass on anything more 
than tactical intelligence information. ‘The same report also 
concluded that Linda had been working with the KGB from 
the very beginning, that Ted had been identified by KGB 
intelligence officers as a potential recruit, and rhar Linda had 
been specifically charged with the recruitment of Ted. I's 
possible thar rhe KGB somehow leamed that Ted wax under 
suspicion and arranged the auto accident to prevent the pub- 
lic exposure of Ted as a Soviet spy, perhaps in order to protect 
à morc important mole already working for the Soviets inside. 
the CLA—no doubr the same person who alerted the KGB 
that CTA security was on to Ted. Irs also possible thar i was 
nothing but a drunk driver causing an accident. 

Even when he was disenchanted and discouraged about 
his career in the CIA, Ted Brennan never considered the pos- 
sibility of turning traitor until the night Linda suggested that 
might be the only way they could stay together. If rhe KGB 
had not deliberarely ser our :0 tecruit him, Ted probably 
‘would have eventually quit the CIA and taken vp à new 
career. Ies possible chat he might have turned renegade like 
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Philip Ages, who also decided that socialism was the hope of 
the new worid and who wrote /nside she Company: CIA Diary, 
‘an exposé in which he named numerous CIA officers working 
in Latin America. Bur ir is just as likely that Ted would have 
faded into the night and spent the rest of his life just as 
unhappy with 3 career in business or the inrernarional charity 
industry as be had been wich intelligence. 

Long before rhat night when Linda suggested a way for 
them to be together, KGB intelligence officers had devel- 
‘oped an elaborate plan that played on the character weak- 
nesses they had identified in Ted. Linda bad probably heen 
on the KGB payroll as un access agent for years and may have 

penon who first identified ‘Ted as a potential 

i. No doubt she received considerable training on how 

ipulate » man like Ted, and as she led him from casu- 

al friendship 10a serious romance, a KGB case officer close- 
Iy monitored her progress. 

One might ask why a woman like Linda would agree to 
play the seducer of a man she neither liked nor respected, 
¥en tothe point of marrying him and perhaps bearing his chil- 
dren. The answer might be found in the general plight of intel 
ligent but poor women bor in any third-world country. The 
KGB offered 3 young female univenity student a way out of 
povery, a chance 1 enjoy an American life-style, and the cmo- 
tional reward of believing she was on the right side of history. 
Linda's stny is as old as that of Delilah. She may even have 
cvenmoally convinced herself thar she suly loved Ted. 

Intelligence case officers consider recruitments like Ted 
Brennan the epitome of success in rhe intelligence game, 
especially since such people already know the way the game 
's played. As Victor Ostrovsky, the ex-Mossad case officer, 
cxplained, “The idea of recruitment is like rolling a rock 
down a hill... you take somebody and get him gradually to. 
do something illegal or immoral. You push him down the hill. 
We didn't blackmail people. We didn't have ro. We manipu- 
hared them.” 





Employing techniques like those used on Ted is consid- 
ered the best possible way t gera spy in the right place at the 
he time. Such recruitments allow the intelligence officer to 
focus on rhe specific azency o¢ installation where the best 
information can be found and then to identify someone 
already in place who might be approached and recruited. 

Recruiting someone who is in the right place at the right 
time is is the preferred method of obtaining spies, but in the 
Teal world its not always possible, Indeed, most government 
security and counterintelligence agencies are well aware of 
how spies are recruited and spend a lot of time and effort edu- 
cating people with security clearances about the methods 
scd by other intelligence agencies, as well as watching for 
hostile recruitment effors. 

On the other hand, the general public is, for che most par, 
Ignorant of the methods used by case agents 10 recruit spies, 
‘Therefore, che citizen who sets out to recruit spies working for. 
3 business competitor, union organization. citizen's political 
action gsoup, or even government agency chat would normally 


mor be the target of 2 foreign intelligence elfort will find mach. 
‘easier targets 





Chapter Six 


The Art of Deception 


“By Way of Deception Thow Shalt Do Wr" 
—Morto of the Mossad 


who spies on his country, employer, friend, of lover 
engages in a constant deception, pretending to he. 
something he is not—a loyal, honest, trustworthy individual. 

The deception doesn't cad or even begin with the spy try- 
ing to steal secrets. The spy may be as thoroughly deceived 
by the person wha recruited hin as the victim of the «py is 
deceived by the spy. 

The spy, the ease officer who recruited him, and the case 
officers employer may be deceived by the intended victim 
who is deliberately supplying false information that will ead 
the enemy into deadly cap. 

The person who wins the game of spying will he rhe per- 
sun who is best ar deceiving others while at the same time 
being brutally frank with himself in order ro avoid self- 
deception. Those who practice self-deception will be the 
biggest losers of all. 


R= spies is all about deception. The person 
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ENCOURAGING SELF-DECEPTIO! 
THE KEY TO RECRUITING SPIES 


Everyone wants to think that he i good person, doing 
whatever itis he does for the noblest of ideals. Some of the 
most notorious traitors in history—Benedier Arnold, Simon 
Girry, Vidkun Quisling, Tokvo Rose, and the Rosenbergs—all 
Thought they were doing noble things. Orhers, such as the 
Walker family, Rick Ames, and Richard W. Miller, knew thar 
what they were doing was treason, bur they still deceived 
themselves into believing chat they were not doing such a ter 
fible thing and rhat their sins were j 

cumstances and the failure of thcir supervisors and colleagues 
to recognize and reward their worth. 

The professional intelligence case officer or any private 
citizen who would recruit a spy must understand the human 
need for self-justifiation and he ready to offer believable 
excuses that the recruit can use for self-deception 

The successful case officer understands the human need 
for love, friendship, self-respect. and honor. and he will Feed 
those needs as he coaxes a potential recruit into tun 
tur. He also understands and plays to all the human weak- 
nesses—greed, anger, envy, sexual desire, and even rhe fear of 
God. Like a clever con artist, he will offer to satisfy the human 
weaknesses while providing rhe self justification that allows 
The recruit ro delude himself into believing he is nor giving up 
self-respect and hon 

A good intelligence case officer is someone who would 
make a good con artist, the kind of person who can call an old 
lady on rhe phone and convince her thar he is a nice person 
who wants ro be her friend: that she has just won a big prize, 
bur char she must first pay the “gift ax” He will have no 
remorse or pity for the victim. a person he considers to be a 
fool. created by God to be cheated. 

Most people must be conned into becoming spies. The case 
officer may have to convince a recruit rhat he will be spring ro 
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bring about world pesce when, in fact, the purloined informa- 
tion will be used ro win a war. Another recruit may be conned 
inm thinking he is giving secrets ro the CIA when they will be 
sing to the KGB. 

Those who recruit and manage spies must convince oth- 
ers that they are honest, sincere friends who are only interest- 
£d in helping rhe potential recruit solve some problem in his 
life or win some unexpected reward 

The ease officer who intends to recruit and manage spies 
must practice deception as an artform and a way of life. He 
"must learn to convince others he is something very different 
from what he really is. He must be able to assume a new iden- 
tity, spin tales that sound belicvable, and ercate an imaginary 
world chat the potential recruit will accept as reality 

Learning to tell believable lies is not something, chat 
everyone can do, But anyone who wishes to engage in esp 
‘onage must learn to tell lies in a way that makes orhers not 
only believe them to be true, but to believe them so totally 
that they will willingly stake their reputations and even their 
lives on the perceived truth. 

Not all people can pull the same con. A good con always 
works because it fts the personalities of he con aris and the. 

“mark.” Anyone directing an intelligence-collection operation 
vows recognize the differences in personalities hat ean be played 
against each other. A good case officer must not only be good at 
deception, he mus also be matched to his target and play the role 
that best fis the targers expectations of whom he cin trust. 

Good deception, as practiced by the clever intelligence. 
case officer, must combine the skills of a fiction writer with 
those of an actor. The crafty deceiver must be able to think up. 

a clever lie and then act out the lie as if ir were reality. He 
must be able to adopt and fit into a culture much different 
from his native culture and play the role as if it were his real 
life, This is a skill that must be continually practiced. Intel- 
ligence agencies dedicate much of the training ofthe prospec- 
tive case officer to lying, 
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How lt Works in the Real World 

Let's take a look at an example of what we mean when we 
sty thar deception is the key ta recruiting spies, 

Irvin Silverman was a British citizen working as a voung 
bureaucrat in the British Admiralty office that reviewed stel, 
lite, signal, and human resource intelligence on the Middle 
East, Irvin was Jewish, and at one time during his college days 
he had scriously considered immigration to Israel. He and bee 
wife, Rachel, often talked about this possibiliry. perhaps after 
he retired, 

Jevin saw no conflict in his sworn loyalty to the crown and 
his emotional loyalty to Isracl. because British forcign policy 
Was generally favonible o Israel. Even so, Irvin was vccanonal 
ly troubled when he saw intelligence documents with informa. 
tion he thought should be shared with the Isracli Embasey bur. 
Which carried the restriction that the information could not be: 
shared with any other government 

Several years after starting work for the British govem- 
ment, Irvin and Rachel mer Haim Hammer while attending a 
charity dinner to raise funds to support resertlement projects 
in Isracl. Haim Hammer was u likable Tsracli businessman 
about the same age as Irvin and Rachel, and they soon 
became good friends. Huim would call the Silveemans every 
time he visited London. Irvin and Rachel especially enjoyed 

listening to Haims descriptions of life in Israel 

One evening Haim complained that while the British gov- 
‘ernment talked a good line, the British Foreign Office often 
tnok a less friendly stance at the working level and sometimes 
failed ro pass on critical intelligence ro the Istuch government 
When Irvin asked Haim how a businessman could know what 
the [sei government was getting, Haim answered that 
besides his business duries, he was a representative of a pri- 
vate group of Jewish citizens spread around the world who 
helped Jews and Israel in the continued fight for national sur. 
vival, He assured the Silvermans that he indeed would know 
whether or not the Istueli goverment was seeing any specif. 


Runsive a Rinc of Seres 


ic pcse of meligene, especially intligeace on Arab teror 
int and Pace plane for acto. He ten suggested uut 
Trio might want to pot the cim toa challenge by describing 
some bit ef ense imelgenc vo that Ham could deter 
Ine whether or mot he informan had been peed ihe 
nci goverment 

The Sterner: fated with de new aka ia 
chet end had os of questions and the hee of bcm talked 
lie into the night about Israeli hopes and she continued com- 
mmc of many Arab political ups tothe wal destruction 
Ethe Jewish naron The more they talked, the more Irvin was 
inci to accep the challenge to test Haim’ laim that much 
tbe imeligence information Irvin aw cw hi desk was or 
being passed on tothe Iara government, apparently because 
o anti-Jewish sentimen in che Brrish Foreign Office 

Over the mewt several weeks, Irvin picked out several bits 
of inteligence har croned ha ded and dacuned them wih 
Flam. He was horfied when Haim informed hit tat the 
Iac ovemment had ot xen couple ofthe repo that did 
indeed coneain eal inteligence information : 

‘Ang aboot the duplicity of his own yoverament neither 
tev nr hi wife Rachel even comideed e fc har M 
Him next proposed would be raton tat Irvin regularly 
pası copies of secret mensages w Haim. who would shen pass 
Ehem on to appropriate oficere in he liac govemu 
Indeed. Irvin and. Rachel would have argued that the 
never named satire boresocass inthe Foreign Offce 
‘ree the ones cormmiing acaso by refus apport vh 
Si supposed to be a pro- larael foreign pole 

e he montis following Iri rcerstment, lin and 
Rachel would tell each echer in their piae convertations 
that Haims offer to pay for the stolen information had 
Played no vole in their decision to heip Dael. Even %0. the 
Parme quickly bu a nese ot that ade i posible fr 
Rachel wo ata the next generation of Sivermans, Once the 
new baby came they found shemales inteatingly depen 
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dent on Haim's cash payments for what they had come to 
consider necessities. 

When Rachel expressed concern abou what woold hap- 
pen if Irvin was caught stealing documents, Haim assured 
them that the lsracli government would help them avoid 
prosecution. To ease Rachel's fears, he gave them detailed 
instruction on how they should go to the Israeli Embassy in 
London at the fis indicarion rhat anyone was suspicious of. 
them. Ham guaranteed dat, if necessary, the Israeli govem- 
ment would smuggle the whole family out of England and 
into Israel where they would be relocated as heroes of the 
Jewish nation. 

Soon after Irvin entered his fourth year of spying for 
Msrcl, he artived at work to discover two MIS security officers 
waiting to interview him about their suspicions that Irvin was 
‘making illegal copies of British ineelligence documents and 
passing them on to a third party, Irvin denied the accusation 
and then insisted that he wanted to seek legal advice before 

iwering any more questions. The security officers agreed 
that might be a good idea and scheduled a second meeting for 
later in the day, 

As soon as the counterintelligence officers left his office. 
Trin left che building, found a public telephone, and called 
home. Hysterically, Rachel related that four uniformed police: 
men and two men carrying MIS identification had arrived at 
their door carrying search warrants while Irvin was beng inter- 
viewed in his office. It had been pure luck that the policemen 
found nothing in their search. The evening before, Irvin had 
left. load of materials a a drop sight fo later pickup by Haim. 
Otherwise, the policemen would have found the material that 
livin had been hiding in his home for the past several days. 

Convinced that his arest was imminent, Irvin instructed 
Rachel to take their two-year-old daughter and meet him on 
the steps of the Israeli Embassy where they would activate 
the escape plan thar Haim had laid our for them so many 
months before 








Rusersca Rreccr Sens 


Sailing st cach other and looking forward vo a new life 
in Israel, the Silvermans were holding bands and Irvin was 
carrying the baby as chey approached the embassy reccp- 
tionist and Irvin spoke the code phrase thar Haim had given 
him to memorize. 

Irvin and Rachel thus began a tour through hell. The 
memorized phrase not oniy brought no response from the 
receptionist, the embassy security officer who finally ap- 
peared zo talk to them insisted that the embassy had no record 
of Irvin performing any service for the Israeli government and 
then ordered the Silvermans 10 immediately leave the 
embassy compound. 

Back at their home, Irvin worked the telephone while 
Rachel sat holding the baby, trying not to cry herself as the 
baby bawled. Fist, Irvin ied to get through by telephone (0 
someone at che Israeli Embassy who might be more sym 
thenie to their plight: then he tried calling he different num- 
bess listed on Hammers business cards as his home and place 
of business in Israel, In each ease the person who answered 
identified himself as an employee of Mr. Hammer, explained 
that Me. Hammer wasn't in the city and promised to pass a 
message to him as soon as possible. Finally, in desperation, 
Irvin called rhe emergency number in Jerusalem that Haim 
had once written down and handed to Irvin along with 
instructions that Irvin use the number only in the direst of cir- 
cumstances. The person who answered on thc other end 
chimed to be a refrigerator repairman who knew nothing 
about what Irvin was talking about. When Irvin cried the other 
numbers again, a0 one answered the phones. 

Not knowing what else to do, Irvin called a solicitor and 
went back to the office for the scheduled second interview 
with the counterintelligence officers. Irvin realized forthe first 
‘me just how much trouble he was in when one of the officers 
showed Irvin and his solicitor a picture of Haim Hammer and 
asked if Irvin knew rhe man in the picture. When Irvin hesi- 
tared in answering the examiner again asked the question. this 
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time giving the picture a name, Rashid Yasin, and identifying 
him as x suspected Syrian intelligence agent. 

All the years chat Irvin though he was spying for a private 
Jewish organization supporting Ista, he was instead passing. 
‘documents to an intelligence case officer working for 2 Syrian 
intelligence agency. 

The British government, which doesn’ like admitting ies 
failures, opted noc to prosecute the Silvermans through the 
courts or make any public accusations. (It probably would 
have done so if che officers ad found the secret documents. 
that they had hoped to find at the Silvermans’ home.) 
However, vin was dismissed from government service. vin 
and Rachel did cry to immigrate to [seel, bur the British had 
Shared the information on what Irvin had probably passed to 
the Syrians with Israeli intelligence, and an Iscieli Embassy: 
employee told lrvin chat the Israeli government might decide. 
to prosccute Irvin for reason if he ever entered Israel. 


The False Flag 


The man whom the Silverman's knew as Haim Hammer 
was a Syrian intelligence case oficer who had been using a 
false flag, one of the most important tricks of the intelligence 
trade used in recruiting spies Rashid Yasin had been bor in 
Israel bur to Arab parcats. Recruited as a young man into the 
Syrian security service, he had spent years perfecting the act 
‘that entrapped the Silvermans. 

When using a false flag in espionage work. the case officer 
claims to hold à nationality or be a person whom the earget for 
fecruitment will expect to be friendly to the target's own inter 
sts Every intelligence agency in the world uses false flag decep- 
Tion in recruiting spies. A Chinese businessman in Singapore 
thinks he's working for che Republic of China when he is really 
spying for Taiwan. A student in Lima thinks he's passing docu 
ments 1o à man ftom the Cuban Embassy, who is actually a CIA 
case officer, who was born and raised in Laredo, Texas. 

Occasionally, intelligence case officers do ideatify chem- 
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scives truthfully to prospective recruits. ‘There are lots of peo- 
ple around the world who would love tn work for the 
‘Americans and others who would do che same for the Soviets, 
(Cubans, or Israelis. However, even in those situations in which 
a iceniiting officer flies the flag of his true nationality, rhe ini 
‘ial approach will usually be made by a case officer working 
under a false identity of some kind, Then, if something goes 
wrong, the case officer can disappear without a trace: 
Although no one collects any statistics on this, the major- 
iry of all spies think they arc reporting to a different govern- 
‘ment, political group, or commercial enterprise than the one 
really reading the information they steal, In most such cases, 
they would have never agreed to spy for the CIA, KGB, or. 
whoever trapped them into spying. Without the use of the 
false flag, very litle spying would ever get done, The only 
spies available for recruitment would be political true belicv- 
vts and crass traitors willing wo sell out to the highest bidder, 
‘no matter who that might be 
"The false flag serves two purposes. First, as with che case of 
Irvin Silverman, ít wins rhe cooperation af a target who might 
well prefer death to working for the real spy master who vill 
beneir from his traitorous act. Second, it protects the case offi- 
ceri the event the taget refuses w cooperate and reports the 
‘temp to his superiors or is later caught in the act of spying. 
Oftentimes, spies who are captured continue to insist har. 
they were working forthe organization they thought recruited 
them Jong after the false flay has been exposed as a fraud. 
(The Silvermans still believe that they were spying for lsacl 
504 that the claim that Haim was a Syrian spy was a Mossad- 
inspired rose to hide their activites in Great Britain from the 
British. They considered themselves as Jewish citizens whose 
reputations and economic futures were sacrificed on the bat- 
refeld of intelligence collection.) 
Because of the security advantages of working a recruit- 
ment under the cover of a fake identity, almost all case officers 
clim a false identity and carry the credentials to support chat 





Tus Asr or Decerriov. s 











identity when they approach an individual with rhc intent of 
recruiting him as a spy- 


Choosing the False Flag 
Every attempt to recruit a spy is different, depending on 
the personality of the spy, the organization or person to bc 
spied on, and the situation under which rhe spy will operate. 
A key step in every recruitment is deciding what false flag 
should be used of, indeed, if any false flag is needed at all. 

‘The false flag must be designed to fie the personsliry of 
the person targeted for recruitment and the situation ia which 
the recruitment takes place. The recruiting case officer 
should represent himself as a pemon the taget will respect, 
love, or fear. 

Sometimes, a fabe flag character can include all of those 
things. For example, che recruiting case officer working for a 
women's rights activist group approaches a devour Catholic 
working in a government agency that was targeted by the 
group. The recruiter preuends ro be a priest, perhaps a repre- 
sentative ofthe bishop ora papal agency. The fake pricst might 
claim char the church's interest in the agency isthe resule of the 
agency’ active support for international birth-control programms 
using U.S. funds. In facr, rhe private case officer hopes to gain 
information that can be used in a publicity campaign criticizing, 
Catholic influence on public policy on birth-control issues. 

Pretending to be an authority figure, preferably a feared 
one, often works well. ‘The recruiting officer might clam to be. 
a special agent of the TRS or the state tax board when 
approaching the employee ofa private company. Another ploy 
is to claim to bc a private investigator or private contractor. 
working for a police or regulatory agency 

On the other hand, if the subject targeted for recruit- 
ment is someone who doesn't like authority, then a cssc 
officer might choose the cover of being an investigative 
Teporter out to reveal the secrets the agency is trying to 
hide from the public. 
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One successful cnueprcocur who collected corporate 
intelligence claimed to be the inventor ofan arcane technical 
Improvement in telecommurications equipment. He 
explained to anyone who listened that the invention had 
made him so rich that he mo Jonger had to work at a full-time 
10b, bur instead twaveled around the world looking for ines 
Eating investment opportunities. 

"The recruiter should not only pick a false identity that 
will appeal to che personality of the target, but one that will 
justify some interest in the subject of that imelligence- 
collection eff. The homely secretary ofa corporate presi- 
lene might get suspicious if her brand-new boyfriend, who 
aimed to be am interior decorator, suddenly scares asking 
about a construction project in Liberia, but not if he had told 
her soon after they mer rhat he is a civil engineer (ax he talks 
about the bridge he once helped construct in Ecuador 

‘Remember that the false Aag is only one parr of the story. 
A pretty young blonde who meets an embassy official in Paris 
tells the lonely man she is employed by a German indus 
int to look for forcign investment opportunities. As she and 
the embassy official become lovers he never suspects that she 
ie really working for the KGB. Yee both the ale of her search 
for investment opportunities and the lovemaking were part of 
3 carefully thought-out plan designed to recruit the diplomat 
aaspr 

Deception can even be benefici when un attempt tà 
recruit a spy fils If the target goes straight to his security of 
Cer to report an attempt at recruiting him to be asp, he wil 
also cary the tale of the fase flag and thus divert attention 
sway fom the true idencry and intentions of the case officer. 

For example, an intelligence officer working fot a private 
business approaches a prospective recruit and claims to be 
working for the IRS, which would pay a large reward for cer 
‘ain information about the recruits employer. Instead, the 
honest employee tells the boss about the attempt. As a result. 
the target ay no longer be such a strong competitor because 
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he's worried too much about an TRS investigation into his 
financial affairs- 


"THREE STEPS TO TELLING 
BELIEVABLE LIES 


Everyone lies. leis the mest human of all human traits 
But some people lic better than others, and the person who 
recruits spies had berer be rhe best. There are three steps to- 
telling believable lies. 

1) Create a well-thought-out story. 2) Set up the necessary 
props to make the story appear true. 3) Step on the stage and 
perform the part so well that those listening want to believe 
he story is truc, 


Creating a Good Story 

Professional case offices calla cover story the lend. Like 
all good stories, a legend must have several cements, 

1) Jr must contin a or of rat. Rashid Yasin/Haim Hammer 
knew everything there was to know about the operations of 
various international Jewish groups. He knew how they oper- 
ated, and he knew chat they often recruited Jews in place, 
including such publicized instances ax the Jonathan J. Pollard 
‘ese in che United States, in which a Jewish erganization did. 
indeed recruit an American Jew, who then stole and passed on. 
‘collection of intelligence documents 

Keep the lying part of the sory to the absolute minimum 
necessary to achieve the deception. Don't add unnecessary 
detail that will be dificul to remember and don't elaborate 
when not required. When somcone introduces himself as a 
doctor at a cocktail party, he doesn't lise his qualifications, 
education, and experience. Indeed, he may be extremely 
reluctant to talk about his specialty, having too often been 
approached by strangers who want a little free medical advice- 

Nevertheless, the liat must be ready to add additional 
details if questioned by someone who is curious, or maybe 
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naturally suspicious. When challenged. thc tained liar keeps 
the answers to such challenges as short and to the point as 
possible. Rather than talking about himself, he asks questions. 
and tries to get others to talk about rhemsclves, their cxperi- 
ences, and their thoughts. The con artist gives the impression 
of listening sympathetically 

2) The fir mast be familiar with the background vappating the 
story. He shouldn't pretend to be a brain surgeon if he doesn't 
know the difference between a hemostat and hemoglobin. Rashid 
Yasin knew as much about Isracl as any sara (a Jew born in Israel) 
born and raised near Jerusalem, He also was thoroughly familia 
with Jewish religious practices, and he had practiced his deception 
in dozens of different synagogues in England. When he talked 
about life in Israel, he sprinkled his conversations with details, 














politicians and movie stars and talked about family days cele- 
baring the Feast of the Passover. 

3) The sory mast pice the target some reazon to sant 1 listen 
cand bliee. The lie might appeal ro rhe rarger's prejudices oF 
his curiosity, offer solutions to his fears und personal problems 
ot suggest the possibility of profit. 


4) The ies the story mst be book internally and externally 
sistent and well thewght ont, Uhe teller can't talk at one point 
about an old car he owns and then later mention the new Ford 
he drives. In the same way, he should check weather records 
before talking about getting caught in the rain on the second 
tday last May: 

5) Good les take advantage of recent cents. When robs raid- 
ed the LS. Embassy in Taipei, Taiwan, the Soviets soon there 
icr released several documents through front organizations 
that chimed zo be U.S. secret communications stolen by the 
snob. Those documents discussed the US, government's inten- 
tion so abandan Chiang Kai-shek, a rotal prevarication. 

When running a deception, a case officer must plan for 
every possible reaction by the target. He must know exactly 
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What he will do no marter how the target reacts. He identifies 
the worst possible case scenario, then plans out a response for. 
vey objection, question, or doubx that the target might raise. 
Once he has the details planned nut, he goes aver them numer 
us times before meeting with the get The better he knows 
the part he will play, the les likely he will make a mistake, 

At the same time, a deceiver must not get so committed 
loa story that he can not take advantage of new developments 
for incidents, A good deception plan anticipates almost every 
chaotic event that might happen. A good lie always stares with 
a prepared script, but unlike the stage, the liar mast be pre- 
pared to rewrite the script at each point in the telling. 


Setting Up the Props 

Every actor needs costumes, background scenery, props, 
and people who will support his role. [rs true that a good actor 
‘ean sound almost believable just by the way be reads a script, 
‘but in espionage, almost is never good enough. The basic 
props that every case officer needs inchide such things as doc- 
uments that support various identities: rented offices with 
computers, faxes, and phones that will be answered as if they 
were in a legitimate business offices rhe right kind of car o go 
with che story; and the clothes, luggage, briefeases, and pet- 
Sonal items cha fic the character being played. 

The documentation that supports the fake identity ean be 
s complex as a passport, a Social Security card, a drivers 
license, credit cards, and a complete set of supporting papers 
such às graduation degrees and professional licenses. In other 
Situations it need not be anything more elaborate than a few 
business cards and a wallet with a couple of fake TD cards. 

There are a number of books on the market detailing the 
intricacies of false identities, and the would-be case officer 
should familiarize himself with the literature and then do 
whatever is necessary to build a collection of identities that fit 
the personality of the case officer and will stand up to exami- 
mation. A commercial printer can print a collection of business 
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cards, stationery; envelopes, and invoices with any logo and 
name the customer requests. Computers with scanners and 
color printers make ir child’ play to copy oF produce lener- 
heads, company ID cards, club memberships, business licens- 
es, union cards, and just aboue any other document that will 
pass cursory inspection. 

"The person who sers ont o recruits spy in he local union. 
will not need the same kinds of documents that a case officer. 
attempting to cross a border witha fake passpor would need. 
For most private intelligence officers, a good computer and a 
color printer should suffice for producing all rhe documenta- 
ton needed to convince a target thar a person is really what he 
claims to be. 

Americans generally accept people for what they say 
they ate, provided they look the part and speak the lan- 
guage. The only time anyone shows identification is when 
Be writes a check, uses a credit card, or is stopped by a traf- 
fic cop. Even when someone flashes the credentials of a 
police officer, a health inspector, or an IRS agent, the target 
Of the investigation seldom takes the time to examine the 
badge and the ID card closely. Documents that will pass 
stich scrutiny are easily faked and will do che job for most 
inteligence-recruitment activities. 

The background scenery and the support actors should bc 
ae well-prepared as the costume and the props. Rashid 
Yosis/Haim Hammer didn't just carry a fake Israeli passport 
and a drivers license listing an address in Jerusalem; if some- 
‘une ha called a che address, a woman claiming to be the maid 
left in charge of the house while Mr. Hammer traveled in 
England would have opened rhe door. A call to one af the tele- 
Phone numbers listed on Hammers business card was 
answered by an office secretary anxious to help out a possible 
customer. There was even a propman ready to pull the curtain 
closed: the refrigerator repairman on rhe other end af the 
emergency number knew as soon as Silverman identiicd him- 
self that something had gone seriously wrong. He immediate- 
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ly notified Rashid Yasin and his supporting cast that the oper- 
ation had been blown and that they should all disappear. 


Performing the Part 
The art of deception is so important to successful espi 
fonage that anyone who intends to recruit spies must stedy 
nd practice deception with the same dedication that an actor 
demonstrates in his chosen profession. Indeed, I've known 
several very successful case officers who took part in amatcur 
drama productions so that they could get practice in playing a 
role with conviction. One of the reasons why Rick Ames may 
have avoided detection for so long, even passing CIA poly- 
graph exams, is that he studied drama in college and even 
Considered s career as an actor before joining the CIA. 

All actors are lars. They are not really in love with the 
‘woman; they don't really wane to kill the other guys they are 
not real cops or robbers. In the same way, all successful 
are good actors, If they claim to be cops, they act and talk like 
cops would act. The acting is often even more important to 3 
od lie than the other props. 

The case officer is always on the stage when he meets 
with any recruit or porential recruit. As with any actor, the 
case offices may be playing more than onc role as he moves 
from meeting one recruit co another. He must be able to 
switch roles with the case he changes shins. He can never 
allow a recruit catch him out of character, in spite of the facr 
that he may be running an entire ring of spies, and each spy 
knows him as a different person- 
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of the exercise is to present yourself with a believable false 
identity and then to use that identity in a way chat gets the 
subject ro reveal something personal, ro perform some service 
for you, or to agree to a second meeting Ar the end of the 
exercise, the stranger should be convinced thar he has just 
iet someone who is interesting, honest, and worth getting ro 
know bert 


PRACTICING DECEPTION 
IN LOW-RISK SITUATIONS. 


‘nding unsuspecting people to practice deception on is 
an easy task in our society. Mose Americans talk ro strangers 
every day, provided they appear to be honest citizens going 
about their legitimate business or engaging in a popolar recre- 
ation, We talk to the guy and the gal standing beside us ar a 
‘bus stop, the person sitting next to us on a plane, the lady 
waiting on us ina store, people sitting around vs at a football. 
ame, partons in the bar where we drink, skiers sanding in 
line ar the lift, and in hundreds of other situations. Such con- 
Versations may start with some inane comment om the wearh. 
er but often result in alot of information being exchanged, 
especially if one party deliberately leads the conversation in 
that direction 

Engaging in a harmless deception with a stranger makes it 
casier from a psychological paint of view because you don't 
have to worry about being found out and then charged with a 
crime. If a stranger you meet on an airplane accuses you of 
lying when you tell him yov are a writer from some rabloid 
sold at the checkour scand in grocery stores, it costs you noth- 
ing in grief. All vou have to do is stop the conversation and 
think a bit about whar made him suspect you were lying. 

Don't worry about taking up a stranger’ rime. Most peo- 
ple live deadly dull lives, and they are usually cothealled 
when given a chance to experience a vicarious adventure, 
‘They will love your tale of how vou spent 10 years as a mis- 
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sionary in the Amazon, how you narrowly escaped being con- 
vacted of murdet, of how much you expect to earn from the 
sale of your firs novel. 


Travel Opportunities 

When triseling on a plane, tin, or bus, board with sev- 
cal different versions of who you are and what you do for a 
living or a good time. The stories should be worked out in 
detail, end you should have answers for any questions the tar 
get might ask. Indeed, i is 2 good idea to write down the 
details of each cover story. Stones might include a claim that 
You are employed in rhe movie industry, perhaps as a makeup 
artist or an assistant to a famous director; that you are a crimi- 
mak-defense attorney with a long history of getting people off 
‘on technicalities: an investor who has made a fortune in cou. 
ple of stock deals, and you now spend your time traveling 
sound looking for deserving people to help: a private detec- 
tive searching for evidence to clear a young woman falsely 
accused of murder: or a U.S. diplomat on leave after an assign- 
ment in some country that has been in the news. 

Once you have your stories ready, pick a different one 
‘cach time you start a new conversation with a new person and. 
tell it as if were the truth. Start each conversation by asking 
sour seatmate the usual polite queries about his destination, 
why he is going, etc If possible, get the other person to talk 
abour himself. That's usually easy to do. Talk about yourself 
(your legend) only when asked, and then somewhat reluc- 
tantly. The more the person talks, the more you will learn 
about him. 

When you do talk about yourself, tailor your story to what 
you have already learned abour rhe other person, If your seat- 
mate isa pretty Young, serious woman who isa business major 
5a small universiy, You might say chat you work for a famous 
movie director. This could lead to questions about whether 
she has ever taken drama lessons or appeared in any plays. Ask 
for a name and an address where vou might contact her for a 
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Possible screen test fora movie you will soon te working on ia 
which the director is locking for new, natural faces 

TF your seatmate works for a large international corporation, 
tell the diplomat-on-leave story. Talk about a number of busi 
ness opportunities in the country of your assignment, which no 
American seems interested in. 

Tf rhe seatmate turns out ro be a religious minister, des- 
cribe your experiences as u defense attomey who successfully 
defends criminals vou know arc guilty and often commit tet 
ble crimes afterward. Pretend to be disillusioned and looking 
for a way to change your life. Thiow in a few comments that 
suggest you've had some major personal problems too—per 
haps marital strife or a teenager who has run away from home. 

Ifyou are ralking to à middle-aged school teacher, pull the 
derecrive story, molding it into something that would appeal 
To the teacher, perhaps that you are tying to clear a bigh 
school principal accused of molesting a teenaged boy or fo 
track down a school teacher who travels during rhe summer as 
s secret serial killer. If you use this last scenario, try to build 
the story so that you might use someone like the target as & 
source. This means you will have to place the investigation 
somewhere near where your sestmare lives und build it into 
something that might touch his life. Invent evidence that sug- 
‘eats that the killer might be teaching in a school in his area 
or thar the tecnayed boy once went to à nearby school. Ask 
advice on how you might find out what teachers do during. 
summer vacation. Sec if you can ger the target to agree to do 
some investigation for you—for goud payment, of course 

Other possible identities could include a stock trader if 
you meet a small businessman. a father searching for a lost 
hild taken by the mother 12 years ago, if you meet some 
grandmothedly type; a world traveler who's lived abroad for 
many years including time spent im a Thai jail for drug traf- 
ficking, if you sit next to a college studeat. 

Whatever the caver, the goal should be to get the target 
interested in what you are doing so thar he might agree 19 
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help if vou asked. You want the target to willingly give you his 
name, address, and a telephone number where you could con- 
tact him for a follow-up. The stranger may ask for the same 
information from you; give him a fae name, address, and 
phone number. It works even better if you carry several sets 
of business cards supporting cach of the false identities you 
intend to use. 

However the conversation goes, as soon you are alone, sit 
down and write out all the details of how the deception 
played out and everything vou leamed about the target of the 
deception. Make special note of what went right and what 
went wrong 


Lying in Church 

Go to church ina nearby city where no one knows you, Be 
friendly and polite to those sitting near you, but sort of shy. 
Sooner of later, the minister or someone in the congregation 
will want to talk. Explain how vou haven't been in church for. 
‘many Years, but thar you had 2 recent religious experience 
that made you question your previous agnostic beliefs und 
sent you looking for answers. Don' volunteer it, bur have a 
detailed story you can relate if asked, perhaps the death of a 
child, a serious illness, or an experience asa victim of crime or 
a survivor of some natural disaster. Don't make the exper 
cence something miraculous: it should be more psychological 
jm nature. As you talk to various people in the congregation, 
cara as much as vou can abour them: where they work, how 
happy they seem to be with their lives, what different social 
cliques exist within the congregation, and s0 on 

low many invitations to social functions, group meetings, 
v private discussion groups did you gee? Whom might you 
approach if you were an insurance salesman, a man looking for. 
romance, oF someone looking for a source to recruit in the 
ocal city government? Look for individual quirks and poten- 
"ial character weaknesses chat might be exploited should you 
decide to recruit someone as a spy. 
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Looking for Business Information 

Go ma busincss office locared ins building that overlooks 
a busy intersection. Tell the secretary rhat you are an insur- 
ance investigator looking for somcone who might have scen a 
fender-bender that occurred several weeks earlier. Mention 
the possibility o a reward that will be paid ro anyone who pro- 
vides information leading to a witness. Give as few details, 
sbout che accident as possible in your inital query. e proba- 
ble someone will have witnessed some kind of accident dur- 
ing the previous several weeks. IF thar person gives the details 
first, vou can pretend that whar he saw is the accident that you 
are investigating, Ger as much personal information as possi 
ble on the people to whom you talk. 

If you find someone who is especially interested in the 
possibility of earning a witness fec, change stories, claiming 
that you are really investigating the high rate of workman's 
‘compensation claims filed by the company and suggest that if 
the target can provide chat kind of informacion. he might 
make cven more money. 


ADVANCED DECEPTION TRAINING 


The person who intends to engage in any serious espi 
nage activity, regardless of the target, will wanr additional 
training in deception before accually beginning an intelligence 
operation. These advanced techniques are not innocent fun, as 
the practice situations above suggested. Even when they do 
not cross the line of legalicy, chey invite reraliation should the 
target be able to identify the tormentor. The wise person who 
ses practice exercises similar to those described below will 
travel to a distant city where no one knows him, use public 
phones, und make any long-distance calls by charging the cost 
to ane of rhe phone credit cards that can be purchased from 
machines in supermarkets and similar places. He will be train- 
ing not just in deception bur in security as well. 

Because these practice deceptions require taking some 
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icgal risks, rhey should nor be engaged in by anyone who docs 
nor intend to take up spy recruitment as a profession or a per- 
sonal necessity 

Some of these advanced training exercises require some 
supporting false documentation. How much ID is needed and. 
how good it must be depends on the level of deception and 
the sophistication of che person being deceived. The follow- 
ing exercises assume that you will be carrying whatever docu- 
mentation might be necessary to hack up the deception. 


Get Politically Active 
Call on the manager of a local political campaign—the 
more importane rhe office, the berer. Using a false identity, 
cisim to be a wealthy volunteer with lots of time on your 
hands and a sudden interest in politics. Drop hints that there. 
might be quite a bit of money available—if the campaign 
ipgest ways to put the money into the cam- 
jout violating federal election campaign laws. 
Pat in several days of work at the headquarters, meeting as 
many other campaign workers as possible and perhaps even 
the candidate The goal is to learn as much information 
abour the candidate's behavior as you can while working 
With the campaigr 





Call a Newsman 
Contact a newspaper reporter and claim to be u midlevel 
goverment official who has information on a major corrup- 
ion scheme. (Use the current political situation to come up. 
‘with a scenario that will mike the reporter think he may have. 
the next potential "Deep Throar" on rhe hook.) Deseribe the 
sory in detail, providing evidence” to convince your listen- 
Suggest a secret meeting in which he will control the secu- 
rit scene. Ask how much the newspaper reporter will pay for 
the full package of evidence you have. 
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A Hotel Visit 

Check into a hotel wich a fake identity pay cash, and tall 
105 many people as possible in the lobby, atthe desk, in the 
dining room, everywhere you can. Tell them all the summe tall 
tale—aay, for example, chat you are visiting the United States 
‘on your fist vacation in several years after working for along 
while as a missionary in a foreign country. During the stay; 
find out if arrangements can be made wich any of the horel 
staff for a prostitute to come to your room and how much it 
will cost. I its nor too expensive, order onc, and when she 
appears, pay her fee (you don't have to actually have sex, 
unless you want ro). Then try to get the prostitute to agree 10 
spy on an important businessman or politician who lives in. 

ity for you. 

Using the phone in the horc) room, pick several different 
businesses, professionals, and government agencies from the 
yellow pagex and call them. With the businesses, pretend to 
be a cusromer with a potencial big order. With the profession- 
als, try to find one if lawyers will quote fees over the phone, 
how easy it is to make an emergency appointment with a 
doctor, or how much free advice you can get by telling a good 
story. If you are a serious student of deception, you might pre- 
tend tn be an IRS special agent initiating an investigation of the 
professional you are calling. or a policeman checking on recent 
Patients who have been treated fora specific kind of injury ("We 
know che assailant suffered such an injury while attempting 
‘commit rape"). When calling a government agency, report 
that che business you work for might be in violation of whar- 
ever ws und regulations that particular agency enforces: you 
might also pretend to be a salesman tying to get an appoint- 
ment with the purchasing agent or a customer asking for a tax 
identification number in order o file 1099s with the IRS. 


Getting into a Stranger's Apartment 
Gain entry into a large apartment building by pretending 
Wo be a packagc-delivery service, Carrying = real package. 
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invent a story that will convince a suspicious apartment 
dweller you are delivering a delivery from an unknown per 
son, Possibilities include flowers sent anonymously or a pack- 
age containing a small, inexpensive appliance along with a let 
ter on business letterhead explaining that the addressee has 
been chosen ar random for a promotional scheme, (f quctied, 
the deliveryman can explain that he has delivered several 
such packages around rhe ciry.) Whatever the story, You must 
leave behind someone who believes that he has received a 
eginimare delivery and will have no reason to call the police 
or building security officer. 

Once inside the building, figure out « way to gain entry into. 
another apartment on a different flor. The cover story must pro- 
vide you a legitimate reason to be in the building and wo request 
help from someone else inside che building Cover stones might 
‘clude a claim that you are a private detective investigating an 
insurance claim and looking for powible witnewes, a mainte- 
nance worker trying t find out who has a certain kind of plumb- 
ing or hcating problem, or someone who just accidentally 
dropped s small bottle of wine or sods pop and who would like 
to clean up the mess before leaving the building 








Gaining Entry to a Private Hon 
ick a private home in a middle-class neighborhood and 
attempt to gain admitunce. You might pretend to have ear 
‘rouble and ask to use the phone, la this scenario, you should 
have a fiend standing by a phone in case the homeowner 
does the smart thing and leaves you outside while hc cll the 
emergency number you provide. Your accomplice will answer 
the phone by identifying the number asthe Ace Taw Service 
and then ask the expected questions about the address 
ther introductions that might help you to be admired 
isto a stranger's house arc pretending to be a missionary 
(cemember t cary a Bible and a briefcase full of religious 
tacts), a federal investigator doing a security clearance on 
someone who once lived in the neighborhood, a politcal 
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worker uying to get our the vore, someane collecting for 3 
iy, or s person who onee Ined în the house asa chd and 
wanes to indulge in a i of osa. The morc orginal ihe 
legend, and the bewer she legen fs ie proba pcqdics 
af th homeowner, te better Your chance of getong in, Once 
in, lear a much about the family es you cun fom your 
observations and che casual conversations tha follow 
All ofthe above execs are only suggestions, Each ps 

Jon whinge pc the of deception shold ha op a 
sete of eerie to maximize his strong points The gua te 
set comforable in he ar o ing while low i atuetun 
tnd then move a separa tme into highcrisk somone antl 
You are rendy to ne your deception capabilities to ull advan 
tage o recu rhe to steal valuable information for you. 
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It's More 
Than Telling Lies 


ception is not enough when it comes to recruit 

ing and managing a spy. The good case officer 

must be a student of psychology, who under 

1ads the human psyche and has the ability to interpret the 

cations of another individual and respond to them with 
apparent sympathy. 


BE THE BEST NEW 
FRIEND THE TARGET HAS 


When victims of con men are interviewed by a police offi- 
cer they always say something like, “He was such a mice 
man.” Successful con artists and intelligence case officers 
must learn to act like nice people. They pretend to bc sin- 
cefely interested in their target, they almost never get angry, 
and when they do. it's a cold-blooded, well-thought-out action 
designed to produce a specific behavioral response from the 
recruit. They ask lots of personal questions (including a (cw 





the recruit can answer with a bit of bragging), are sympather- 
ic (never judgmental), and always willing to listen. 

A good case officer will use every personal advantage he 
brings t» the contest. People with the physical advantages of 
youth and good looks will use their sexual artractiveness as an. 
intelligence tool in a manipulation that is as old asthe story of 
Samson and Delilah. An older, educated person will play on 
the rendency of most people to respect both age and learning. 
self-confident, militan-sryle personality will use his charis- 
matic ability to command obedience. 

“The most effective false fag of allis a beautiful woman or 
a handsome man who has “fallen madly in love” with the 
potential recruit. As with the girls of the Easy Come, such a 
recruiter can often lear the secrets of the recruit without the 
recruit ever knowing he has become a spy. 

Tn the same way, someone looking like the wise old man 
ay remind the target of an old grandfather. A person who 
looks like à TV lawyer ean offer help and advice, and the 
 motherly woman can win the trust of the voung lady who wor- 
ries about her rwo-ycarold's tantrums or her teenager's fasci 
mation with drugs. 


PERFECTING THE ART OF CONVERSATION 


The intelligence case officer must understand how «o ger. 
people to talk while he listens. This skill i especially impor 
ant when using people as inadvertent spies, but it is alvo a 
critical skill in rhe process of recruiting those who will even- 
tually spy knowingly forthe case officer. The more the other 
person talks during any conversation, the mare anyone trying 
o gather information will earn and the less likely i is that the 
target will learn something that the intelligence collector 
doesn’t want him to know. (A good case officer will never 
allow che target ro learn anything about his true personality, 
real hopes, fears, or despairs, except when such information 
fits the false fag he is flying.) 
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Goring people to talk is much easier than most people 
realize. Almost cveryone would rather talk than listen. 
Because of thar human tit, most social conversations are 
games in which each side ttis ro maximize the percentage of 
Time in which he or she does the talking, Few people really 
listen to what other people are saying, They are instead think- 
ing ahead to what they will say when they next get a chance 
two take control of the conversation, 

As result, most people are hungry for someone who will 
listen to chem. Both con artists and good intelligence officers 
‘know this, and they deliberately feed that hunger. They not. 
only listen, bur pay rape attention and ask questions rhat 
encourage the target to keep talking. The best intelligence 
officer is one who makes the target belicve that both of them 
are important, smart, experienced, and clever, and that the 
tanget has something ro say that is worth listening t0. 

Mos people so enjoy an intelligent, attentive listener, 
that they will do everything possible 10 keep the conversation 
going, Time and again, I've gotten people to rell me valuable 
intelligence information by paying them the compliment uf 
listening to every word they ay, even when what they ure say- 
ng is of no interest to me. Even though they may start out 
with che intention of keeping certain secrets to themselves, as 
they glory in the experience of having a listener hang on every 
word, they will start Jetting slip more und more information in 
an effort 0 get the listener ro continue to listen to them. 
People will literally give you their secrets in exchange for con- 
tinuing to listen to them talk. 

T can't count the times I've been in long mectings in 
which I listened intently as my intelligence source talked 
shout his family, personal experiences, theory of warfare, oF 
political beliefs. Although I learned nothing new I listened 
‘with rape attention, with my only responses being questions or 
murmured agreements z demonstrate that I was listening 
and that I shared his conclusions. Then, when I finally star 
ced to apologize for taking so much of the important man’s 
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time and suggested it was time for me to go, he would insist 
‘hac I stay a lite longer, When T reluctantly sertied back in 
my chair, he would launch into another monologue in which 
he did starr telling me the secret information I had hoped to 
get out of him. 

One timc in Vietnam when I was working as a U.S. civil 
in official, I interviewed an ARVN (Amy of the Republic of 
emam) lieutenant general on how the war was going in his 

sector, Afer spending more than rwo hours listening to him 
discuss his theories on the best way to fight the Maoist insur- 
gency—theorics thae were in total disagreement with those of 
his U.S, miliary advisor— apologized for taking so much of 
his valuable time and started to stand up ro say good-bye: 
Apparently, Iwas the fist American who had ever taken the. 
Time o listen to him without trying to shout him down. Hc 
reached a hand our, grabbed my wrist, and pulled me back 
down to my chair. Then he launched into a lang description 
of a secrer cadre assassination program that he and his me 
were implementing without informing his U.S. military ad 
301s, but which he claimed was decimating the Vietcong cadre 
inthe area 

As he described the program, what most fascinated me 

was the reaction of his staff who had sat silently through the 
long meeting, bur who were suddenly horrified to heat their 
Benen! lec an American in on theie dry secrets. One captain, 
the brightest young officer in the group, managed to catch the 
generals eye ro give him one of those glances that attempred 
to remind the general that he should perhaps be a bit more 
discreet. The poor captain got back an impenal glarc that not 
only put him in his place, but warned him thar he might soon 
be back in the jungles patrolling for Vietcong ambushes. 
Whars funny is that when I reported back to my superiors 
What T had learned, I was told that the general had been foed- 
ing me a bunch of lies because whar he was telling me was 
contradicted by the intelligence collected by both army intet. 
Tigence and CIA case officers. It was only three or four months 
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later that the intelligence expers leamed from their well-paid 
spies what I had learned from the general by paying him noth- 
ing more than a few compliments. By then, the ARVN gener 

al had been transferred to a dead-end job in Saigon at the 
instigation of a “ring knocker” (a West Point graduate) advi- 
sor who complained to che US. command structure that the 
gencral was nor following L.S. advice on how to fight the war, 


THE RULES OF FRIENDLY INTERROGATION 


1. Never criticize the other persons religion, country family 
incligence edveaten, or personal onder. IF he erii 
se mel în any of those areas, be yp to i 
onceins and confesion bur don agree wich soa much 
Soihoiaum 
Ifyou diego wich something he cher anon sey and 
conse that you meat mak that pin 0 Keep your own 
redi, aic quasions ta gi Han an opportuni vo 
eser exp ha blc hi eing Nm undemand ere 
mmay be a dficence of opinion. Let him know by the way 
{Jou ak the question tay, ahough you may lave dba 
{Bout his conclusions, You respect his opinon and wane vo 
adenmad vhy he believen a be doe. Neve anpt o 
vec logic vo nue Ni in arming he was wong 
mower the eter pesen's questions quick simply and 
Greely. Done add decals and don't anticipate or answer 
truewon hc dcin ok. Y wan o got buck tng 
Bim do the talita ar son posi 
Alves follow f quesson wid a question of your own 
thet ges ha ling api 
If vou mus nempc the cher person, dos only aca 
question tha farther expands what he is saying ona sub- 
cr hat iecit you 
Dosthary wach te pito our interview. I posible 
ler him bin up che subject in whieh you are most nee 
fo Leaman te tavern hy ogg and cl 
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references. If you do ask direer questions and be seems 
reluctant to answer, slip into another subject and pretend 
you really weren't thar interested in the matter. Lead him 
back ro the subject after you've softened him up a bit more 
Let him fill the silences. A silent break in the conversa 
tion makes most people nervous, and they feel compelled 
to fill ic Use that to your advantage. If the other person 
doesn't respond immediately to some statement or ques- 
ion, wait him our. f you don't really want to respond to a 
question he las asked, think shout it moment. He may 
star talking again to fil the silence. 
Don't tell ies unless you have sltcady plorted them our as 
part of a well-planned deception or as part of a carefully 
crafted cover story 


Anyone who intends to engage in serious intelligence 
work should practice these rules ia every converation he hes 
inany ecol cicumsances Fccendy bouph scd car While 
Y itd fora minor repair onthe ca the salesman and T 
stared aking By the me we sed the contact The + 
surprising amount of inside information about the uedar 
rines and he peronl eof th sleumam. 

The clcverinlirence ofce docs not vant to show the 
world how much be knows or how smart he ihe wane to 
find out what other people Know, how hart they ae and 
What makes them ick 


TRADE RESOURCES. 


There are three chings thar every intelligence agency 
uses (0 build the spy’ trust in and dependence on the case 
officer or its agents: money, drugs, and sex The private 

telligence officer must also have access to those three 
things in sufficient quantities to service the needs of the 
potential recruit. He must also develop techniques for using 
ach of them in recruiting different personality types. 
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Cold, Hard Cash 

Money comes fist because without money, vou can't buy 
se or drugs, Recruiting spies can be s very expensive propo- 
sition, Often, the only way a case officer can get the recruits 
tention is by spending money. He will ve to buy the prop- 
tr clothes to fir the personality he is playing, pay for restau- 
fants, entertainment, travel, hotel rooms, rental cars, clothing, 
technical equipment, and a variery of personal services 

Sooner or later, the case officer will want to offer some 
payment for the information the recruit is providing. Even. 
hen the recruit is spying for ideological reasons, the case 
officer will want to make payment for services rendered. 
Getting a recruit to accept money and preferably to sign a 
receipt stating he has received the money is the final step in 
amy fecmitment. Some recruits will agree to spy for the 
money; some will only accept money as a loan or an inciden- 
tal reward, 

Normally, money will come from those who finance the 

imelligence-collcction activity. Sometimes those who are col 
lecting intelligence will find that they must seli-inance the 
‘operation. ‘This might include ancigovernment groups intent 
fon spying on government agencics as part of revolutionary 
ctii. Because many groups turn w such criminal activities 
ss theft tn finance their revolutions, collectors will find that 
the same techniques they use for recruiting resources can also 
be used to con unsuspecting people out of cold, hard cash. 
Such activities are almost always criminal fraud and are 
bevond the scope of this book. 


‘The case officer can use a wide variery of drugs in many 
<ifferent ways as a tool for recruitment. If the target has a drug 
addiction, che case officer might be able to use that knowledge 
žo blackmail him or he might offer to supply the addict with the 
drug of his choice as a way of making ficnds or even as a means 
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of rewarding the recruit for services rendered. It may even be 
possible for the case officer or one of his agenes to introduce the 
Potential recruit to drugs and them encourage an addiction 
Which the case officer can later use to his advantage. 

Drugs can also somerimes be used as rhe grease for 
developing a social relationship or for conducting a subric 
interrogation. There iss lot of truth in the old Latin expres 
sion in vino veritas ("in wine thene is truth”). The list of peo- 
ple who have let slip heir darkest secrets after consuming a 
large dose of their favorite mind-alterer starts before the 
dawn of history and totals in the millions. 

Alcohol is always the drug of choice. It is legal in most 
‘countries around the weld, readily available, and socially 
seceptable. Ic relaxes inhibitions, makes people careless, 
loosens tongues, and impairs judgment. Often the first 
approach that a cav officer makes to a target will bc in a sit 
ation in which alcohol is being served. Aleohol can be espe- 
cially useful when dealing wich an inadvertent spy—someone 
who will provide information without realizing he is dealing. 
with the enemy 

Although a case officer will frequently use alcohol and: 
other drugs in dealing with recruits, he must control both 
his own drinking and the quantity of alcohol consumed by 
the target during any social occasion. The idea is to ger the. 
taret under the influence while maintaining your sobriety 
and withour alerting the targer ro whar is happening, There 
ate a number of different ticks of the trade for limiting 
one's own consumption while encouraging the recruit to 
indulge morc heavily. 

Ofen, especially when dealing with people who have a 
drinking problem, all you have to do îs allow nature to take i 
course. The drink will be more interested in filling his own 
glass than in making sure his new friend is marching him 
drink for drink. Things ger more difficult when dealing with 
someone who expects thatthe person on the uther side of the 
‘table will match him round for round. The tricks of the trade 
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for ensuring that you stay sober while the target gets drunk, 
nelude the following: 


eee ere a 
E E Mi 


One she ms ica mks moxie wih he we of 
icol a soc sation stat you mus il remembor al 
the deta of she meeting so that you can record everything 
The tat sey once the mecng i done and you Mave a 
chance tobe alone. While the drinking gocs on, You should 
te every break in conversation or mement of tience ax an 
Oppo to mentally review the previous conversations 
fd actions as. way of memorizing how you wil eventually 
Sire the report of the meeting 





Megat Drugs 
legal drugs offer even greater opportunities for gaining, 


ncc cid 
epee pipe nance a 
Smee 
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‘+ Build rapport with tbe target by supplying drugs to feed 
his addiction. 

* Take advantage of his drug-induced state in getting infor. 

+ Make the rargecs use of illegal drugs reason for blackmail 

* Get the target hooked on drags to make him more depen- 
dent on you. 


The best situation is one ia which the eager s supplying 
his own drugs and you simply go along with the situation rak. 
ing advantage of developments as they occur. 

However, in some situations you may have to play the role 
fa supplier. You might even use the cover of pretending to be 
‘drug dealer when approaching a known drug addicc. The fact 
that che drugs are illegal makes the case officer and the poten- 
tial recruit instant co-conspirators in crime. This, in mm, pre- 
sents Future opportunities for blackmail. 

legal drugs are very much a dual-edged sword. Although 
they can make the target easier ro control, they can also make 
him more careless as he gocs about his spying. A person who 
‘uses illegal drugs is also at constane risk of being arrested and 
charged with drug offense and is notoriously untrustworthy 
when arrested. Most will immediately sell out their supplier 
and their friends. Also, an illegal drug user can be fired from 
any job ar any time, especially if the employer randomly tests 
his employees for drug abuse. 

Another major problem wich using drugs for recruiting is 
finding a supply. Case officers working for national spy agen- 
cies usually have access to all the illegal drugs. Sometimes 
they are supplied by che intelligence agency. often from 
stocks confiscated as part of the governments narcoticecon- 
ol operations. Sometimes a case officer will use a service 
agent he has recruited as a source for illegal drugs that can be 
used in recruiting new agents. 

The private intelligence entrepreneur who is working 
without che protection of legal cover will have to consider the 
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fisks in dealing in drugs versus the potential rewards that 
might resule from the se of legal drugs in à recruitment 
eor. Frankly, legal drug use has become such a common 
feccurrence in madcin Americs that intelligence entiepre~ 
eurs and private collectors should have little trouble in find- 
Ing a soarce for the illegal drugs they may require for success- 
fully recruiting spies. Even so, individuals who have no expc- 
Ficnce in purchasing illegal drugs ot no familiarity with the 
reas of the city where drugs are openly sold amc better 
adviscd to look for ather ways to subvert a potential spy rather 
than risk the real possibility of rest that comes with secking 
‘out a drug dealer 
Although goverment case officers will drink alcoholic 
beverages with a target for recruitment, they will nor share the. 
illegal drug experience, Indeed, using illegal drugs, cen as 
part o a cover story is considered reason fur serious discipli- 
nary action by the CIA and most other government intel 
ence agencies 
With che possible exception of an occasional marijuana 
joint, private intelligence collectors are advised to follow the 
‘ame practices. This is expecially rue when it comes to such 
itis activites as sharing needles. When it comes to the. 
ine of illegal drugs by a potential recruit, the most important 
tecruirer appear sympathetic and nonjudg- 


share the drug experience. 

Becanse of the major dangers of dealing and supplying 
drug, or even being present in places where drugs are used, 
the case officer must always be operating under a false Mag 
and « well-constructed false identity. 





Sex 

‘Sex won't play a role in every recruitment, bur ir can make 
= critical difference in how successful many recruitments will 
be. In simost all situations it should noc he the case officer who 
personally services the sexual desires of the recruit. Indeed, 
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most national intelligence agencies, including the CIA, pro- 
hibie ease agents from engaging in sextal rclations with any 
recruit, (The exception to that rule may have been the old 
KGB. There are lots of rumors aboar men and women who 
were specially tined in the ar of seducrion by the KGB.) 

Tnstead of bedding 3 recruit, che case agent creates and 
finances a situation in which the recruit finds whar he thinks 
is true love or maybe just more sexual pleasure than the 
Potential recruit knew was possible. If the ease agent expects 
to use sex as part of his recruitment, he will have vo also 
recruit a person wha will willingly goto bed with the prosper 
tive recruit. 

There ate several different options for finding potential 
sex partners for the recruit to enjoy. 





Taking Advantage of an Ongoing Affair 

TPrerecruitment surveillance will often uncover rhe exis 
tence of an illicit sexual arrangement or a budding romance. 
Almost always, the case officer can take advantage of such a 
situation, even when ir is a legitimate romance. In the case of 
an illicit affair by à married target, ere are usually instant 
‘opportunities for blackmail, bur the clever case officer may: 
instead choose to become a conspirator in the affair as part of 
building a relationship with the metit The cae afer 
becomes the guod friend who helps facilitate the reeruit’s love 
life by providing excuses for thc targer absence from family 
duties, perhaps private place where the recruit can enjoy the 
lovers attention, or ven an opportunity for a double date in 
Which the cate officer picks up the cost of entertainment. 

There is always the possibility that a case officer can 
recruit the love interest as his own agent, This is Frequently 
the case in long-term affairs between one mated partner and 
an unmarried colicague. In such situarions the single partner 
is often dissatisfied with the hopeless nature of the relation. 
ship and can sometimes be manipulated into spying on the 
guy she realizes ix never going to ask his wife for a divorce 
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She may do ir as a form of revenge, or she might be convinced 
that the final result of het perfidy will be a divorce, with her 
taking the old wife's place in the family mansion, 

‘Obviously, homascaual relations, affairs with underage 
parmers, or kinky scx involving sadism or other perversions 
can offer considerable opportunities to the case officer who 
fan Figure out how to manipulate the situation to his own 
advantage, Remember that while blackmail is a powerful rool, 
ik works best if the case officer is nor the one making the 
blackmail tra, but rather the one who steps forward ro pro 
side a escape route for the target 


Prostitutes 
‘The easiest way to provide sex to a potential recruit is 
ire a professional and then sct it up ro make what happens 
next appear ro be a natural occurrence. A frequent ploy is one 
in which the case officer makes friends with the target und 
then invites him out for a night on rhe town. During the 


course of the evening, they meet a pair of friendly women, 
who soon agree ta go back to the hotel or safe house where the. 
case officer is supposedly living, How the case officer uses the 
incident and where it leads will depend on the personality of 
he potential recruit, whether or not he is martied, and, if x0, 
how much he wants to keep the marriage a going concer. 

In another ploy, the case officer hires the prostitute, brefs 
her on what he wants done, and then urranges a chance meer- 
ing between the prostitute and the target, with the intention 
that the target will never know that che shy, innocent girl he 
met one evening Was infact an experienced lady of the night. 

Many higher paid call girls become very adept at acting 
out roles in situations where the beneficiary of her services is 
led to believe she isan innocent lover. Nevertheless, if a case 
cer inteads to use a prostitute in this way, he had better 
tive her several trial runs to make sure she can be trusted to 
‘do what she is being paid to da. For example, the case officer 
might setup a test run with a service agent and then have the 
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Service agent report back on how well the call gi performed 
her role. 

Once the potential trator has enjoyed the services of the 
il or for that matter a homosexual prostirut, there arc sex- 
eni different ways to take advantage of the sirvation: 


* The prostitute, who has been briefed by the person paying 
the bill, can probe for information much like the ladies of 
the Easy Come, 

+ The prostate can do things that the target likes so much 
‘that he wants to make another dare, and another, and then he 
becomes a regular customes. The potential reeruit soon dis 
‘covers that his new pastime isa very expensive luxory and 
thar he will have to find a new source of income if he is to 
cep enjoying the pleasure 

* The prostieute plays on the targee's sympathy. perhaps 
spinning a tale of how she is entrapped by pimps, hut with 
‘only a litle help from the target she might escape fiom het 

ful life. (This works especially well if the prostitute 
looks very young and innocent snd the tanget has little 
experience with professional sex partners} 

* A person claiming 1o be the prositute's pimp sarts to 
harass the target, perhaps by eluiming that the tagget hurt 
the woman during sex and is demanding payment, or by 
Attempting blackmail. 

* The prostitute fakes an injury, a sudden illness, or even an 
accidental death during lovemaking. and the incident 
threatens to expose the target's activities forthe evening, 











In each of the cases in which the target finds himself 
facing a problem, the case officer will be the onc who offers 
a solution. 

Anyone who takes up the career of a professional intel 
ence officer should arrange to have several good prostitutes 
‘both male and female, on tap. How he goes about finding such 
professionals depends on the country and city where he is oper- 








ating. Part of the taining of any good case officer should be 
learning the rpes when it comes to finding a willing prostitute 
The case offices wil. of cours, always make any contacts with 
professional sex parmers under a cover identity. 


Using a Service Agent 

Every good case officer will have several agents he has 
recruited to work for him, nor for che intelligence they ca 
steal ur rather the services they can provide. This can include 
providing sexual services to chose targeted for recruitment— 
provided she case officer can find some attractive young per- 
son who is willing to make the easy sacrifice for his country, the 
team, the political leader, or whatever other false flag the case 
officer is flying when be recruits the young person: 

Trs relatively easy to find young men who will seduce a 
woman for the good of their country or juse a good paycheck for 
services rendered (even if she may not be moch of a catch), but 
sometimes a case officer can find females jus as anxious to do. 
their part for their country or their political ideal 

The case agent uses the same techniques to recruit a vol- 
unteer sex partner as he would for recruiting a primary agent 
For example, a CIA case agent might recruit a young female. 
college student in à northern European country by promising 
to help her get a work visa in che United States if she will first 
scduce rhe son of che deputy prime minister In anorher sieu- 
‘on. the case officer might convince a pretty tree hugger to 
bed an executive working with a logging company to ger es 
dence that can be used in « lawsuit to halt clear-cutting, (The 
information will really be used by a competitor logger to 
undcteut a bid for a Forest Service log sul.) 

Tn the following example of using a service agent as a sex 
val agent, Doug Kranz worked as an information specialist for 
a Washington lobbyist doing business with the transportation 

industry. Kranz. was looking for a good spy inside the 
Interstate Commerce Commission and had identified Martha 
O'Conner, a secretary working in the office uf a deputy com- 
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missioner, asa potential recnii. Krenz's surveillance had dis- 
covered that Marcha occasionally weat barhopping with a few 
female friends in the singles joints of Georgciown, but thar 
the homely and overweight waman always wene home alone, 
though her prettier friends often gor lucky 

Far, 40, and bald, Kranz knew he hd little chance at 
building any kind of personal relationship with Ms. 
O'Conner: however, he had another cecruit sitting in the 
wings, waiting for just this kind af a problem. Dick Ford, a 
graduate student ar American University, knew Kranz ar 
David Fraser, the executive director of the Air Quality 
Education Council, an environmental protection politcal 
action group supposedly based in Denver, Colorado. 
Kranz/Fraser explained tw Dick Ford that his organization 
‘wanted better access to the office where Martha O'Conner 
worked and would pay a substantial um of money for such 
access, Dick, whore serious financial straits were about to 
force him to drop out of grad school, agreed to take un the job 
thut the man he knew as David Fraser was offering. 

The neat time Marcha O'Conner went along with her 
friends on a tue of the Georgetown bars, it was Martha who. 
ot lucky. Ac Kranz's instriction, David bedded Martha scx. 
fal times over the next several weeks before taking the next 
step. When Martha was tncally committed to him and the 
Pleasure he was giving her, Dick rokd Martha he was going to 
have to drop out of school and retum to his home stare 
because of his Financial problems. He then mentioned one 
Possibility chat might keep him in town and in Martha's bed 
He had a friend working with an environmentalist group thar 
would pay good money for a bit of inside information Martha 
might provide. 

Martha was soon hooked, and for the next two years she 
passed increasingly sensitive executive branch documents on 
to Dick. who passed them to the man he knew as David 
Fraser. Both Marcha and Dick believed that the information 
that Martha was stealing was helping an environmental group 
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fight aracks on auromobile pollution controls, when, in fact, 
Doug Kranzs boss was using the information in his lobbying 
clon for less restictive legislation and in recruiting new 
businesses by scaring them with insider information on what 
new regulations were coming down the pike. 


The Tevecent Amato 

same sit e eme ic mh ed poren- 
sil love petere inoduces to he ter Faas for 
target to mee and then lx natur ake is cou. Once lave 
develops the cue ufcer debere reatesa station tbt 
places th fruc of thc lovem in jcopady. Evermually he 
tify» solution, ut the penal recruit must meal a few 
Dantes docomcot fn 

In che eariy 1960n, Grech inteligence oficeri suceeded 
in reciting a U.S. diplomat sioned in Prague by wing 
such a technique. The primary cme officer, Jaroslav Parm 
1a denied the diplomat, Edwin Ticket ax a man with a 
sevi eye fure lacs. Ticket abo had a wife with whom 
he often arped. Jaroslav found a pretry, young Czech wormen, 
Pn, wid applic for an ext Visa ro nea bother Ii 
ing în the Unid Senen. The Cech government had denied 
the vin the wal practice n thon Cold War day 

Jaroslav arranged a situaron in ich ati "cidenal- 
iy” overhead rwo songer talking in a library about how one 
Way to get a Cice exit visa var to have someone from the 
VS. Tabeny conuact the Ciech government, One of the 
stmaten mescinad fat dein Ticken, de edmieimitiva 
tice at the cbs had done several such favors for prey 
yoeng venen. The second amnqer sl he uncom hat 

y worked if rhe young women were wiling to “do any- 
d m gea vn. 

[E 
Cocker dar de woud idend da neydiog, td ón 
tne gossip she had overheard. She called the L.S, Embassy 
and icd foam opponent with Edwin Ticket, Ticket, 
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who io truth had never traded intervention on a visa martes for 
sex, had no way of helping her out bur was still intrigued by 
the pretty Czech woman who seemed so anxious ro do anyo 
‘thing to get. visa, Rather chan simply telling her she had bad 
information, he promised he would try ro find a way to help 
her get the exit visa and suggested that they meet in a few 
days so he could report whar hc had found out 

Although he was initially suspicious about Patrcie’s 
motives, her innocent demeanor and adamant criticism of rhe 
Croch socialist government soon convinced him thar she real- 
ly was what she claimed to be, ‘They met several more times 
‘side the embassy and eventnally beeame lovers. After that, 
‘tickers did seriously star looking for ways in which he might 
help the young woman get our of the country. As his marriage 
was floundering he even began considering the possibilty 
that he might divorce his wife and marry Patricie. 

Eight woeks larer, Edwin was heading fora lie afternoon 
delighr with Parricie when he saw several policemen coming. 
enr of Parricic apartment building, dragging Patricie with 
them. Terrified ar what he had witnessed and certain thar his 
illicit romance was about to be exposed, Edwin spent a miser- 
able twa days waiting for the second shoe to fall. On the third 
day he received a call at his embassy office from someone call 
ing himself Jiri, who claimed to be Patric unele and who 
demanded a meeting with him. 

When they met, the uncle tid Edwin rhat Patricie had 
been charged with spying for the Americans and that Edwin 
Was going to be named as the intelligence offices who was her 
control officer Jiri, who claimed ro be an upper-level burea 
Catt in the Ministry of Industry, explained he had pulled 3 few 
strings and arranged to meet with his niece in her cell. She 
had vehemently denied she was a spy but bad admitted her 
affsir with che U.S, diplomat. Jiri had pulled more strings and 
was hopeful that he could get the charges against his niece 
dropped, provided that Edwin was willing to meet with a 
(Czech security officer and convince him that Edwin was not a 
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CIA officer bur a legitimare diplomar. If Edwin failed to con- 
Vince the security officer of that, then Patricie would be tied 
as a spy. The Czech government would also declare Edwin 
persona non grata and expel him from the country. That, in 
turn, would expose Edwin's affair to his employer, co-workers, 
and family 

Edwin agreed to such a mecting, The sccurity officer with 
whom he mer was, of course, Jaroslav Parma, Parma grilled 
Edwin for several hours about his work as an administrative 
officer in the US. Embassy. Edwin's embassy job was, in fact, 
a dull administrative job that had nothing to do with either 
policy or the collection of intelligence. 

As Parma listened to the diplomat talk about his daily 
drudgery, Parma became friendlice and friendlicr, assuring 
Edwin that he believed what Edwin was saying, Over the 
next rwo weeks, Parma arranged for thice more meetings sa 
that he could gather more details, explaining that while he 
was convinced that Patrice was innocent, he still had to con- 
Vince his superiors of that Parma also warned Edwin that he 
should not tell anyone in the embassy about his problems, 
because that would only make it more difficult to arrange 
Patricie’s eventual freedom—advice that Edwin was only too 
anxious to follow, Finally, in the third week, Parma arranged 
to allow Edwin to visit Patricie in the jail. 

Left alone with Patricie in her cell, Edwin listened to the 
terrified woman as she described her interogation by the 
Czech security police. Yet, even though near hysteria, Patricie 
pleaded in whispers with Edwin that he not do anything for 
the Czech goverment. She insisted that Edwin forget he 
ever knew her and that he get out of the country as soon as 
possible. Patrcie’s obviously sincere concern for Edwin and 
her willingness to sacrifice her own life only helped to con- 
vice Edwin that he must do everything possible to help the 
woman he loved. 

Edwin left the jail absolutely certain that Patricie was an 
innocent victim, which în fact was true. In his next meeting 
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with Parma, the Czech security officer assured Edwin chat 
things were moving in the right direction. The only problem 
Was that he needed something extra to convince his saperi 
ors that Edwin was sincerely trying to help the voung Ceeeh 
Woman. He suggested that it would be very helpful if Edwin 
sould provide = few embassy documents for Czech intelli 
sence. Parma assured Edwin that the documents didn’t have 
10 be classified, but rather could be something as common as 
Personnel and administrative manuals. Parma promised that 
with just a bit of cooperation, Edwin could solve both 
Paericic's legal problems and also avoid the exposure of his 
litle love secret 

The next time he met with Parma, Edwin took with him. 
A complete set of U.S. Stute Deparments administrauive 
‘manuals, While they were marked Official Use Onl. they were 
‘ypical burcaucrasic rules and regulations of personnel con 
duct and administrative procedures for letting contracts out 
for bid, signing rental agreements, ordering supplies, running. 
the embassy commissary, and hiring local employees. 

‘Two days later, Jatosav Parma told Edwin thar Patricic 
had been released into her uncle's custody. Parma warned 
Edwin thut che case was still nor closed and suggested that it 
‘might be necessary for Edwin to again demonstrate his will 
ingness to cooperate with the Czech government. Jaroslav 
then promised that if Edwin would continue ta cooperate 
‘until his tour in Prague was up, the Czech government would 
Brant Patricie an exit visit, which wouid allow her to leave the 
country for the United States. 

Edwin's wife had recently rezumed to the United Statcs for 
a vacation with her aging parents, so Edwin was able to spend 
Patrice’ first night our of jail with hee at her uncle's house. 
Once they were alone, Patricie again pleaded with Edwin to do 
nothing to help the Czech govemment and to forget about her, 
advice that Edwin refused to accept. 

Happy to have Patricie free, and optimistic that he would 
succeed in eventually getting her out of Czechoslovakia, 
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Edin was an cay mat for he nen step in hs eee 
For the net yeveral months ach ime Edwin passed Parma 
a sca of documenr ae port cee etd 
the document repa He higher While Edwin did no nor 
maliy kave any season ro see cai manera ws parc f his 
inh desrpin, hat responsblocs ax the embassy admini 
aive elige gave Nm ary aom mall senes nf the 
erimus ecideg da oad decent sage et 

‘Wo knows how long would have gone on i Ewin bad 
teca a i more coniom, Ba the emtny security ofer 
rosed that Edwin was pending tof time lathe aiid 
docutem storage vale and gu mspicoux Ie did x bi f 
Telice work and Edwin yo caught Edwin was charged, con- 
Tesedof ucueo. and semeneed os long pxon emi fd 
al penitentiary inthe United States, Noone on e VS side 
Ks what happened tn poor Pte 
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Chapter Nine 


The Case 
Officer at Work 
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With good pas, che work also gave her access tothe U.S. male 
diplomats working in the embassy, one of whom she hoped 
‘might eveneually fall in love with her and propose. Helena 
had once gone to the United States for four months of CIA 
training and was regularly “furcered” (polygraphed) to ensure 
her loyalty to her employer. 

Helena approached Tomatina Lopez while the later was 
attending mass and made friends with her. Helena learned, 
that Tomasina never left the embassy kitchen while she was 
working and that she knew almost nothing about the Cuban, 
nationals who worked in the embassy. Tomasina was not a 
vod prospect for recruitment as either & primary agent or 
access agent. 

However, Helena also learned that Tomasina had an adult 
som, Jorge, who was desperately looking for work. Tomasina 
‘complained in her conversations with Helena that it was too. 
bad that Jorge wasn’t a better driver because the Cuban 
Embassy was looking for new chauffeur. 

A surveillance of Jorge found him to be in desperate 
‘nits indeed. He owed money, his wife was about to produce 
their second child, und he had been blacklisted by a foreman 
of a US, oil company where he once worked after he had 
‘been caught distributing pro-Cascro propaganda sheets to fel- 
low workers. Helena arranged to meet Tomasina while she 
and her son were walking together on the street and was thus 
introduced to Jorge. 

A couple of days later, Helens “accidentally” bumped 
‘nto Jorge in u crowded department store. Pretending to find 
Jorge an attractive male who interested her, Helena accepted 
orae? quick invitation to share a are. After sounding him 
Qut during several subsequent meetings over coffee and veri 
fring that he was ready to do about anything to earn money, 
she introduced Jorge to Harold Doyle, again in what appeared 
to be a chance encounter. Harold, using the name Brent 
Stoker, pretended ro be a Canadian journalist who was writing 
for a leftist news magazine and who was looking for victims of 
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US. inge vo write about, Jorge was only ton happy to 
Spill no al f oca iren the hen of 
renis med ce 

1a woreinin cl lego consiudun ts dh he 
claimed te bc wing, ad paid fr Jor take a week 
ong driver education cou. ts the aly dent o spoil 
Tex Ar soon sa Jer fied che oem, Tiewsine ake 
her upertorin he Cuban Embassy co hel get Jorge the job 
1 aa Embassy driver. 

‘Once Jonge was working the Cuban Embassy, Harold — 
ot Brem Stoker as Jorge sail knew him-—suggened that Jorgo 
Could help him with x new story onc trying to pat a man 
face on te Cuban diplomat working in Venezia. AI Jorge 
would heres da war report on wha diplomas walked about 

le riding round la chr cr. A promis vo py off 
Jonze’ debs ifthe information proved usel convinced Jorge 
that he could help he fendi journal guher shat kind of 
Information witout compromising hit loyalty to his new 
employer. Joking chat Kix Cuban employers might get suspi- 
Sous if they sw Jonge necting with a gring even a 
Canedian ging irl sugested that Jorge pans on what- 
‘vcr information he oerhcar m Halen. 

One f ads supp agent ened a apunment in & 
lower class housing area, where Helena wak up residence 
Jorne bogan vaiing Helena ance or ewice a week For what 
Would appea to anyone folling him o be forman pur 
poses. Helena, on her own initiative, began bedding Jorge dur- 
tng a vir ar wel a bring him wie they showered 
Together on wha he bed armed wile working i he Coban 
Embay Afet he left, Helem would wi ap i information 
od poston othe U.S. Ebay exe offic 

Because be was caming owe income sd going lots of 
sex on the ide while his wife recovered from the binh of sheir 
Seon da ecu a whole let ef ime worrying, 
doe ti hoy afte mye Cammie WAIE ke 
Icamed nothing o immcdiaimcligence vale on the job 
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(Although seldom used asa recruitment technique and almost 
fever successful cold pitch isa direct approach with no prior 
Contact. Someone walks up tothe potential recruit while he is 
în public place and makes an offer that, it is hoped, the tar- 
get will find too good ro tum down.) A cold pitch is uscd only 
Sea last resort but this did appear to be the kind of situation 
in which there was no other choice, especially since none of 
the other diplomars in the Cuban Embassy offered likely 
prospects for recruitment. 

"Harold approached Silvestre Marünez while they were 
both attending a National Day Parry at the Mexican Embassy 
in Caracas. Catching Martine? alone for a moment jn a room 
Ful of people, Harold scarred the usual chatter that makes up 
so much of the inane conversation ac diplomatic entertain 
ment functions. Halfway through the second sentence, when 
the was sure no one was listening, he dropped his voice ro a 
whisper, moved his face closer to Martinez, and in a hall- 
Soren Short sentences made an offer. He ler Marinez know 
how much they knew about him and abour his wife's affair 
with his boss—news that apparently Martinez suspected but 
“didn't know for sure. Doyle then suggested thatthe best way 
Marines could take revenge would be to accept an offer of 
domp-aum payrncn of $20.000 and a regula income depo 
edin a Swiss bank account for passing on information to the 
Americans during the time Martinez still remained in 
Venezuela 

"After Martinez returned to Havana he would become a 
U.S. mole inside the Cuban Ministry of Foreign Affairs. While 
Marinez spied for the Americans, his Swiss bank, account 
wouid grow. Harold promised rhat alter 10 years the CIA 
Would smuggle Silvestre out of Cuba s0 he could enjoy his 
wealth in Miami- 

Martinez must have already figured out what was hap- 
‘pening to him and his career and had been considering poss 
bie altematives. He immediately rejected the suggestion that 
he rerum to Havana as 2 mole and instead proposed that he 
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defect, provided the Americans made 3 lump sum payment of | 
330,000 and set bim up with a new idencicy in any American 
city he might choose. In retum, Martinez would tell every- 
thing he knew about Cuban foreign policy and propaganda 
efforts in Latin America. Martinez also insisted thar there 
must be no public announcement of his defection. He want- 
cd to simply disappear. 

Doyle was nor surprised at the counteroffer. It was one af 
the possibilities they had planned for, even down to how much 
they might offer as payment (Martinez could have gotten 
$50,000, if he had insisted). Doyle agreed and suggested that 
the defection take place that very evening. When Martinez 
nodded his head in agreement, Doyle described a taxi that 
Martinez would find parked on x street near the embassy and 
suggested that Martinez might want to go find i 

‘The ence conversation had taken less than five minutes. 
‘The two men walked off in differene directions, and rwo min- 
utes Ister, after a few brief words with another American col- 
league, Harold Doyle was listening toa vacuous explanation of 
Venezuelan polities offered by a half-drunk Peruvian diplomat. 

Martinez didn't talk to his wife before he slipped out to. 
find the taxi waiting to take him ineo erile. The taxi rook 
Silvestre Martinez to a safe house in the suburbs where he 
spent the next three months with CIA debriefers. During that 
time, the Cuban Embassy frantically searched for the missing. 
diplomat. On several occasions, its spokesmen made public 
demands hat the Americans tell chem what had happened to 
Martinez, but they had no proof that the U.S. Embassy had 
heen involved in Martinez’ sudden disappearance 

Jorge heard dozens of different rumors discussed in the 
backseat of he embassy car he drove, including one wife sug- 
Sesting to a [iend char Silvestre s supervisor had arranged to 
have Silvestre kidnapped and killed because Silvestre had 
found our about the supervisor's love affair with his wife and 
threatened to go public with a complaint. 

CIA interrogators prepared several hundred pages of 
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raw data based on the lengthy debriefing of Silvestre 
Martinez. The station reports officer then reduced che data 
to several dozen intelligence reports and forwarded them to 
CIA headquarters 

With the debriefing completed, the station sneaked 
Silvestre Martinez out of Venezuela on board one of the US. 
Ait Force Boeing 707s lathe executive fleet. The aircraft had. 
fown a group of U.S. Congressmen to Caracas for an inspec- 
tion on the progress of U.S. economic assistance programs. 

“Today Silvestre lives in Mismi. He has a new name, a new 
wife, a mew carcer, and hc avoids anything having to do with 
politics. Everyone who knows him as his new identity, includ- 
ing his new wife, thinks he was once a utility worker who fled 
Cuba on a raft, 

A dozen different CIA analysts working under the direc- 
ion of the deputy director for intelligence (DDI) reviewed. 
the intelligence reports on the debriefing of Silvestre 
Martinez. The information was condensed into a four-page 
‘intelligence dissemination report, which was then edited and 
rewritten « half-dozen times. 

The staffers in the CIA responsible forthe final dissemi- 
mation of the report on chis operation were not happy with the. 
results. First, they criticized the station and Doyle for nor con- 
vincing Martinez to remain in place. They also criticized 
Doyle for allowing Martinez to defect without a public 
announcement. But what most bothered the Washington Wi 
ards was that the information provided by Martinez didn't 
support che U.S. foreign policymakers’ own beliefs about 
Cuban diplomatic activities in Latin America, 

Although Martinez had confirmed thar the Cuban govem- 
ment was committed to spreading revolution in Latin America he. 
described the Cuban diplomatic effor as inepz, incompetent, and 
disorganized. He portrayed the Cuban diplomatic corps s col- 
lection of competing carcersts who were frightened of their own, 
security investigators and incapable uf king advantage of new 
opportunities that occasionally developed in host countries. 
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Because most of the CIA intelligence reporting in that 
arca described the Cuban revolution as s major threat ro the 
development of democracy in Larin America—a threat that 
Tequired a massive infusion of both economic development 
assistance and covert politisl action—the agency's bureau- 
crats decided that Silvestre Martinez muse have been = disin- 
formation plant, They therefore limited the dissemination of. 
the report w a few top-level policymakers within the imeeli- 
ence community, with a cavear as a cover sheet, warning that 
the information might not be reliable. la so doing, they 
demonstrated thc basic principle that geed onviligrsce has vo 
value if the recipient is nor willing to act on Bhat which proves the 
recipient’ previous beliefs were wrong 
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Chapter Ten 





When a Private 
Citizen Recruits 


‘ow that we have seen how government espi- 
onage agencies work, let's take a look at how a 
penon with no connection t any government or 

political group can spy successfully. This example involves 

the simplest Kind of spying: a situation in which one individ 

ual wants to know what another individual is keeping secret. 
Janct "Thompson suspected thar her husband, Bill, was 

having an affair with his secretary, Mandy Shumway, ind that 

e might be planning on leaving Janet and her two teenaged 

children. Bill was thc owner/manager of a real estate invest- 

ment firm worth several million dollars. Janet would have 
happily given Bill a divorce, provided that she got half the 
salue of his business (something guaranteed by the 
community-property laws of the state where rhey lived). She 

Feared, however, chat Bill might be moving funds out of the 

firm inen secret bank accounts and that she would wake up 

‘one day t find Bill long gone, leaving her nothing buta com- 

pany stripped of cash and facing bankruptcy. On the other 

hand, if Bill was engaged in nothing but a short-time fling, 

Janet was willing to let the flame burn out provided the. 

company profits kept rolling in- 

Because Bill was well known in the community. Janet 
didn't want to discuss the issue with a local lawyer or private 
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deese, fr far hat Bil might eam about her suspicions 
tnd eke preemptive scion, Janet intend dacased her pro- 
Icm with her brocher, Ted Monera carcer miliary officer mbo 
ves assigned ae an assine a frc atache n he US 
Emba in Singapore and who was visting thc Unisi Sres 
en home eae 

"Ted, with three more week of leave on his hands and 
atend bered with varing ar qhe ein fth cxon 
Sabin, decided to make 1 bean oliday by pacing a 
few ofthe sls hc had armed ara mia inlience o 
cer He call two old miltarybuddicr and invited dem and 
their wives down o sre thc lakeside ose where he wat 
saying. caplning the cterainment hc wa sting up Tor 
the oan aac enc Roh coiere 
two days te amis to get on wi te spy ame Te 
promised as a diversion. Kee 

“Ted assigned one of the two couples, Sylvia and Tery 
Mineta, to a full-time surveillance of Mandy. The other pu 
ple, Dawn and Crus Walop, began a sunvilace of nc 
investment firm wich he inteníon of idencfyng postic 
Sources working for the hund who might tepon on hat 
Was happening inside the company 

"Sylvin and Terry quickly conftmed ta Bl und Mandy. 
were engaged in a hot and heavy romance, often aking long 
lunch hou together a well as spending iots af ime i the 
ates "rig sete eps went ome 

continued the survellace while looking for pom 

bility of a daner mocung with Mandy and Bil when they 
Ware thes 

Caig and Dawn, using information provided by Janet, 
ideaifed the people who worked atthe fm who might 
Know something abou how Bil was managing te eal Toe 
One of the employees, Mack Weim, atended the local 
Methodist church wth his fy evry Sunday moming The 
Wallops also learned that the Wess euple were sid up 
cate ridge player. 
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“The Wallops went to the same church the next Sunday, 
telling everyone they met chat they were planning to move 
iato the area. They met the Weiss family and quickly ° 
covered" a mutual interest in duplicate bridge. Mrs. Weiss 
foot only suggested that the Wallops come (o their next 
bridge game. bur also invited the new friends home for a 
Sunday brunch. 

By the time the four people got to the dessert, Craig had 
Jet it lip that he was looking for some investment property 
and that the planned move to the city depended on what 
properties might be available. Mark readily volunteered the 
fact thar he was associated with a real estare investment firm 
and then ler it slip thar he wasn't very happy in his job. 
Answering a few friendly questions, he explained some of the 
reasons why, including vague references to some strange 
investment moves by the company president. 

Cig, dropping bin that he might have a lucrative 
employment opportunity for Mark if things worked out, got 
Mark to talk in more detail and feared that what bothered 

Mark most about his job was that Bill had recently made a 
number of business decisions on mortgages and property sales 
that didn't make a lot of sense in the current market. 

“Ted spent his time at che local county courthouse, col- 
Jecting all the available information on the properties that 
were owned or managed by Bill's company. Ted discovered 
that new loans had recently been taken out on several pieces 
fof property for the maximum amount possible, while the bank 
loans on three other pieces of property had shortly hereafter 
been paid off. 

Next, Ted spent a few hours with a desktop computer 
scanner, a color printer, and several packages of plastic identi- 
fication card cover material, Armed with a complete set of 
fake documents, he called at the escrow company that usual- 
ly handled the escrow accounts of Bill's company. Announcing 
himself as a special agent for the IRS and flashing documents 
to prove it, Ted was ushered into the manager's office. The 
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manager quickly agreed ro cooperate with the investigation 
‘Ted claimed he was conducting on Bill's company. 

With the managers cooperation, Ted leamed that an 
escrow account had been opened on one of the pieces of prop- 
rty on which the outstanding loan had recently been paid im 
full, The closing date was ser for September 15, ust two weeks 
away. Ted pulled his same ace with the two other escrow com- 
panics in the area. He found an escrow account had been 
‘opened on unother piece uf property in one of the companies 
With the same closure date, ‘The manager at the third escrow 
‘company refused to release any information. insisting that Ted 
first get either a search warrant or a court subpoena. 

Promising he would immediately do so, Ted suggested he 
‘ould rather hot o to the trouble if there was nothing to sub- 
poena. The manager then confirmed that if the TRS agent 
Presented a subpoena, he would get records of interest. Ted 
thanked the manager and left, now certain that Bill was going 
to sell three pieces of mortgage-free property on the same day 
for scombined wal of something in the neighborhood of four 
million dollar 

Sylvia and ‘Terry followed Bill and Mandy onc evening to 
3 small French restaurant located in a nearby city Sylvia and 
Terry also ate in the restaurant, sitting at a table near Bill and 
Mandy, bur paying arrention only to each othcr. The Mineras 
Jeft the restaurant a few minutes before Bill and Mandy and 
then spent some time necking in their car, breaking up the 
session with just enough tine to deliberately crash their car 
into Bills as he and Mandy drove cut f the parking lo 

Profusely apologizing and accepring full responsibiliy for 
the accident, Terry offered ro pay all the repair costs, provid- 
Cd Bill didn't call the police or involve the insurance compa- 
nies. Playing the frightened man afraid he's abour to be found 
out, “Terry confessed that he and Sylvie were not married to 
each other. While Terry arranged to pay for the repairs to Bill's 
car (giving s fake address to which Bill was supposed to send 
the repair bill), Sylvia started talking to Mandy, tricking her 
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into admitting that she was ia the same situation as Sylvia 
dating a married man, with all che troubles that go with the 
territory. Sylvia suggested to Mandy thar the «wo of them 
ought to get together once in a while m keep each other com- 
pany. Like most women dating married men, Mandy spent a 
Tot of lonely evenings while Bill was home with his family. She 
jumped at the chance for a new friend who understood and 
sympathized with her situation. 

Sylvia invited Mandy to dinner the next evening that Bill 
stayed home with his family. Sylvia monopolized the early 
part of the conversation by telling a tall tale abour her hope- 
less situation; she knew her lover was never going to divorce 
his wife. When Sylvia suggested that Mandy's situation was 
probably just as hopeless, Mandy bragged that she was much 
luckier, adding that she and her lover were about to elope. 
Although not giving all the details, Mandy explained that Bill 
and she would soon leave for New Zealand, where they were 
ving w start life over as a married couple under a new iden- 
tiry. Mandy added a long rationalization for why Bill was jus- 
tified in abandoning a bitchy wife and two spoiled teenagers 
who had no respect for their father, 

Puring eversthing together, Ted knew chat Bill was 
indeed going to elope with Mandy. He planned to take the 
payments for the three pieces of mortgage-free property and 
transfer the funds to foreign bank accounts and then jump the 
frs plane to New Zealand, where he expected ro live out the 
rest of his life with Mandy. Janet would not only be left with 
noching but a bankrapr company, she would also probably be 
stuck wich che responsibility of paying off rhe capital gains 
taxes on the properties Bill sold. 

When Ted presented Janer the evidence he and his 
friends had discovered, she hired a lawyer who took immedi- 
ate action. Two days before Bill expected to finalize it all and 
head for New Zealand, a process server handed him a collec 
tion of subpoenas that would nor only take him into court for 
divorce proceedings bur prohibited any monctary withdrawals 
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from the escrow accounts until after the property sectlement. 
The first time they met in a courtroom, Janct twisted the 
knife a bit by telling Rill chat it was his girlfriend who had 
blown the escape pian by talking too much to a new friend. 
In the final settlement, Janet got most of the moocy from. 
the escrow accounts, Bill got stuck with the heavily mort 
gaged properties in a falling real estate market. and Mandy 
moved to another state without giving Bill her new address. 


IS SPYING WORTH THE TIME, MONEY, 
EFFORT, AND RISK? 


That's the question everyone considering spying on 
Someone else must ask. Fot Janet, the answer was obviously 
ye Ry spying on her husband, his business, and his gic 

lend, Janet was able to take timely action that saved her and 
her rwo children from severe economic and emotional dis- 
tess. Furthermore, she obrained the information at 3 mini- 
‘mum cost because of her brother's expertise and his willing- 
ness to not only work lor free himself, but zo recruit four orh- 
Crs to work wich him. Her brother did take whar somc would. 
describe as un unacceptable risk when he pretended to be an 
TRS special agent, but even that risk was minimal in that Ted. 

de only thice calls on three different people on the same 
day while using the fake ID. He never made any further co 
tact with che people to whom he showed the computcrcgen- 
erated fake credentials, 














Spying Alone Won't Guarantee Victory 

Many historians and erties of the US. intelligence effort 
‘through the Cold War agree that the KGB won the spy wat in 
the field of covert information collected by using recruited 
spies. Over the years, che KGB and its allies achieved repeat- 
ced success in recruiting spies like Whittaker Chambers, the 
Rosenbergs, Kim Philby, John Walker, Richard W. Miller, 
Aldrich Ames, and, of course, U.S. Marine security guard Sgr. 
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Cuyon J. Lonetrec: (These and others were all found oue 
We moss asume thee were many ore spe for the Soviet 
qremmeat who we aerer iacmerd) s 

© On the other hand, the CIA was notably unsuccessful in 
their aemp to reenit spies inside either the Soviet Union 
an of he Soviet lo counts (Those good spies we did 
erc oily wal and most of those were cvencually 
catre sues che KGB rected fom our side) 

“The seasons the CIA fled so miserably in recruiting 
sod sous inide the Soret Union and Soviet bloe cour" 
{ise many One vis impediment voe dif of 

ing aes n peel sie ina tiphdy cold toca 
Qo em dur pus scc hmicins o person free 
son Toc Soviet amen: wach vitem, eei 
dove with aces to government sect, in ys that can 
meer be employed in» fee soley For the Soviet citizen, 
{he ks cf opying wer simply to reat and te chances of 
CRY an resur vo mal. Sovict who might have 
Smad to spying were morc imrsced n geting ot of the 
‘item han staying idc he yen we making money 
the side y sel cres 

Yee despite the fat tat che KGB won the spy war, the 
Ssiet Union shiner and the world now has ony ene supe 
power the United States of Americ. Good inteligence never 
penrecs ctor and bd itelience doesn't necemaly 
Se sic Kowing the enemy secet pne won dn 

rach gua if his army i bir bemer equipped, beet 
ned bemar motivated, more combat ready and holding the 
cs pend. 

V oghout the Cold War he KGB was playing carch-up: 
1e did cd oor sonic secrets, but by the tme the Soviet 
ion ad bu is Aest atomie bomb we were already stock 
pis drogen bombs The Soviets got ahead of us just once, 
The lunch cf ehe fim smelle, but even aer Spurn we 
‘July cughe up, and we didn have to steal amy of their 
secre wo doi 
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Soviet secrets were things we didn't have to know or 
things we already knew Indeed, critics of the CIA insist that 
much of the money spent in atempting to recruit spies inside 
the Soviet government not only failed to get good intelligence 
information, but even if they had succeeded, what the CIA 
would have leamed would not have been worth the money 
spent on collecting che intelligence. 

Even when we did get good intelligence, it was often 
ignored because it suggested that the Soviet Union was not 
the dangerous monster our politicians tried to make it our ro 
be, but rather a disastrous cconomic and socisl experiment 
that was doomed to failure, regardless of what we did 1o 
oppose it. 


‘The Expected Results of Spying Must Justify the Costs 

Anyone who decides to take up spying needs to ask the 
questions the U.S. intelligence community never asked itself 
before asking Congress for lots of money: what exactly does 
‘one expect tw learn, and will che information be valuable 
‘enough to justify the cost and the potential risk? 

In the case of Janet Thompson, the information on what 
her husband was planning was well worth the small cost and 
‘even the risk her brother took. But lers look at another exam- 
ple of private spying. 

Jeffery Zweibel was the chief executive officer at Modern 
Fashions, which produced and sold cconomy-priced women's 
clothing that pretended to be high fashion. For several years 
Modern Fashions had run a close second in sales to Parisian 
Day. Zweibel wus concemed that Parisian Day was starting to 
pull ahead in boch sales and profits, even though both compa- 
nies sold similar products ar about the same price. 

While attending a high school reunion, Jeffery met an old 
friend, Terry Daniels, whom he hadnt seen in 25 years. 
Daniels had just retired at age 30 from 3 government job in 
which he had worked overseas in a half-dozen different coun- 
ics. As the two men renewed their friendship, Terry had lit- 
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te to say about what he did for the government. He was much 
‘more interested i listening to Jeffery talk about his business, 

After Jeffery complained about how he was losing our te 
the competition. Terry suggested thar Jeffery ought 10 do some 
spying on the opposition and Tearn what secrets might be 
responsible for Parisian Day's success, When Jeffery com- 
plained that he didn't have any idea how to launch such an 
Effort. Terry offered to help Jeffery out, bur warned his friend 
that a good intelligence collection effore would be expensive. 
When Jeffery asked how expensive, Terry began scribbling on 
2 notepad as he worked out how much he would have to charge 
to recruit several spies inside Parisian Day. The proposed six- 
figure price staggered Jeffery, and he rejected te plan. 

Four weeks later, one of Modern Fashions’ bigest buyers 
announced that she was dropping rhe Modern Fashions line 
id would be buying exclusively from Parisian Day 
Convinced that Parisian Day had done something ditty in 
excluding Modern Fashions from a major market, Jeffery 
called Terry and, out of desperation, anced to che proposed 
ms for running a spying operation against Parisian Day. 
‘Over the next several weeks, ‘Terry, working with seve 
service agents, successfully recruited five Parisian Day 
employees as spies. 

"The fist reeruit was Tonya Lopez, a cleaning lady. A mid- 
die-aged, single mother, Tonya had a 19-yearold son, 
Eduardo, who had recently been arrested and charged with 
aggravated asaul following a street gang fight. While waiting 
ja the courtroom for a hearing on rhe charges, Tonya met 
Imelda Melendez, a young woman who claimed to be work- 
ing for one ol the many advocacy groups that serve the city's 
poor. Imelda arranged for a lawyer, who got the charges 
guinst Eduardo reduced to a misdemeanor with no time in 
jl. (Tonya never noticed that Imelda helped only one person 
in a courtroom full of defendants.) 

‘Several days later, Imelda told Tonya that the advocacy 
group she represented was investigating the abuses of work- 
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ens in the garment industry. Using implied vhreats hat 
Tonya son could findi himself back in cour facing new 
felony charges, combined with the oir of regular c poy 
ments, Imelda convinced Tony that she should begin spring 
on her employer 

‘Tonya wat soon passing on w Imelda the contents of the 
trash can inthe Parisian Diy executive office. She alin plant 
cd several different Tatening devices in sach places a he 
GEO fic, herconfeencetoom and the ladies” bathroom 
Just as important, Tonys tld Imelda x gest deal of informs 
tion about the people who worked af Parum Daye thet 
fumes, thet potions, wha kinds of privat things thy ker 
im hoe desks, the telephone mumbers n dei Rolojeac 
description of circa amd their Beene plate namber 

‘avid Misco worked av 2 mdlevel execuve inthe 
Pasian Day sles fice David was angry tha feral cl 
league had gena promotion that he ha wane and wa coe 
vinced that she had gotten the promotion oniy because of afr 
mative erion, David complained biuerly about a san o 
his new end, J Kill, whom he mat vile tuong ang 
soume in salesmanship at à cy colle. A ypaent Kiay 
Tete slip hat he sometimes sold information tod suggested that 
there were people who would pay good mone or ade ifr 

on om Parum Dey sacs campaigns, Although Kilon 

wouldn't say who his customer might be. David assamed t wan 
Modem Fashions. He happily agreed vo become » py indc 
Parisian Day, David not oniy enjoyed the money tha Kir 
(rally Daniels) sared paying him, he aiso pot a major kick our 
Ot playing spy wth lhe dexd drops secer meen and sur 
vellace-evasion ening that Danis provided 

Regina Mens, who worked in the Parisian Day execute 
secretary pool mer Donald Sell ar church sca and soo el 
hopelomty in Jove. Snell, who told Regina he worked on Wall 
Suter aun imer, promised vo marry her am soon = he 
cubed in on crea invements he had de bed on iid. 
Et information. Then one day Donald appeared at Reqs 
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spunmeat, wearing a terrified expression and telling her that a 
Sanger had appreached him om th sucer and handed Nin an 
Envelope containing evidence f lu isda acc. 
Tae biachar dder want a monetary payor keep Rim 
from passing te informacion to the Secunry and Exchange 
Comensson be waned Donald to convince Regina that she 
Should begn spying on her bosses ur Parisian Day 
At fs Regis reus, bur fer sever nay love 
spun a threat o lide, and a promis tar she would only 
Rave ego slong unl Donal could cash inthe tages and col 
Tec the profit she mer with a stranger (Terry Daniels, of 
Coun), who tah her how o pass him information tough 
Sead rop 
“Term too succeeded in recruiting a delivery driver and 
cue of the Parisian Diy bookkeeper, Alin Semple 
“This was. casook study in how o recruit and run a ing 
of spies. Each of the spies had been recruited under a differ 
Gta Dg, nd none f hcm knew about the ober 
Six monis dcr poing Terry on the payroll, Jeffery 
hoew ali the secrets thre wee to know abou Parian Day, 
He had learned thar Parisian Day war contracting our most of 
ies sewing work tosweasbops tar employed undocumented. 
diem this boskkceper were cooking the books to avoid 
income taxes, and chat t was mealini parier designs from the 
Imore expensive fashion houses. These, however, were also 
‘hing that Jeffery was doing st Modern Fash 
etry also ad’ foe high ie withthe dea of Paiian 
Days pecdocton and sic procedures e hd the liwt of eur- 
tomers the tal cr fuc, production cst, personal 
Metais on buyers and jose soour everything elac that someone 
S Parisian Day had writen dowen over the last five yea. Ie 
tad drawings of Parisian Days planned fashion designs, its 
rau figures, aod advance information on its adver 
" Jens abo Kncw alor aboot the people who worked st 
Parisian Day: including he CRO, Donna Sposato. Hc knew 
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thar Donna's current lover was Sharon Katzke, something that 
David dida’t know. Jeffery also knew the current balance im 
Ms, Sposaro’s personal bank account, what medication she was 
taking, and where Donna and Sharon did their social drinking 
a5 well as che bed and brcakfast where they often spent weck- 
ends. He had rhe same kind of personal information oa every 
single executive working for Parisian Day. 

Yet, despite the stacks of documents and reports from the 
spies he had working inside Parisian Day Jeffery didn't have 
a single bir of actionable intelligence, that is, information hc 
‘ould use to gain an advantage over the competition. 

The simple fact, which Jeffery refused to coosider, was. 
that while Moder Fashions and Parisian Day produced 
almost identical lines of clothing, Donna was a better manag 
er and CEO than he was. Most people liked working for ler, 
and they worked just a bit harder ar Parisian Day than ar 
Modern Fashions. This influenced the way that Parisian Day 
mployces dealt with customers, who, as a result, liked 
Parisian Day sales and service personnel more than they liked 
those working for Modern Fashions. Thercfore, if all other 
factors such as price, quality, and fashion design were equ: 
which they usually were, buyers would give as mach business 
as they could ro Parisian Day 

1f Jeffery had bothered to ask just abour anyone in the 
fashion industry why he was losing business to Parisian Day, 
they might have told him zhe truth. But he wasn't the kind of 
‘mun whe would ever admit ro himself that anyone knew the 
fashion business better than he did 

Desperate to use che intelligence he had pid so much to 
bain, Jeffery finally decided the best way to hort Parisian 
Day would bc to pass on the information he had on Parisian, 
Day's tax avoidance to the IRS. He did so, and Parisian Day 
soon had a visit from TRS examiners that would evencoally 
cost the company more than a hundred thousand dollars 

Even here, Parisian Day was served by its employees The 
head of accounting quickly identified midlevel bookkeeper 
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Avoiding Inteligence Mistakes 
Jefes f mistake was forgering che primary rule of 
tuxinens Heep your eye on the customer: What he should have 
sid wan, “Wha Psa Dyeing comens hat my 
Simpan i not?” The people who had the answer to the quer 
tion were the customers themselves. THe needed some prod, 
Ieatamate marker research, nota espionage system managed 
EY a washed-out CIA case officer 
fers veal problem was self-deception: He refused in 
admit tn himself tha Pis declining sales and the lows of old 
oomen were igne that he wasn't meeting the demand of 











The maral of this sery is simple: before deciding t spy on 
someone he, soi mus fr have a very good iden about what 
informaron you expect w find, and you shouid have a clear plan 
Za now you imena owe drift gm adem 
Too many people, including many in government, spy on others 
tecuse they cant figure out what ehe to do. They begin by 
eccing themselves, refusing to recognize their own filur 0 
Sme the legitimate needs of heir cuomers or citizens. rated, 
"lc bope to discover an explanarion for their persemal and inti 
‘sonal les inthe cmp ofa com 
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Chapter Eleven 


Surveillance 
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and everyone who works and visits there to identify employ- 
tes and associates of the target. The surveillance must identi 
fy cvervone who might be an imporrant parr of the orreniza- 
tion, especially those who might know the secrets of rhe orga- 
nization or have access to those who will know the secrets the 
case officer wants to steal. 

Employees are easy to identify because they show up to 
work and leave at the end of the day at roughly the same 
times. Also, they can often be identified as to the type nf work 
they do by what they wear to work. Professionals dress in 
suits; delivery men, cleaning women, and maintenance peo- 
ple dress more casually and may wear uniforms, Once the case 
officer identifies such people, then the surveillance expands 
To watching them. The surveillance must discover who they. 
are, where they work, where they live, what they do in their. 
spare time, and, most important, what they do that they wane 
tw keep secret: Cars, homes, and recreational activities will 
alo provide considerable data on levels of income and how 
important each employee isto che target organization. 

‘The most important goal of che preliminary surveillance 
js to identify possible recruits for spying—those who have 
access to intelligence and who might be conned into spying 
Once potential recruits are identified, the surveillance 
should look closely at exch potential recruit trying to learn 
everything possible about their lives, especially uncovering, 
Personal problems or moral weaknesses. This will include 
evidence thar a potential recruit lives above his income, has 
difficulty getting alang with other people, has family prob- 
lems, and any other information that might be used in a 
recruitment attempe. 











LOOK AT WHAT THE SURVEIL 
‘TARGET THROWS AWAY. 
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Its amazing what some people throw away—canceled 
checks, old credit card receipes and their carbon copics, empty 
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medicine bottles, personal letters, memos and reminder 
notes, old bills, grocery receipts, shopping lists lorery and. 
betting tickers, and sometimes things they never intended 10 
throw sway but accidentally dropped into s trash can, You ean 
learn the addresses of friends and business contacts from 
envelopes, the type of medicine they are taking, all about 
their personal finances, what kind of legal problems they face, 
what unions or professional associations they belong to. where 
their children go to school, what magazines the family reads, 
how much they drink and so on. 

Even though the public has been warned repeatedly 
about the dangers of throwing away such things as credit card 
charge copies and bank balance sheets, most people keep 
tossing such chings inthe trash and then purring out the trash 
where anyone can pick it up before the garbage collector 
comes along. 

Government intelligence and police agencies understand 
the intelligence value of garbage: therefore, most government. 
agencies with any security concerns burn all their paper tush, 
Most private citizens, public organizations, and business 
offices are notoriously lax about controlling trash that leaves 
the office and even more careless when it comes to disposing, 
of writen material while at home or on the road. 

The most serious problems in collecting garbage are avoid- 
ing being observed while picking up the can and doing it in a 
way thar the subject never realizes char his garbage is being 
cxamined by an adversary. A part of thc ongoing surveillance 
shouid establish the household or office trash routine so that the 
garbage can be retrieved without being observed between the 
‘ime tis placed in a Dumpster or set out for pickup and the time. 

cs collected by the garbage truck. 








IDENTIFY YOUR TARGET'S ENEMIES 


Anyone who is engaged in a dispute ofany kind with a tar- 
set of an intelligence penetration i a potential source of infor- 
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mation: Thorough surveillance can deny angry exlovem, 
Feed employees, politcal opponent, busines competion, 
peep ove mney by he te al or promocion, and 
tnyone che who might wish harm (othe tre hi fci 
tnd hs employes, Such peple wil ofica know lot aout 
the one they hate an will willingly shure the dint wich almost 
anyone who wili Taen to hem. 


LISTEN TO WHAT YOUR 
TARGET IS SAYING 


Whar is your targer saying in publie and in private conver- 
sutions to which you wre privy? If ivs a business, read the 
annual reports and advertising cop: IF ir's a political organiza- 
tion, read che press releases and listen to what is put on the 
public record. Go to publie mectings or send someone to such 
meetings. Look at credit repars, publie tax records, docu- 
ments requited by campaign laws, coure records, and every 
ofc, seminal and public document you can ly Your 
hands on. 














WHAT WILL YOUR TARGET 
TELL YOU IF YOU ASK* 





The whole idea behind diplomacy is that both sides 
assume that itis a better idea to exchange information than 
is fitht. Obviously, when two hostile parties talk, boch sides 
will be telling lis about their intentions, their strengths, and. 
their fears. Even so, the master of deceprion must also learn 
to be a master in recognizing deception in others. Sometimes, 
people telling lies ler slip more truth than they realize 
(Remember, a good lie must have a Jot of truth mixed with it) 
If vou recognize the lie, chen you can guess what truth che lic. 
Oftentimes, face-to-face, nonthreateniog confrontations 
Will reveal more about your targe rhan you can learn through 
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a sophisticated spy program. This is especially rue if you usc 
the techniques of friendly interrogation as described in 
Chapter 8 when mecting with your enemy in person. Use 
such a meeting to learn as much about your enemy as you can 
while revealing only those things about yourself char will 
Srrcngrhen your position with the enemy. 


IF POSSIBLE, GET AN INVITATION 
TO THE TARGET'S HOME 


“This is often casier rhan you would suppose, provided the 
intelligence officer or one of his agents is not known to the 
target. You might pretend to be a repuirman, salesman, private. 
investigator collecting information on a neighbor, volunteer 
fora charity soliciting donations, or cven a policeman or fire- 
man offering a free safery inspection. 

Once inside a home, always have a sudden mature call. hts 
surprising how much you can learn about someone by raining. 
access to the bathroom and the medicine cabinet. 

"This ix best demonstrated by a recent scam in which a 
rent preacher, who claimed he could heal the sick, would sp 
fom believers who had written letters requesting free front seat 
tickets to one of his hesling revivals. A few days before the 
revival, a well-dressed young woman driving 4 new model car 
Would fake a mechanical breakdown in front of the targers 
home. "The young woman would attempt to fix the car by 
working under the hood for a bit, making sure she got some. 
dirt and grime on her hands. Then, acting frustrated and 
‘angry, she would ring the bell of the target's house and ask to 
sc rhe phone, explaining that she was supposed to be at an 
‘important meeting and that she needed to call the peuple 
expecting her and then call an auto club. Once the calls were 
made, she asked if she could use che bathroom to wash the 
grease and grime off her hands. 

In the bathroom, she would open the medicine cabinet, 
Whar she learned would be put to good use at the next revival 
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‘meeting On the night of the neat revival, the preacher 
‘walked through the audience, proclaiming that God—through 
him, of course—was looking for someone to bless with a heal- 
ing: "L sec a woman named Evelyn who is chained to Valium. 
Dr. Remheare writes her the prescription because he can't 
heal her like God can. ‘The expensive vitamins chat Evelyn 
buys from the Nature's Way Vitamin Company won't do it 
either. The double-strength aspirin she buys in the 200-tablet. 
bores helps rhe pain for only a while, but God wants to help 
her for eternity" 

Evelyn, convinced thar the preacher had a direct line to 
Almighty, didn't think abour the prerry young lady who 
asked to use the phone several days earlier as the preacher 
suddenly turned, looked ar her, and asked, “Your name is 
Evelyn, isnt id" 

Once you know everything that can be learned through 
surveillance abou the rarget and those who work for him or 
have some personal relationship with him, you are ready to 
kart recruiting people to spy on rhe target. 
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Chapter Twelve 


‘The Basic Steps: 
Phase One 


here ste seven basic steps in the recruitment and 
tunning of a covert spy, divided into two phaser. 
The first three steps make up phase one, which 


we'll discuss in this chapter. The remaining four steps, phase 
‘wo, will be detailed in Chapter 13. 





Phase One. 

+ Sporting. 

* Evaluation 
+ Recruiting 
Phase Two 

+ Tes 

~ Thining 

+ Handling 

* Termination 


sport 
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The major products of good surveillance will be a list of 
potential recruits for spying, 
“There are two primary criteria that must be considered in 


vs 


identifying a potential recruit. The first criteria is that of 
access: docs the potential recruit have access to the informa- 
tion the intelligence collector wams to steal? Potential recruits 
should be rated in order of rhe probability that they will have 
access to secrer intelligence or have a personal relation with 
someone who has access 





The second criteria is personality assessment: is the 
potential recruit someone who can be subverted? 

Anyone looking for 2 good spy should focus on the fol 
lowing classes of employees in the target organization: 


+ Angry or desperate upper- and midiecel management person- 
tel. These are the people who have lost the trust of their 
colleagues or have personal secrets that would lose them 
such cust if their secrets were discovered. Stuck on the 
career ladder because of their own incompetence, they 
feur that they are going to lose their jobs and are looking 
for both sympathy and somcone ro blame for their fail- 
ve to succeed. The best prospects arc those who have 
been recently passed over for promotion. They will be 
angry and may be looking for possible revenge, a way 
vut of the dilemma, or some way to remake their word. 
into something more to their liking 

© Clerks, seretares, and communications personnel These peo- 
ple sce lots of secter information. Although most such 
employees are surprisingly loyal to their bosses—despite. 
heir low position on the pay scale—many have personal 
problems and vices that make them potential subjects for 
decruiting. Thev may have tastes they can’ afford to feed, 
and they are envious of those who can afford such luxuries, 
especially among their higher-paid colleagues. 

^ Janitors, drivers, chaning ladies, and other “imcéible” people 
Underpaid and often ignored or even mistreated, these work 
ers always need more money for the simplest things. Many of 
Them have more access to secret information, or can get access, 
than the movers and shakers in the organization ever imagine 
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The best potential spies for combining both criteria are 
the unglamorous and sometimes ugly people who in their 
biten dull and always routine jobs have access to secrets, 

Other especially good prospects are antisocial personali- 

incapable of loyalty to anything. These rypes of people 
Src also the most likely to have secret vices. They may gam- 
ble when they don't have money to caver the losses, drink too 
‘auch, use illegal drugs, engage in high-risk sexual behavior, 
nd hve domestic problems. Most important, they are look- 
for easy ways out of their troubles. 
Unforcunately, life is no more far for the intelligence case 
officer than itis for anyone else, and the best is nor what you 
oval get. Instead of identifying the percer recruit, most 
‘case officers find themselves with a list of potential recruits, 
sone of whom come close to marching what the case officer 
hopes to find. The person with the best access to the infor- 
mation will be a recently promoted, coatented worker, who is 
happily married with grcae kids, no serious vices, and u high- 
ly developed sense of loyalry. 

Ofen, the initial surveillance will discover no onc who 
‘might have access to valuable information and who fits the 
retsonality profile of a potential spy. Compromises must then 
Le made, and the experienced case officer will usually choose 

the personality traits thar make him an easict. 
target for recruitment over the person who has berter access tn 
information. I is better ro have a less-than-adequare spy than. 
mo spy at al 

Te such situations che case officer will have to settle for an 
inital recruitment of an access agent, someone who has direct 
Seces to orhers who may eventually prove to have potential 
25a primary agen. At the very least, good access agent can 
provide the access necessary to plant electronic bugs, take 
picnires of physical plants, or report on officer gossip. 
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EVALUATION 


Once rhe case officer has identified potential recruits, cach 
one must be thoroughly evaluated in order m identify the possi- 
ble motives for why the target would be induced to rur tator 
and to determine what rype of approach will most kely succeed- 
‘The ease officer muse then decide who will make the intial 
approach, what cover story the recruiting case officer will use, 
‘what enticement will be offered to cement their fiendship and 
{eae anticipation for more rewards, and how the recruit will be 
managed through the recruitment process. 

The case officer must also decide if he will atempt to use 
the target as an unintentional spy, or if the recruit will be 
manipulated into a position where he voluntarily agrees to 
apy, perhaps as a favor to his new friend or because the friend 
‘offers to solve the target's personal problems. 











RECRUITING 


The basic formula a ease officer scs for recruiting a spy i 
a simple one. 


+ The care officer, or someone controlled by the case officer, 
pretends to be someone the target would respect, desire, 
admire, or perhaps even fear. 

= The recruiter arranges ro meet and get to know the target. 

+ Once acquainted, the recruiter develops a close personal rela- 
tionship with the target based un onc or mare of the bonds of 
Friendship, such as sexuul attraction, common intereses, sim- 
ilr penonulities, common political objectives. or mural 
hates, and offers to help solve personal problems. 

+The recruiter builds the relationship into one in which the 
target trusts the recruiter and looks to him for advice and 
help in solving personal problems. At the same time, the 
fectuiter will subtly encourage and support the behavior 
that creates those personal problems. 
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The recruiter asks rhe tanget ro do innocent favors and ser 
vices and rewards the target with praise, money, sex, drugs, 
psychological support, or a combination of those things. 

+ ‘Taking advantage of the growing trust and dependence of 
the target, rhe recruiter asks the target to provide unim- 
portant bits of information about the organization targeted 
for intelligence collection. The recruiter treats such barm- 
less bits of knowledge as more important than they really 
are and rewards the target for his service 

«As the target responds in a positive manner, the recruiter 
makes additional requests that step progressively closer ro 
treason. The recruiter increases the rewards given to the. 
point that the target comes to expect and, perhaps, 
Becomes dependent on them. At the same time, the 
reeruiter helps the targe to find psychological justification. 
for betraying those who trust him. 

^ The recruiter takes the final step, asking the target to pro- 

ide important information that will be a clear betrayal of 

his earlier loyalties to his government, employer, ttusted 
confederates, ot lover 








Choosing the Recruiter 

“The case officer may either handle the intial contact him 
self or use a surrogate he controls. A surrogate recruiter can be 
a access apent, some third party who doesn't realize he is 
cing used. or another case officer picked because he has the. 
specific personality eraits needed. It is also possible that a case 
‘officer from a different territory will be brought in to handle 
the rectutmene in ease the operation corns sour. In such an 
event, the recruiting officer can go home after the failure, and 
the primary ease officer can look for another recruit, without 
having to fear exposure by the target of the failed attempt 

TÉ another professional case officer is used, he should be 
felly informed about the reasons for recruitment und what the 
operations officer expects to get from che recruit. On the ocher. 
hand, an access agent may know little or nothing about why 
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the target is being recruited or, for that matter, who will real 
ly benefit fiom the spying. 

Preferably, such an access agent will not know who he is 
cally working for. For example, a case officer may hite a pros- 
cute who approaches a potential recruit known to be ripe for 
Slove experience. The case officer tells the prostitute thar the 
target is a business customer he wants to get relaxed and 
ready to deal with when, in fact, the case officer is = KGB 
"gent who wants to set up the target fora blackmail recruit 
ment. The prostirute, at the instruction of the case offi 
may then pretend to be a college seudent looking for work ot 
4 recently divorced woman looking for love when she mers 
the target for the fist time. 

Once the access agent gets to know the tanger and earns 
his lave or trus, he will lead the target into an introduction 
with the eave oficer, who will then take over dircer control of. 
the target, For example, the prostinite might first develop « 
romantic relationship with the target and then introduce the 

get o the case officer at a social function as an old friend or 
relative. In other situations, the access agent of the contact 
tase officer may introduce the primary cave officer ro the tar 
get during a chance meeting in a restaurant, on a golf coune, 
at church, or in a bar. 

Te may he impossible to make direct contact with the best 
porential recruit. Pethaps he never goes out in public, or he 
hides behind a secretary who screens all his appointments and 
in extremely suspicious of any approach by a stranger who has 
mot been properly introduced. In such a case the case officer 
may enlist rhe help of an innocent third parry who is close to 
he target, perhaps a relative, an old friend, a business associ- 
ate, or even his wife or child. The case officer first makes 
friends with the associate or family member, and then when 
he gains that person's trust, he manipulates the unwitting 
accomplice into introducing che target to him. 

‘Whether he makes the initial contact oc uses a surrogate the 
case officer arranges a meeting with the potential recruit that 
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appears tobe a normal occurrence in the daily life of the recruit. 
Te most cases, it should take place in a nonzhrearening social si- 
atom, preferably when the potential recruit is relaxing away 
fom the office. The target might be approached while on vaci- 
mon. at church, or perhaps traveling in a foreign country; 
Govemment agencies often approach a target while he is 
raveling abroad, Indeed, if he lives in a repressive county in 
ach che government regularly spies on its citizens, recruit- 
ment in a foreign country may be the only possibility. The 
Mossad almost never stations case agents inside Arab coun 
wes. Instead, they focus their recruitment efforts on Arabs 
who travel abroad. 
"The idea is to set up a social situation in which the taiget 
remembers the meeting as onc in which Ae took the initiative, 
{cos best ia situation is designed vo thar the target approach- 
ces the recruiter and introduces himself. 
Tn one counterespionage operation targeted against an 
intelligence officer working in the Soviet Embassy, an FBI 
recruiting team bean attending meetings of a technical soci 
ax where the suspected Soviet cave officer often hung out, 
‘One of the members of the FBI ream always arrived alone and 
mained aloof from the other participants during the meet: 
ims. bn occasionally asked probing questions that suggested 
hat hc was a highly qualified technical expert. The Soviet 
Embassy case officer, obviously curious, started asking other 
guess ar the meeting abour the stranger, but no one seemed 
fo know anything about him. Eventually, the Soviet agent 
‘sked one member of the FBI recruitment team, who told the 
Soviet 4 cover story that identified the stranger as a scientist 
Sukang for a govemment contractor in the missile industry— 
Sn obvious target for Soviet recruitment. 

‘Soon, the Soviet agent approached the planted FBT agent, 
‘shu artfully managed to turn the tables und recruit the Soviet 
o «py for che FBI. What started out as an attempt at rectuit- 
ing an American to spy far the Soviets ended up in thc suc 
cessful recruitment of a Soviet intelligence office, who pro- 
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vided extremely valuable information for several years. (This 
particular spy became one of the first victims after Rick Ames 
starred spying for the KGB. Ames exposed the man to rhe 
KGB, and he was then suddenly transferred back t the 
Soviet Union, arrested, and eventually executed) 

Tn some circumstances rhe intelligence team might wanr 
to create a situation in which the target or a lover or family 
member of the target. is placed in danger, then the recruiter 
appears on the scene and rescues the taret Teo support 
agenes might arack a potential recruit on a datk street. As she 
is about to be raped, a passing motorist stops and scares the 
rapists away. The rescuct, pretending to be a good Samaritan, 
then takes the woman to 3 police station or wherever she 
wants fo go. 

Instead of being the primary target, the woman might be 
the daughter of the primary target. The heroic case officer 
then accepts an invitation to meet with the father who wants 
to extend his thanks. 

Another ploy is to arrange a minor trafic accident that 
allows the opportunity wo exchange names and addresses. The 
fecruiter docsh't have to be in the other car; he could be the 
Witness who got a description and license number of a hit- 
and-run driver. 

‘The plot for such threatening situations might be rewrit- 
ten so that it is the recruiter who appears to be in danger and 
the potential recruit saves the day. ‘This works especially well 
if the initial contact agent is a pretty woman and the potential 
recruit scares off the criminals who ate dragging her into an 
alley or are running away with her purse. 

In a previous chapter we saw how a case agent first sex up 
a love match, put the love in danger. and then introduced 
himself ro rhe targer, offering a solution thar saved che giri and 
protected the target from exposure 

Wherever the initial approach is made, ir should be a sit- 
uation in which the case officer has control and can retreat 
quickly if something goes wrong. Although the recnuting 
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operation should be carefully planned out in detail, the ease 
officer must be ready to flow with the events and situations 
and bc prepared to take advantage of sudden opportunities. 

Throughout the recruitment process, intelligence officers 
should intensify she surveillance of the prospect. All meetings 
berecen the recruiter and subject should be monitored by a 
suncillance team. If possible, both sound and videotape 
recordings should be made, The intelligence team should 
ther any evidence that might be used to incriminate the 
subjcer— fingerprints, photos, rape recordings, and cyewit- 
messes—in the event the recruitment effort fails 

‘Once the target meets the case officer, the later, who will 
almost always pretend ro be something he is not, begins to build 
3 nonthrestening friendship with the target. At the sume time, 
‘everthing the case officer says or does must be designed to put 
the target at ease and make him or her enjoy the new friendship; 
the cas officer should do nothing that puts the target off guard 
about he posible dangers of such a friendship. 

The ease officer must do whatever is necessary to become. 
4 trusted friend on whom rhe prospective recruit believes he 
«at tel. To do this, the case officer will do the following: 











= Lisen to the target talk 

‘+ Sympathize with the target's problems 

* Offer easy solutions to the target's problems and lend a 
helping hand in solving such problems 

^ Feed the target's prejudices and play to his vanity, fears, 
and hopes 

© Grane rhe target absolution (no matter what te 
he admits to having done) 

= Ask the target for simple favors and be grateful when they are 
granted but pracioos when the target cannot help 

^ Neverenticise what the target holds dear. 








As the friendship develops, the ease officer or his con- 
trolled surrogate leads the target into spying by making it 
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appear to be a natuni outcome of the friendship. Often, the 
lever case officer will creare a situation in which information 
"becomes a commodity the target can use to help solve = prob- 
lem faced by the target or the ease officer himself. 

“The fist request for information will be for something 
hac appears to be harmless and perhaps even legitimate. Tt 
may be something as simple as a request for a company tele- 
phone book, training manual, or list vf salesmen or company 
employees. The next step towwand tteason will be a request for 
Something a bit more sensitive, buc this time it will be accom 
panied by an offer of some kind of reward. 

‘Gradually the new friend leads the target into increasing: 
Is illegal and immoral behavior, al the while making it appear 
that rhe traitorous acts are further cementing rhe friendship or 
love affair. The inducement o treason may be psychological 
motivation, sex, money, of al hice, 

1n some situations, thc case officer may attange secretly to 
create problems that chreaten rhe Larger peace of mind 
employment, marriage, or even his life or the life of someone 
he loves. For example, «case officer may use an access agent 
to plant evidence that will get the tanger in trouble with his 
bom of the law, The case officer then sympathizes with the 
aggrieved employee oF loyal citizen while subtly suggest 
that che tanget (wes no real loyalty to such an unfair employ- 
eror government, 

TF blackmail is used as an inducement to treason, the cise 
oficer will usually not be the one making the blackmail 
threat. A crude entrapment followed by blackmail threats 
from the case officer can easily backfire, and if it does, the 
ense officer will have to withdraw and the recruitment effort 
abandoned. A clever case officer will arrange for someone else 
to make the blackmail approach, and then he will offer a way 
to get out oF the blackmail situation or collect the funds nec- 
essary to pay the blackmail demands. The recruiter may even 
pretend to be another victim of the same blackmailer. This 
‘vas the method used in the following example. 
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The Manila Blackmail Recruitment 

“The target of cis recruitment operation, Carl Larson, was. 
jin Manila om a business trip when he overheard «wo 
Americans talking ina hotel bar about their home town of San 
Jose, California. Carl interrupted and introduced himself as 
‘someone who called San José home, ron. The two men asked 
Carl «o join them for a drink and introduced themselves as 
Bob French and Bill Lee. 

‘Bob told Carl that he and Bill had just met and joked about 
what 3 long way the rhree had come to meet u couple of neigh- 
bors. The three men exchanged business cards, had a few more 
drinks, and rhen Bill, who had brugged about his frequent tav- 
lvo the Philippines, suggested thar he take the ather wo men 
fon a toot of the infamous Manila night life. 

After numerous drinks and stops st a half-dozen different 
sy bars featuring full nudity, the three men took three 
Filipino women they had met along the way to a short-time 
hoic that Bill recommended. There, the three men split com- 
påny, and cach took his dare to a separate room, 

"The next morning, Carl woke up with a terrible hangover 
and a heavy load of guilt, compounded by the fear that the 
Woman, who didn't lock all that pretty or young in the mom- 
iny light might have given him something he didn't want to 
take home to his wife, Cal paid the lady and then rook a taxi 
Tack ra his horel with a quick stop at a pharmacy where he 
bought enough antibiotics o ensure that he wouldn't come 
down with any of the less deadly diseases of love, He saw nei- 

ict Bob nor Bill during the remainder of his stay in Manila. 

“Three weeks later, when he was back home in San José, 
Carl opened an envelope delivered by a messenger and dis 
covered a videotaped recording of his activities with the 
Filipino prostitute. The accompanying note made the usual 
blackmail threats about sending copies to his wife, the press, 
ond his employer unless Carl paid $50,000. There were also 
‘instructions for making the payment to a numbered bank 
account in Panama. 
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As Curl sat there, stunned and frightened, he received an 
angry phone call fom Bob French, who accused Carl of set- 
ting him up for blackmail. French told Carl thar becaose he 
Was a bachelor and the owner af his own consulting company, 
he was blackmail proof. He not only refused ro pay the black- 
mail, he threatened to go after both Carl and Bill Lee, who 
French was sure must have conspired to blackmail him. Cari, 
by now almost hysterical, vehemently denied the accusstion 
and (old Bob he was also being blackmailed—and that he 
wasn’t blackmail-proof. Bob, cooling down, suggested thar the 
two of them get together to discuss what to do next. 

When they mer, Bob started off by apologizing for accus- 
ing Carl of etting up the blackmail operation. He reported 
that since the morning conversation, he had tried to call Bill, 
buc the number and uddress listed on Bill's business card were. 
phony. Obviously, it had heen Rill who set up both of them. 
‘Whereas Carl, who didn’t have $50,000 in available cash, was 
terified, Bob, although angry, apparently was mot worried 
bout himself. Bob pointed our that even if Catt found the 
money and paid it, that would just be the fint installment. 
Going ta the police wouldn't de aay good either, because Bill 
‘was operating out of a foreign country 

Bob wanted to pur the blackmailer ou of business, per- 
manently, and suggested that was Cat's best hope ax well, 
provided that in the process they could get hold of the black: 
mail material. He told Carl he had some Philippine contacts 
he thought could do it for him, but he didn't want to make a 
move unless he knew that he had Carl's support. When Car 
asked whac thac would cost, Bob told him nor to worry. that his 
friends owed him a favor and that he felt partially responsible 
for Cars problems because he hadn't sported Bill for the 
blackmailer he was. Bob suggested that Carl keep his mouth 
shur and nor pay any blackmail for the rime being, T'he longer 
they discussed the action, the more Bab made it sound fike he 
was going to solve the problem more as a favor to Car than 
because of any concern about himself. 

















136 Russis A Rec or Seres 





A werk later, during which ime Carl reecived rwo more 
letters demanding immediate payment, Bab called and sug- 
[gested thatthe rwo of them meet for lunch. As soon as they had 
ordered the drinks, Bob explained thac his contacts in Manila 
had found Bill's place of operation as well as evidence that he 
regularly enticed visiting Americans into blackmail siruarions. 
“They also had learned that Lee kept his blackmail evidence in 
a safe in a small aparement where he lived in Manila, Bob's 
frends had it sct up wich a crooked Filipino police colonel to 
break into the apartment, open the safe, collet the evidence, 
sod then “pur Bill ou of business, permanently” 

“There was just one hitch: the payoff to the police colonel 
for his help (to ensure that no one who engaged in the break- 
in would be caught and arrested) was going to cost more chan 
x Bob or lis friends had expected. Bob's friends in 
Manila had proposed a deal They wanted a complete report 
‘on Carls business activities during his visit to Manila, whom. 
he met, what deals were arranged, and what kinds of profits 
Carl's company expected to make in Mani 

When Carl asked, Bob admitted that the information 
would go to a European competitor who wanted to make the 
deal with the Filipino corporation that Carl had been wooing. 
Bob added that his own opinion was that che competitor 
would get the deal anyway and that the Filipino firm had 
been stringing Cars company along to use as leverage to get 
2 hemer deal out of the European company. 

In fact, Car's trip to Manila bad been a business bust, 
‘The proposed partner for the Filipino-American venture 
wanted tho big a share of the stock, and unless the Filipino 
changed his mind and lowered his demands, there would be 
no deal, even without another competitor bidding for the 
business. Because Carl didn't want to go hack to Manila ever 

in, he could have cared less if his company Jost the marker 
in the Philippines. He quickly agreed to do what Bob asked. 
A day later be gave Bob all the information he had requested. 
A week later, Bob met with Carl again and handed him a. 
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package containing the original negatives and videotape ol 
ad's Manila night. Bob also assured Carl thar he didn't have, 
ta worry about Bill. who had "disappeared." 

Bob had another surprise for Carl. His friends in Manila 
had found the information that Carl had provided so useful 
that they were paying a bonus. Bob then banded Carl am 
envelope containing $1,000, He asked chat Carl sign a receipt 
for the money so Bob could prove to his friends that he had 
pissed it on to the intended parry. Bob assured Carl that no. 
further record would be mide of the transaction and that he 
‘ould consider the money tax-free income thar neither Carl's 











employer nor the IRS would ever know about. 

As soon as he signed that receipe, Carl was hooked, The 
next rime, Bob asked for a bit of commercial intelligence on 
ad's company's plans for a pending deal in Singapore, Carl 
made $1,500, exserly what he needed to pay for the unex- 
pected orthodontic work his daughter required. During the 
neat several years, Cath pasted increasingly sensitive intel 
gence about his company's overveas deals on to the man he 
knew as Bob French, 

Bob and Bill had worked together in setting up the 
recrvitment thut entrapped Carl into hecoming » corporate 
spy. Bills disappearance wasn't murder he just dropped the 











fake idenrity he'd used for one operation 


When the Cose Officer Can. 
Openly Blackmail the Recruit. 

Although the case officer is usually not the one who 
actually blackmails the recruit during the initial process, 
‘once the recruit is working as a spy, the case offices may use 
blackmail, if necessary, to Keep the spy in line. The case 
officer should always collecr che necessary evidence that he 
can use co blackmail a recruit who decides he doesn't want 
to Spy any longe 
Tn che previous example, for as long as Bob controlled Carl 

he kept in a safe his own copies of the photos and tapes of 
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(Carl night on the town along with the growing ple of receipts 
for che money he paid Carl for company secrets. But he never 
had eo use chat material to control Car 


Creativity Is Always the Order of the Day 

There arc an infinite number of ways in which a cast offi 
ccercan deceive a targer into turning trator. The best method 
is one specifically designed to fit the emotional, psychologi 
cal. and monetary needs of che target while subely offering the 
target a justification for what he is going to do—steal itforma- 
iion and give ir to the new friend, who has suddenly become 
an important part of his life 

Sometimes, honesty—or berter said, some honesty—is the 
bes policy in a recruitment effort If surveillance and investi 
gation uncover that a potential recruit is already angry at his 
bos, he might jump at the chance to do a litle spying for the 
‘competition, especially if he can make money doing it. 
Intelligence experts who engage in commercial espionage are 
always on the lookout for disgruntled employees who are 
locking for new employment. 

Tn such a case, the direct approach, it which the case offi 

«t offers both immediate rewards and the possibility of 
future employment, may be the easiest, quickest route to 
recruitment. That's why the cold pitch described in Chapter 
2 to recruit Silvestre Martinez worked. Martinez was in a 
areer bind and he knew it, and he also knew that the only 
intelligence agency that would be interested in the informa- 
tion he had to sell was the CIA. When you have a potential 
recruit who will jump at the chance to work for the CIA, IRS, 

FBL of a business competitor who wants to put a recruit 
an boss out of business, a false flag is not only unnecessary, 
jt may actually get in the way of recruitment. 

However, even in those cases int which the case officer 
honestly admits whar organization or agency he represents, 
some deception is still in order, The smart case officer will not 
Use his teal identity or give che recruit any information that 
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would allow rhe recruit to identify him or leam anything 
abon his personal life. Irs always possible thar the potential 
spy who appears so anxious co start spying for the case officer 
is, ìn face, the bait set ax a trap, Irs also possible that the 
potential recruit will suddenly change his mind. In any case, 
the less thatthe reeruit knows about the real person doing the 
recmiting, the better. 


When the Recruitment Fails 

There are no guarantees in life, and even the best-aid 
plans sometimes end dissstrously. The recruit may recognize 
what is happening and immediately react to protect himself 
and those to whom he owes his loyalry. The target may break. 
‘off contuct, of he may goto his security officer, counterintll- 
‘gence people, or the police, ‘The worst-case scenario is one in 
Which he continues ro lead the recruiting case officer on, 
either tn entrap him or to feed him false information. 

The possiilicy that the tanget will be doubled in an 
attempt to spread disinformation is the reason why clase sue 
veillance of the target should continue throughout rhe recruit- 
ment elfort. If the potential recruit starts meeting secretly 
with other peuple, the recruiting officer must be among the 
first ro know 

Failed, aborted, and doubled recruitments always pose a 
serious threat to the intelligence agency, the private intelli 
ence case officer, ofthe private citizen who initiates an esp 
‘onage operation. ‘Therefore. recruitment plans most always 
include procedures to follow in the event of failure or even 
betrayal, ‘The espionage officer mast assume that the subject 
who rejects a recruitment attempt will report the arcempe to 
his government, employer, or agency. 

‘As soon as there is good reason to believe thatthe attempt 
at recruitment has failed, or will fil, the ease officer and any 
others engaged in the recruitment must break off all contact 
with the subject. Any contace points, such as office phone 
numbers or safe houses, must be shur down. The target must 
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have no way to contact anyone associated with rhe recruit- 
ment once the recruitment effort is abandoned. This is why it 
is so important to use a false identity when recruiting, even 
‘when the recruiter is honest about what government or ongs- 
nization the spy will be serving Those responsible for espi- 
omage activity must be able to make a credible denial if the 
target goes public or atempts to make a criminal charge, 

Tf future attempts are made to recruit new subjects in the 
same target organization, the case officer must assume the tr 
get officers will be warned. The same false flag or cover story 
should nor be used, and the same case officer should not 
jempe ta contact another potential source in that tatget org 
nization. his is why the CIA and other spy agencies often 
temporarily bringin a case officer assigned in another country 
for some extra dury whenever thcy initiate a recruitment, If 
the recruitment fils, the exposed case officer can immediate- 
ly leave the country, and there will be no chance that the sour 
recruit will bump into the failed recruiter accidentally while 
walking through a shopping mall 

A clever recruitment effort using a false flag may chuse 
the enemy problems even when it fails by spreading misir 
formation. Say, for example, a KGB case officer pretends to be 
an American interested in a relationship ìn order to recruit a 
young but homely woman working in a French atomic 
pons production facility. When the woman's new lover 
starts asking questions about weapon production, she goes to 
her security officer like she is supposed to. The French coun- 

intelligence agency attempts to tap the case officer, but he 
ors the tail on the target recruit and disappears forever. The 
French government then commits 1 grcat deal of time und 
fore trying to discover why the Americans arc recruiting 
Spies within the French nuclear production industry. 

Tn similar example from the world of private espionage, 
a case officer working for a large corporation attempted to 
recruit @ spy inside a competitors bookkeeping department 
by claiming vo be working for the IRS and offering a sizable 
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reward for the information he wanted the targer to steal. The 
honest employee instead told his boss about the attempt to 
recruit him. The bass was no longer such a threatening com- 
petitor because he was worried tno much about posible 
{government investigation into his financial affairs. 

‘Whenever abandoning a recruiting effort, che case officer 
should do everything possible tn embarrass or discredit the 
uncooperative target. He should expose any blackmail mater 
ial, tll the failed reeruit's wife abour the girlfriend, anony- 
mously report crimes to local police, and so on. The more 
tuouble the failed recruit suddenly discovers in his life, the 
less likely he will be en spend time and effort trying to ident 
fy the man or woman who tried ro rurm him into a spy. Ifa case. 
officer can't recruit an enemy's loyal employee to spy for him, 
he can make sore rhat rhe employee isn't rhe happy worker he 
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Chapter Thirteen 





‘The Basic Step: 
Phase Two 





very new spy muse be tested as soon as he stars 
passing intelligence to the case officer to make sure. 
that the spy is delivering reliable information. 


TESTING THE RECRUIT 


The testing will continue for as long as the recruited spy 
provides intelligence information. The best way to test the 
new spy’ reliability is to check his information against known 
acts. To do this, the case officer tasks the spy with finding our 
pecifc information without letting him know that the case 
fice already has that information. 
For example, the CIA may already have identified a mis- 
ile site by surveillance photography. So the case officer asks 
ie new spy to steal a list of missile sites and then checks to 
make sure the known site is on che lise provided by the spy. If 
Whar the spy provides doesn't jibe with what che case officer 
knows to be true, the new agent may be a liar, a plant, or just 
3 poor source of information. Regardless of the reason for his 
inaccuracy, he is not credible, and if the situation cannot be 
comecred through threats or the termination of promised 
rewards, the spy should be dropped as a source. 
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Although stolen information can almost always be veri- 
fied during the early service of che recruited spy, as the spy. 
provides more sensitive and unique informacion, it will be 
more difficult to test information provided by the agent 
against other reliable sources. 

If possible, any espionage operation should recruit more 
than one spy inside the targer organization. By operating a 
ring of spies, rhe case officer can check each spy’ information 
against the information pmvided by other spies. Each spy 
should have no clue about which of his colleagues is also spy- 
ing for the enemy. It's best ro recruit different spies under dif- 
ferent false flags using different case officers s the control for. 
each spy 

Eventually, the best and most useful spy may be provid- 
ing intelligence information that is not available from any 
‘other source. This isthe very reason why someone sets out to 
recruit # spy—to learn something thar cannot be learned any 
‘other way: On the other hand, such single source information 
van be extremely dunigerous if i's misinformation, 

Sometimes the information can be easily verified by the 
results. For example, the spy reports that thc enemy will 
arrack Canagena on Tuesday, and the enemy does just that. 
However, careful records must be kept of all information pro 
vided by the spy, and these must he checked against future 
events and other sources of information 

A rigorous seienific method must be followed in checking 
‘on the veracity of the information provided. If the information 
is indeed true, then all predictions of future events based on 
the stolen information will prove true. Even onc prediction 
based on an agenc’s information that doesn’t check out must 
faise serious doubts about the reliability of the agent 
However, sometimes false predictions can be explained: 
"The prime minister changed his mind at the lst minute and 
‘canceled the attack on Cartagena because he discovered that, 
the enemy had been alerted to the arrack.” Often, when an 
incelligence report proves false, the excuses offered by the 























w Rinise A RING OF 





spy can be checked out. If cbe explanation cannot he verified 
the intelligence operations officer must exercise even greater 
care in testing future information the agent provides, 

Th all intelligeace-collecsion efforts that rely on recruited 
spies, lying is = constant consideration. In one case in the 
1950s, the CIA paid millions of dollars to a Chinese agent who 
claimed he was running a network of pics that he had recruir- 
fed inside China. He claimed his agents were reporting on 
social conditions, anti-government activities, and economic 
Gevelopments. The agents inside China supposedly delivered 
their reports to the US. agent by secret correspondence and 
radio transmissions 

Th fact, the self-described private intelligence enttepre- 
meur was lying He based his reports on newspaper stories, 
public government documents, and propaganda broadcast, 
all of which he collected ourside mainland China. He had no 
Ting of spies, no clandestine radio nes, and no sources inside 

People's Republic of China. 

Because he was using many of the same sources that the 
CIA war—interception of radio and TV news programs and 
newspaper clipping services—the bogus spys information. 
generally tracked with what the CIA analysts already knew 
bout Red China. By the time the CIA discovered the mature. 
of the information, che agency faced a massive task in clean 
ing out the thousands of files based on the faked information. 
provided by the bogus spy. The "spy" disappcared-—along 
‘with the millions he had collected—and was never heard from 
again, Even worse, there is good evidence that the spy was 
Wecking for the Republic of China in Taiwan; that is he was 
telling US. intelligence what the Nationalist Chinese wanted 
the Americans to believe. 

The fact that some information does check out is nor 
irrefutable evidence that rhe source is reliable, Disinforma- 
ton operations, such as when a spy is doubled and then used. 
to pase false information to an enemy, always include factual 
information as a cover forthe misinformation, 
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‘The three most dangerous mistakes an inzlligence officer 
cun make are as follows 


+ To continue to accept unverified intelligence provided by 
a recruited spy after a piece of information has been 
proven false. (This is especially dangerous if previous 
information from the source made the intelligence officer 
lock guod with his superior. 

To refuse to accept information provided by a reliable 
agent—one whose previous information has always checked 
ut—because the new information doesn't ft he officers 
beliefs about what the enemy i doing ot planning. 

To pressure the spy to provide intelligence tha will verify 
the officer's unsubstantiated conclusions, which will likely 
just tempt the spy to create false intelligence to keep the 
payments corning in. (The woes sin a case officer can com- 
mit iv to offer a spy a bonus if he produces intelligence. 
confirming his own favorite theory. Never give a spy a rea- 
son to Hie to keep the case offices happy.) 


The whole purpose of spying is to Icam information that 
changes our understanding of what the enemy is planning and 
will likely do. 


WHEN INDEPENDENT 
VERIFICATION ISN'T POSSIBLE 


All too often, it's impossible to verify information inde- 
pendently before deciding what action to take based on chat 
information. Sometimes intelligence collection evolves to the 
point that there is no way to verify a report, but if thar infor- 
mation is acted upon, and it proves true, victory is guaran- 
teed: but if ie proves false, disaster ensues. This dilemma is 
‘why s0 many intelligence agencies have turned ro the pol 
graph examination as a way of testing recruited spies. 
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Fluttering the Recruit 
The CIA and other government spy agencies often 
include the polygraph as one part of their testing process. The 
recruit will ssually only submit co a polygraph examination 
ses that 





cr the recruiting process s completed and he teal 
he is indeed spying on his own government, employer, or 
friends. Once he realizes his predicament, however, the spy 
usually has no choice other than agrecing to be fluttered, pro: 
vided the case officer can atrange 2 way to set it up. (The spy 
who is being paid to supply secrets and refuses ro be fluttered 
is most likely lying.) 

Some polygraph exper, the honest ones, will admit that 
e polygraph is really a psychological taol rather than a 
machine that measures tnith. Anyone who understands whut 
4 polygraph will or will not do ean often beat the machine. Ir 

nesn't work much bertet than a coin Nip as a lie detector for 
many people, including those who have the most experience 
telling lies. When the machine does work, it works as often as 
not because the subject doesn't dare tell a lie our of fear that 
the machine will catch him. 

There arc several books that describe techniques on how to 
best the machine, and many intelligence agencies instruct their. 
employees and sometimes even their agents on these tech: 
miques Rick Ames passed wo polygraph tests while he was 
making millions of dollars selling out U.S. spies to the KGB. 

Polygraph examinations are expensive; they require 
waned personnel, and the recruit must goto some secret loca: 
tion. such as a safe house, or even take a trip to another co 
tr so he can be flurrered. Even so, if rhe case officer has the 

‘ns of flurtering a recruit. it is worthwhile doing so, as long 
the case officer understands that the polygraph examina- 
n is one part of the drama of recruiting and evaluating the 
Porce, a scenario designed to make the recruit believe that 
his lies will be discovered and he will be punished. 

This drama can affect a recruit so much chat a private 
intelligence operator may want to arrange a fake polygraph 
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examination if he doesn't have the budget and trained per- 
sonnel for the real thing. Most people have never seen 2 poly- 
gaph machinc, so its a simple exercise ro set up something 
that looks like a polygraph session does on television, hook up. 
The subject, and let someone ask him a bunch of questions. In. 
such a con ir îs surprising how often the subject will tell the 
truth because he thinks he can't lie without getting caught, or 
he will get so nervous that an interrogator won't nced a lie 
detector to spot the lies he tels. 

What the intelligence officer should never dais accept the. 
word of the recruit based on the supposed results of a poly- 
gniph examination. The truth can only be determined by 
‘examining whether the information provided proves true. If 
not, then the recruit was lying or someone lied tobi 
ter what che machine told the polygraph examiner. 








Verification by Friendly Interrogation 

Intelligence officers who understand the fallacy of 
depending on the polygraph rely more on the techniques of 
friendly interrogation to test their recruits. Fach time a case 
officer meets with « recruit in a sitnarion that permits a frank 
exchange of information, he intertoyates the recruit in great 
detail about his collection of intelligence information. 

When 4 friendly interrogation is done right, the subj 
may noc even realize that he is being interrogated, bie instead 
conclude that the conversation demonserates the case officers 
interest in and concern aboue rhe subject's daily activities and 
the risks he is taking by spying, 

A good source-verificaion interrogation vill take several 
hours (or even several days), with the case officer (or better, a 
tained interrogation officer) encouraging the recruit to talk 
about anything and everything dealing wich his daily life and 
his spy activities. 

Tac all possible, che entire conversation should be record- 
ed without the spy's knowledge. Its cven better if the inter 
view can be secretly videotaped. The more derail the recru 
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provides in answering questions, rhe better The case officer 
sanis to learn such things as to whom the recruit has been 
talking, the dates and time of day such meetings took place, 
where rhe meetings took place. who else attended, and what 
they ate. Every question should be asked in several different 
ways, bur they should interspersed throughout the dialogue 
and nor be sequential 

After such an interrogation, the case officer, the intertoga- 
tor, and the suppor intelligence staff must yo over the entire 
conversation, word for word, looking for possible cont 
tions and making specific comparisons with the answers to the. 
same question asked in different ways, 

‘Telling lies is a lor harder than velling the truth. and only 
the cleverest of deceivers can remember all the details neces 
sary fo make a lie hold together over a long interrogation. Most 
liars don't plan a story thoroughly, so they must create thc 
details on the fly, which makes it even harder to remember the 
lile lie hey told ewo days ago. Most often it will be the litle 
details that alert the case offices thatthe recruit is lying 

Perhaps the recruit describes a visit to a nuclear plant, and 
when asked a question about rhe weather, he reports it was 
sunny day. When the case officer checks a weather report, he 
discovers that the day was heavily overcast. Maybe the roctuit 
mentions that one of his sources was drinking a martini dur- 
ing one meeting. When the friendly interrogator asks several 
im later what drinks were served at the meeting, the 
recruit, who has already forgotten what he sald earlier, repores 
that everyone was drinking scotch. 

Give a suspected lar a chance to talk, act as if you believe 
every word he says, and ask lots of questions. Sooner of later 
the lar will tip himself up. 














TRAINING THE RECRUIT 


Every recruit will eventually require some training in the 
craft of spying—such things asthe use of miniature and spe- 
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alized cameras, coded writing, computer encryption pro- 
gams, radio transmissions, surveillance-derection techniques, 
dead drops, and escape and evasion tactics. How much trim 
ing is necessary will depend on the sophistication of the tar 
getcd organization, how the spy is collecting the information 
he steals, and what personal expericace and technical infor- 
mation he brings to the table when he agrees t spy 

Obviously, if the recruited spy is an employee of anoth- 
er spy agency, he will need to exercise extreme caution in. 
avoiding thc counterintelligence security apparatus that 
routinely searches for evidence of treason among its own 
employees. On the other hand, the secretary recruited 
Spy on a small business executive may have little reason ro 
fear exposure and thus need only minimal instruction on 
the practical aspects of spying, 

‘The training may range from no more than a couple of 
hours of instruction in a safe house to an extended trip ro à 
neutral chird country with long days of specialized instruction 
Training also provides opportunity to cement the relationship 
between the recruited agent and the control apparanis, to 
tempe the recruit wich furure rewards, and to make him feel 
like he now belongs ro a close-knit organization that will pro 
tect him in the event things go wrong, 

Special emphasis should be given in che raining session an 
the techniques used ro pass both inseructions to the spy and the 
intelligence collected by che recruited spy back to the case office. 

Arrangements should also be made for handling pay 
ments, and rhe training officer must emphasize the need for 
discretion in how the money carned from spying is spent. The 
Uuaining session should uddress the question of how to explain 

iden wealth—r, better, how to hide it. Rick Ames told his 
colleagues in the CIA that he had married a Colombian 
woman who had inherited a great deal of money from her 
father. (The moth was that Rick's father-in-law lefe no wealth 
when he died and Rick spent a good share of his income fram 
spying on the support of the mother-in-law in Colombia.) 
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‘Often, people who are recruited 38 spies discover they enjoy. 
the secrecy and the excitement of showing up others, especially 
those whom they think have underestimated their abilities or 
taken advantage of chem. Good case officers play on this. There 
may well be no need fr secret drops, complicated plans for spot- 
ting surveillance, or scere passwords, bur dramatics in both the 
training and use of such skills on a regular basis will serve to keep 
the recruited spy interested in the game- 





THE PSYCHOLOGICAL HANDLING 
OF A RECRUITED SPY 


Eventually, che recruit will realize chat he is spying on 
those who trust him. At this point, the surogate recrviter 
shouid pass foll control of the recruit to the case officer, if that 
has not already been done. This passing of control should 
appear to be a natural result of the recruitment process. ln 
most cases the recruiter should set up a meeting with the per- 
son who will serve as the regular ease olfices. “This is my 
i, who is going to help us solve our problem,” or “This ix 
the man I told you about, the one who will be paying you from 
now on.” Ifthe recruit has a dependent relationship with the 
original ectuiter especially if it involves a sexual relationship, 
the case officer may want to keep that relationship alive, at 
last fora shore period or until the case officer ean manipulate 
he recruit into a new dependency on the case officer. 

At some point. the case officer should guarantee the safe- 
f the recruit and his family. It is not important whether the 
aramee i valid: what is important is that the recru 
licves the guarantees is valid. (A good case officer will 
gc in any deccprion—no mater how crucl or false it may 
bc—if che deception ensures the cooperation of rhe recruit. 
The more convinced the recruit is that his spying will nor 
Ic im personal tragedy for himself or his family, Ae dues 
hat she case offiser demand, the beter spy he will be. (There 
‘s noching wrong with letting the spy believe that if he fails to 
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do what the case officer demands, he will be nostri decp i 

Each recruited agent requires personal handling. The spy 
may want a buddy. a confessor, a mother, a leader, a lover, oca 
gencral. Ar rhe same rime, rhe case officer must keep his own, 
emotions under tight control at all times and never allow him- 
self to develop any kind of emotional atachment to the recruit. 
The case officer has o play che great friend and buddy while 
mentally building à wall that will allow him ro use the recruit 
in an effective manner without worrying about the conse- 
‘quences, even if that requires placing the recruit in extreme 
danger. Vet, he must keep the recruit from ever recognizing 
‘that he is being exploited in the most cynical manner 

The case officer should watch for signs of stress and be 
ready to reassure the recruit whenever necessary. 
be very important, especially for those who become spies for 
ideological reasons. The CIA made Oleg Penkovsky a secrer 
US. citizen and a colonel in the L.S. Army. The KGB made 
John Walker an admiral in the Sovier navy, even though 
‘Walkers motivation for spying was pure greed. 

At some peint money almost always becomes a part of the 
‘equation. Paying à recruit works borh ae a reward and ax à 
means of control. bur determining how much wo pay him can 
be tricky. The pay isn't based on what rhe information i real 


























Iy worth, but rather what the recruit can absorb inwo his life- 
style without making it obvious he has a new source of 
income. No case officer wants à recruir's sudden wealth to tip 
ff his boss that the employee may be working for someone 
The money should be enough to be an important source 
f new luxury im che recruit life, but not so much that it 
draws the attencion of his friends. relatives, and colleagues 
If at all possible, the case officer should get a signature 
‘on receipts for any money passed to the recruit in payment 
for information, (The case officer can always blame the 
necessity for a receipe on superiors who don't trust him.) 
Such evidence can later be used to threaten an agent who 
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wants to back out of his agtcement to spy. Once a person. 
has turned trator, he should always fear the possibility that 
the control officer will betray him if he doesn't meer the 
demands the control officer makes. 

Payments don't have to be made directly to the recruit. 
Phillip Agee reports that in Mexico, the CIA supported the 
mistresses of government officials, paying for their rent, auto- 
‘mobiles, and shopping bills. The advantages of such a deal are. 
‘obvious, ‘hese is no paper money mal leading directly to the 
Tecrit. He gets che luxuries he wants without having to worry 
about hiding à rich bank account. In a similar way, a case ofli- 
cer might pay off gambling debts, provide vacation accommo- 
dations, pay or airline tickers, cover the expenses of a nursing 
home for a reensit's mother, or buy property in a foreign coun- 
ty and register it inthe recrut’s name. 

‘Once recruited, a spy may continue providing incelligence 
material for many years. Every intelligence agency has employ- 
ees who follow carees paths that will eventually resule in pr 

oos and transfers. That means tht a case officer in most 
sence-callection operations will sooner or later have to 
transfer ehe spies he has been running to a new ease officer. 

Such a change of case officers presents special problems. 
‘Oftentimes, the agent will have developed a deep emotional 
attachment to che case officer and won't like the idea thar he 
is being handed off ro some stranger. 

"The original case officer is responsible for preparing the 
reccuit for his new handler, He should offer credible explana 
tions about why he ean no longer handle the agent, explana- 
‘on that fit under the als flag the case offices has been using. 
The old ease officer must brief the new case officer on every 
thing there is tw know abour the spies he will be inheriting 

‘Sometimes even the best preparation work won't make 

ruit feel comfortable with his new contol officer. Also, 
‘sometimes happens thar the recruit no longer wants to con- 
tinue spying and will look at the change of handlers as his 
chance to break loose In this situation, signed receipts, bank 
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account seconds, photographie evidence of meetings, and 
Fecorded conversations ean be very important. Al spres are 
Subject vo the ultimae frm of blackmail the Knowledge that 
they canbe exposed to those they have betrayed. 

"Even when « case officer must openty threaten a spy to 
cep him producing, the cae ofcet should ty sift the 
blame to some third parny. “T 4 et you go. but I'm im ehe ame 
Tic vo ae. The peopie who cont eme won ler either of we 
go. Neither of w hat any choice, ualens we are willing o goto 
{al orsulfer something wore 


‘TERMINATION 


A things come to an end, and every recruitment plan 
should include plas for teinatng the amangeran with the 
pp. The scc cow ace wil alneye be the one wha 
decides thatthe relationship with a spy anauia end. Spies dent 
Beten quiton their own. Even so: when a conmo officer decides 
to cot a spy lors, ignes much more smooth the spy eam De 
‘convinced shat the decion was murua! or even his own That is 
Easy to arrange if he py manted pot but didt dre because o. 
fea of what the cae officer woul di he tried to qui 

Te gets more difficule when she spy enjoys what he is 
doing ama the money he is making. Agenes recruited under 
ase Nags can usually be terminated with Jess trouble shan 
agents who know the trae identity of hore for whom they are 
Werking, The ease officer who terminates an agent recruited 
"idera fale ag most male sue dt e wi mot run into the 
agent in a public place in à situation in which the agent cin 
lear who che cate officer eal ix This wil be aser to doi 
the one office? knows + goad deal about the terminated 
agent Nis Me ase, he place he works, and where he hangs 
mt in his free time, M he cae otfieer shouid aceidemaliy 
"eer the terminated agent om the tect of somewhere ee, 
fhe must be ready co Insanly assume the fase fg role he 
played when he war running the agens. The longer a care of- 
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‘cer works in any given area. the more likely such an acide. 
"al exposure becomes. This is one reason why mont imema 
"ona spy ageeces roate iheir agents into ew terres 
Every swo to four years 
“The case officer should make the cerminaton 28 ea 
possible. He should not say anything exits ofthe agents 
Tork. even if he knows the agent has been making up hic 
Inteligence. lesead, he thoold fer excuses that Mame 
Someone up the line in the imreligence arency, budret piob- 
Tema, or even the cie offers oum cree prolem 
‘Whether it ina abe cruitment o the secre gent 
knows wh he is spying for if the spy was moved By pred, 
"he won be happy with che sudden Mons of income and may 
ven ty to fake mote important intelligence ww Keep the 
money coming in. When possible the case officer should pay 
e einean agent sos kind f lem cer t enc th oe 
M the eme officer has fle of evidence thatthe rerit 
wouldn't wame the people he hasbeen spying on in hone 
boot, the cie officer can make a few veed threats at me 
ame me he makes the payoff. Te works besc if the spy is wid 
"ow long he wi be spying e che omset and what Kond of sew- 
anoe he wil be paid when hir servies are mo longe needed. 
The capeczaiun stat tbe recruit il only be spying fot 
s short me perhaps only several weeks, then is bes t 
"clue am ofer ot a sutsancal bom at the tme of cru 
ment tobe paid once the spy his completed the work 
international sy agencies often employ agent for many 
yearn especially those recraied as access and supply apene. 
‘The CIA fer such agents redrement benefiet and sorme- 
times even an opportumty 9 immigrate 1 the United States 
or their retirement vean. Government case penis uiia 
ales the se Mrd nf beneti ta piman Aaea Sia are 
Engaged in the direct colection of intelligence under high- 
tisk cumstances, especialy those who become moles, 
Unfortunately. few such agents ive ever hed king enough 
to olleet teir promised reurement benches 
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The worst kind of termination i when the recruit is caoghr 
spying. When that happens, che primary consideration of the 
exce officer must he to protect himself and the intelligence 
agency that employs him. The case officer should only artcmpr. 
Yo rescue che spy if he can do so wichout risking his own oper- 
ational safety. In many cases the case officer provides the spy 
an escape plan thar he can use if he leams he is aboot ro be 
arrested. Bur almost any escape plan must be initiated before 
the spy is arested. Even then, the discovered spy will be on his 
‘awn during the initial flight, ac least until he crosses fronti 
or makes it co à sufe house contolled by the case officer. 

W rhe recruitment is done under a false flag, i's quite like 
ly that any escape plans previously discussed with the recruit 
will include promises thar cannot be fulfilled. There was no. 
way that Rashid Yasin could have ever arranged for the 
Silverman to immigrate to Israel (ee Chapter 6). 

Nevertheless, even when a recruitment is donc under à 
fie flag itis much better if the recruit can avoid capture and 
prosecution. Yasin probably did have a bundle of cash and 
false documents ready to give Irvin Silverman, along, with 
some suggestions on how they could hide out wasil “I can 
urange transportation 1o Isracl.” Unfortunately for the 
Silvetmans, things Fell apart too quickly and Yasin had to save 
his own skin- 

Ia spy recruited under a false flag is captured, every mem- 
her of the intelligence team should break off al contact wh 
him. All offices, telephone number, safe houses, drops, and 
message center should be immediately closed down, and any 
evidence pointing to the tc identity of the recruiter or any of 
his agents should be cleaned up and destroyed. 

Remember, the whole purpose of recruiting a spy is to 
steal information that the enemy doesn't know you have 
Every rerminarion should be designed to ensure that the theft 
of the intelligence remains a secret f chat can't be achieved, 
then the goal is fo make sure that the case officer is nor iden- 
tified and captured. 
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Chapter Fourteen 


The Security Aspect 


———— 
O Qc possible precaution 6 enore dur the peo- 
pic who ae te ar c he imeligence cle 

mdr oo ay dar tho hne py nt idt. Ho mur 
Ai make sre dut should he ety coutrcnpinage fi 
{ch coer tac there might bes sy in the organization, 
Shey eann uate the spy back to tne cuc fier reve ve 





THE THREE STEPS TO SECURITY 





s 





‘The case officer must set up procedures for handling the 
py that accomplish the following objectives: 


+ Establish security procedures that the recruit will follow 
to avoid attracting attention to himself as he steals infor 

+ Establish secure methods of communication berween the. 
‘case officer and the spy 

+ Reduce personal contacts berween the case officer and the 
spy to the absolute minimum required to maintain disci 
plinc, morale, and operational technique 








ESTABLISHING SECURITY PROCEDURES. 


Most recruits solicit advice from their case officers on how 
to go about collecting inteligence without getting caught. IF 
at all possible, he case officer should nor simply recommend 
security procedures for the recruit bu also arrange training for 
him in merhods ro avoid detection consistent with the secur- 

ity threat under which he will operae. 


The Basics of Stealing Secrets 

The safest method for stealing secrets is ene in which the 
spy participates in or eavesdrops on conversations during the 
courte of his legitimate workday. oF in his ordinary aocia- 
tions with the targets of the intelligence operasion. The spy 
may arrend meetings where intelligence information is dis- 
cussed, regularly overhear conversations near the desk where 
he works, or rype up secret reports forthe boss. In addition to 
what he hears and sees, the spy on the imide will have regu- 
lar acvess to documents conaining sensitive information. He 
might hold such documents in hi private uffice during work 
ours and perhaps even in an office safe. He may even take 
documenrs home to work on. 

“This is low-risk spying because the spy is doing his job or. 
playing the role that the source expects him to play. This is 
why Rick Ames was such a dangerous spy. He went to work 
vety day and did exactly what he was supposed to do—and 
then told the KGB what ic was thac he had done and learned 
while on the job, ‘The better such a spy plays the role of the 
Joyal, hardworking (but nor particularly ambitious) employee, 
or the grand but not demanding lover, the more he becomes 
the invisible person who makes a perfect spy. 

Alternatively, the spy who has a close or intimate relation- 
ship with à primary source of information perhaps a mistress 
ara lover—will get information by listening to the source bras 
about his work or by eavesdropping and going through docu- 
ments the source leaves lying around. 
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The risks of discovery increase when the spy must eaves- 
drop on conversations he is no supposed to hear, such as 
secretary listening in on phone conversations or a chauffeur 
ewiting a connection so that he can listen to conversations in 
the backseat (even when the passengers have turned off the 
intercom), This risky but often necessary behavior includes 
deliberately gaining access to documents the spy would not 
normally scc in the course of a workday. A secretary might 
ead documents on the boss! desk while he’s in the bathroom, 
2 file clerk might search through file cabinets that belong ro 
an officer, or a chauffeur might open a briefcase left on the 
backseat while the employer goes to a meeting. 

These kinds of spies will need the most advice from their 
control officers, nor just on how to steal secrets, but also on 
how to keep their activities hidden, how to protect what they 
have stolen from discovery, and how ro deliver such material 
safely to the control officer, 

In such situations the spy should never steal documents, 
bur should instead copy them or photograph them. If that is 
impossible, the «py should read the documents and write 

immary from memory as quickly as possible. 

The spy should also always have a story ready that 
‘explains why he accidentally ovetheard a conversation or saw 
a document. “I'm sorry I didn't realize you were on the line. 
1 was going to call Nancy in security and suggest we do 
lunch." If caught looking through papers on the boss’ desk, a 
secretary might say, “I'm looking forthe budget proposal. Did 
sou pick it up?” Any inane explanation is better rhan no. 
explanation, provided it is given without hesitation 











Remembering What You Have Learned 

The spy doesn't just have to worry about getting caught 
while eavesdropping or reading a document he is unable to 
photocopy. He must also remember what he has heard of 
seen, sometimes for up to several hours, before he can find 
2n opportunity to write the details down. Therefore, it is 
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critical for the spy to develop the ability to memorize large 
quantities of information. 

‘Memorization is a talent that can and, indeed, must be 
practiced. Good spies must develop good memories, and its 
the responsibility of the case officer to encourage and help 
them to do so. Exercises in memorization techniques should 
be included in any training provided vo the spy. Here's a sim- 
ple memorization exercise 

‘Warch and videotape a television news broadcast, poli 
ical debate, or a serious discussion of any kind. Wait 30 
minutes, then write out a detailed report of everything you 
can remember. Inchide descriptions of the people who 
spoke, backgrounds, and any action observed, including, 
Unintended subconscious actions (like someone brushing 
back a loose strand of hair). Replay the tape several times 
noting all the things you missed in your original report. Do 
the same thing with additional programs over and over 
your memory improves 

As voon as he is alone and ean safely do so, the spy should 
write out complete, detailed summaries of any relevant con- 
Versations or documents. Perhaps the best way to do this isto 
dictate into a tape recorder and then write our the report. 
‘making the necessary changes as his memory is enhanced by 
the recording, 

If there is any chance that such notes might be discov 

the spy should use some kind of "invisible" or coded 
writing, This can range from such old standbys as lemon juice. 
Which is then exposed to heat to make it appear, to a variery 
of invisible inks that arc commercially available 





Recording Conversations und Copying Documents 
Obviously, i's better ifthe spy can record a conversation 
‘or make a copy of a document. This is a much higher risk sit: 
uarion than eavesdropping or sneaking a peck. If someone is 
caught taking pictures of documents at work or wearing a witc 
to a confidential meeting, there is no story in the world that 
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will convince the security officer thut he suspect is engaging 
Tian innocent acuity Indeed, mast gneemment agencies 
that handle eased informacion prohibit employees fom 
taking personal cameras to thcir offe. Even so, ic ee tà 
us rures mielqer cames there n a imber ol oh 
Cameras on the market, amd every case officer should supply 
sechs camcn ro i recruits along with imerucsiom on ts uc, 
Thee arcae min caet recorders that can be hidden i 
pocket ang caried ino a meeting 

Nowadays, every office has a photocopying machine: The 
more security conscios rhe office environment the mor di 
fcil be zo ue the machine during work hou frspy- 
ing Stil, many spies find chac vhe easiest way to make copies 
B document is w copy i at the ofice, 

Sst spies doa ake just the document they want 10 
coy tn the copy machine. They hide in a pil of regal 
srrkor ome personal material e.g invitations o4 pury ora 
Xka t homework, Gering caught sing the offce equipment 
for personal work may atn a reprimand. but ic wil be a lot 
lex serio than what wouid happen if the security officer 
oce about the tp-accet der nr hidden under vhe child's 
drawing ofa wich 

When documents cannot be copied in the locaton they 
are kopt, the spy may have ta remove the document o a afe. 
place: copy them, a then recom them oo their storage arca 
Tni sach a rk behavior that the case oficer should 
penonally approve nach action, determining in if th intel 

ec worth sng the permanent lost of he spy 

Despite the inherent danger in removing document fom 
an office the spy ean probably get sway with ic becnse mor 
^ie manager get very relaxed abour scrurty Time and 
apum Tve weed goremment bucaucs make phome- 

pies of secret documents amped with cler wamings that 
no pies were tabe made, They did cx because they wee 
"pcs bu because they wanted caer person in a meeting to 
Rave « copy ofthe Gocoment instead of haring o pam ir 
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around. Tn such a lax security situation, a spy might well be 
bscrved copying secret documents and still noe be chal- 
fenged. In his years as a spy, John Walker repeatedly made 
photocopies of code books und carried them home in his 
Dricfeaze and never came close to getting caught: (Walker was 
finally caught when his ex-wife, who had known about his 
spying for years, turned him in to the PBL) 


Computers as Spy Tools 

he use of computers has totally changed the 
spying, mostly o the advantage of the spy. The casiest docu- 
ment of all t steal isa document stored in binary formar in a 
computer, provided you have access ro the computer and 
now how tn access the information. It takes only tbe night 
ind of floppy disk and a few seconds alone fo copy the 
desired file t the floppy disk. 

‘Most computer security programs are designed to keep 
strangers out of the system, but the whole purpose of recruit 
ing a spy isto have someone who has access to a system- The 
better security programs have à compurtmentalized network 
that requires passwords to access the most sensitive informa- 
ion. Tlowcver, a knowledgeable computer experr can often 
hack inen such reserved areas. Borer yet for the spy, those 
who have acess to the sensitive areas of the network ae often 
Exitemely careless in Keeping passwords secret. They may 
rite passwords down in a notebook; use easily discovered 
passwords such us their mothers’ names, their addresses, or 
their bith dates; oF ket sloppy about checking to make sure 
that no one, not even their trusted secretaries, is looking over 
their shoulders when they log in. 

‘Anyone who intends to run an espionage operation against 
any modem ofganization should be thoroughly familiar with 
‘computers and should tran their recruits in the use of comput 














‘cs, A janitor or chauffeur everyone assumes is computer 
trate may gain access to the organization's computers at times 
Of the day when he ean browse through hard disks and network 
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düccrories with minimum risk of discovery: T predict that, 
increasingly, the best spy of ll will be the individual who has 
access to the organization's computer dara disks 
Te is not only easy to steal intelligence documents off = 
computer, tials easy to smuggle the stolen documents out 
Gf che office. Computer floppy disks can be hidden in a pock- 
Ct slipped into the lining of a coat, taped to the inner thigh, 
Gr put imo an envelope and mailed out of the building. The 
formation can cven be encrypted, then sent our as e-mail to 
the spy's home compurer. 

Computers in ihe spy' home or workplace ean also be 
sed as hiding places for stolen digital informaron 

“The techniques of using computers as spy tools and pro- 
resting rhe integrity of the files are far beyond the scope of 
this book. Any intelligence agent intending to Use x comput- 
‘eras part of an infelligence-colleetion operation should go 
through the following checklist: 





+ Don't save or store any documents you want vo keep secret 
on the hard disk or a floppy disk with no encryption. 
Always work on plain text documents in RAM memory 
and encrypt before storing the information on disks 
Always os a total erase program when deleting any sensi- 
tive file from a hard oF floppy disk that you or your spy 
controls. 

Keep all sensitive information in encrypted format on op- 
py disks rather chan che hard disk drive und have a hiding. 
place for such disks that is located as fat from the comput- 
tr as is practical. Take the disks out of hiding only when 
Working on them and retur them to their hiding place 
immediately when you're finished. 

Mast encryption systems sold on the market can be easily 
broken, including many that advertise they can’t be bro- 
ien. Many of the encryption systems bundled with word 
processor software are not secure, Know what makes an 
Encryption program trustworthy 
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Even iyo ate sure you have the best encryption progra 
avaiable, double-encrypt everything, ean reu dla 
AF yoo are sending messages by modem, aways vse an 
encryption system based om the RSA analog ad a obi 
key cide. Among the best of these progam is Prens 
Good Privacy which cen be fund on shan computer bal. 
Tetin boards for free 
Change panswords frequenthy The 

ent The great advantage of the 
RSA encryption system i thatthe public Key pesownnde 
Can be changed daily and given vue in an oper menge. 
Be aware that itis possible to read a computer torcer Kom 
4 inane of up tn several hundied ft wih equipment 
tar cun he put together i a gorge. Pays ke ege io 
Ensure your computer i» sluted and ckcoemaphstc 


I you dort demand what I'm talking abour in any of 
the above poms, dow pur yur vest i constaran aai yan 


do. If you do understand what Tam talking about. you will noc 
only be able to uxe computers with some degree of confi 
dence, but you will be able to quickly and easi steal com- 
pute dara off che computers of most people wing them 


Hiding Stolen Documents, Reports, 
n and Computer Disks 
Fim S SPY must have a secure place to hide reports, photos, 
\, documents, computer disks, and anything else he might 
steal until they can be safely delivered to the ease officer, The 
spy should identify hiding places that include both places 
where he can store material for several weeks and quickly 
stash something in an emergency 
se he more Permanent storage place might be a hidden floor 
fe at the spy's home, a safe deposit box in a local bank, a renr- 
Ed storage space, a warertighr box buried in rhe backyard, a hid. 
ing spot in an attie ora basement, or a hollowed-oor spot in a wall 
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‘The spy should identify at least one temporary hideaway 
in every location where he will be holding material for any 
period of time, even fora few minutes, jn case an unexpected 
visitor pops in 

The temporary hiding place may be nothing more than a 
desk drawer with a false bottom or a picture on the wall with 
an envelope mounted on the back. It might be a throw mg in. 
2 corner, a piece of upholstered furniture with a small slt in 
the fabric, an envelope taped to the bottom side of a desk or 
a plastic bag in a toilet rank, a hollowed-out book 
on a bookshelf, a large vase filled with artificial flowers, or 
even a piece of outgoing mail, stamped and addressed to a 
nonexistent person. Such quickie hiding places will nor s 
vive a thorough search by a professional investigator, but if a 
spy is singled out for that kind of treatment, his cover has 
slreudy been blown. 

The ability to hide material is so important rhat every 

telligence collector should make it a habit to identify such 
hideaways automatically when he enters a room, even if he 
docsa't have anything to hide at the mon 


ESTABLISHING SECURE COMMUNICATIONS, 
BETWEEN THE CONTROL OFFICER AND SPY 





























The higher the security threat level, the greater rhe prob- 

lems associated with personal meetings between the case offi- 
cet and the spy. A CIA case officer working under embussy 
cover in China assumes that the Chinese counterintclligence 
agency will have him under surveillance around the clock. 
The same applies fora KGB officer working out of the Soviet 
Embassy in Washington, D.C. So in such cases, the case offi- 
cct may personally meet with a spy he controls only once 
very two or three years. 

(On the other hand, « wbacco company intelligence officer 
‘who is gathering information on an antismoking political 
action group doesn't have to worry too much that someone 
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might spot him meeting with his spy inside the target gwap- 
Yer even in this relarively secure situation, the less the pco- 
ple being spied on know about the case officer and his con- 
ces with the spy the better the security. 

Fortunately, when personal contact berween the two % 
most critical (duting the recruitment phrase), the recruit will 
ot bc doing any actual spying and the risks of the operation 
being discovered are nor as great as they will eventually be. 
Once the spy stas providing intelligence, he will realize that 
he is engaged in a dangerous activity and will be amaiows to 
avoid detection. Therefore, he will probably concur that he 
Ahoold limit fursher contaer with the case officer to occasional 
Tncetings and that hc must exercise extreme caution in puss- 
ny stolen information on to the ease officer, 

‘Although a case officer should handle his spies from as 
great a distance as is feasible, he muse also establish a system 
for the spy to pass informat 
spy to receive queries, instructions, and paymenss. 
hen both the spy and his case officer are most vulnerable to 
Jdentification and capture. Therefore, cas officers working in 
dangerous circumstances, such as someone spying on the CIA 
for the KGB, go to great lengths to limit the direct contact 
between a ease officer and the spy. (For example, while spy 
ing for the KGB, John Watker met with his control once every 
two or three years.) 

‘Communications between control and spy in high-risk s 
ations are often limited to some variation of publicly posted 
messages and the use of dead drops. Publicly posted mesages 
are coded und placed in locations that tll either the ease offi- 
ter or the spy that a certain planned action should be taken. 
‘Such messages might be an advertisement in a newspaper, x 
poster on a bulletin board in a supermarket, a piece of gift 
ra wall, of a chalk mack on something that can be seen from 
he sucer A dead drop is 2 place where documents, fles, 
money, and other materials can be left by onc party and picked 
up by another party wich no direct contact berween them- 
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KGB case agents operating in the United States during 
she Coid War preferred public mailboxes as the place w post 
an Ged command. When Rick Ames had documents to pass 
2 hus KGB control offices, he would make a chalk mark on 
Iac of tree different drop boxes situated on comers on his 
one to and from work. The mark would be a cross, a tria 
Waor some ather simple design. The KGB case officer would 
Bic by each ofthe letter boxes once a week or so, Whenever 
We sow the coded mark, he would koow that Ames had some- 
thing 10 deliver. He would then wipe the mark off the mail- 
Tox ss a signal that he had seen the mark 

‘When Ames saw that his message had been received, Ne 
would take the packet of material ro a dead drop he had 
sy been told about. The KGB ease agent handling Ames 
frvided detailed instruction onthe location of ead dropr— 
rehading photos of the spot marked with a felt o a grease 
fren, The pictures and the text showed where to find the dex 
Peated dead drop, which might be a hollow tee or a meral 
Nox hidden behind a rock in a wooded area or thick bush. 

A similar dead drop arrangement is used by the case offi 
cet deliver materials ox information to the spy—e t special 
aroctions for setting. up a face-to-face mecting, any Pay 
dem owed to the spy, and detailed directions for where the 
QT dead drop would be. Naturally, both puries have to exer 
DE reme caution in approaching a dead drop to ensure 
that they are not under surveillance 

There arc hundreds of different ways for posting dis 
guked messages in public places. An advertisement in a 
iNspapers personal section might read, "John, Marsha still 
teer." but mean, "I have information for you to collect at 
c diop" The diguised message could just s» easily be 
octhing in the lostand-found section. “One black dog who 
sorters ap Red.” could really mean “You have a drop waiting, 
3x post red." 

During Warid War I, the British government regularly 
passcd information to agents bekind German lines by coded 


























announcements om the BBS shortwave toads. Ore 
aja of poing public messages include nangig ue us 
sen ries iaspecl Pep eon acer eb dig 
down he eivevay instead af op. pun oem scar 
hls toy in ct window wile sec pated ad 
pce ding te workin oec weg patic tem a 


Lower-Threat Security Situations 
Recruiting and managing spies in low-threat situations 
involving privare parties or commercial businesses will eneral 
ly nor involve the extreme communications procedures just 
described. Nevertheless, there is always « chance thatthe tuper. 
of che spy operation will identify the recruit as someone wh 
ay be spying against it. If thar happens, the ranget onganiza- 
tion's counterespionage officers will attempt to follow the spy 
and identify who is receiving the solen material. Therefore, in 
Even a low-thrcut situation, the cave officer must not allow any. 
ne to identify Nim as someone who has regular contact with the 
‘py if he has no good reason ro be meeting with 


When dealing in a security situation in which there is lit 
tle chance that the intelligence target could identify he control 
officer as an intelligence collector. the cate officer can set up. 
occasional visual coneaces under circumstances in which either 
the recruit or the case officer can initiate the contact when both 
arc in the same area, if here is a need for such contact. Such 
approaches should appear to be a parr of the regula life-style 
of both rhe reeruit and the case officer. The rwo people might. 
go to the same church every Sunday, eat lunch in the same 
Testaurant once a week, regolarly attend movies at the same 
theatre of rent videos at ihe same store, joy in a park at the 
same time each day, or use the same supermarket for weekly 
shopping. The case officer and the recruit can stop and talk to 
cach other for a few moments when they mect, passing verbal 
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information back and forth as required. They might even pick 
small bar ora park bench asa meeting plac. 

n morc security-sensitive situations, che case ollicer 
might arrange «simple series of visual signals that can be com- 
mronicated if contact is desired as he and his spy pass each 
ser ar spot one another across a room or an open arca. These 





kinds of signals are limited only by the imagination of the case 
officer and the setting of the assignation. 

Th one example, an intelligence entreprencur who worked 
for a major manufacturing firm recruited a spy inside the 
fcgional Occupational Safery and Tealth Adminiseracion 
(OSHIA) office. The spy's sole responsibiliry was to collect any 
information on employee complains filed against rhe compa- 
my so that company directors could rake corrective action 
before an OSHA inspector showed up at the plane. The spy 
was an avid jogger, #0 the case agent began jogging on the 
Same path as the spy a couple of times a weck, but the agent 
ran in the opposite direction, Most of the time they would 
pats each other without even a nod or a smile of recognition. 

Whenever the spy had something to pass on, he would 
wear a college sweatshirt when he jogged but would give no 

indicacion he knew the case officer when they passed un the 
rail, The spy would put the information in a dead drop the. 
cxt day, hiding it in à plasic bag that hc would toss in à trash 
an along the jogsiny path. Within minutes, rhe case agent 
would pick up the bag, retrieve the document us he jogged 
long, and then put an envelope with the payment in the bag 
and drop the bag into a second trash can along the way. The 
so would pick up the payment as be passed the second trash 
an on his way back home. 

Each of the joggers had another special sweatshirt he 
would wear if he had something to talk about, When the jog: 
5s saw that signal, hey would pull up and stop ut a drinking. 
vantain along the way, taking time for a quick chat, but they 
‘would never exchange any material at that time. 

I other situacions, wearing a wristwatch on rhe right hand 
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might indicate a request for a private mecting or the need i. 
deliver information. Placing specific items in a shopping cart, 
carrying a magazine under a specified atm, wearing « hat of 
not wearing a har, removing and cleaning a pair of glasses, 
dropping something and then packing i up, of cussing one’s 
legs while sitting on u park bench can all Be arranged signals 
between the agent and his spy. The messages and the codes 
should be kepr as simple as possible, limited to pretty mch 
the following kinds of statements: 











1 have material to pass to you. 
We need ro meet so we can talk 
Lam being followed, 

You have a tail 

Everything i okay 


Both the circumstances and the specific codes used 
should be varied, and whenever he makes s drop, thc cave 
fice shoul pass om new instruction tn be followed w 





Making an Exchange 

There are many different ways to make exchanges in Jow- 
‘threat security situations without allowing anyone to see the spy 
tnd the case officer exchange anything. Foe instance, the spy 
might follow the control officer into » bathroom, where exch 
Enters u stall. The spy passes a package of stolen secrets under 
the salt wall wo the case officer. He remains seated until the case 
officer has left the bathroom with the package. Or wo people, 
Cach carrying briefcases, board a bus at two different stops. They 
stand or sit near each other. When one of them gets uff the bus 
‘no une nonices thar they have switched suireases 


Couriers 
Some intelligence officers prefer to use couriers, usually 
service agents, to carry information back and forth between, 
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case officers amd their recruits. Sometimes the courier is 
someone already inside the social circle of the recruit, but is a 
person whom the case officer recruited separately. Sometimes 
3 courier may be the person who first helped entrap the 
ecruit such as che woman who started sleeping with him or 
the man who loaned him money. Sometimes a courier will be 
unfamiliar to and with the recruit and the material he îs carry- 
ing back and forth. A case officer might even use a profes- 
sional messenger service. However, all material sent by couri- 
eror messenger must first be encoded in some way. 


Postal Service. 

Although seldom discussed in the literature of spying, the 
mailman delivers a good percentage of the communications 
berween spies and their recruits. The case officer will rent a 
post office box, a commercial mailbox, or sometimes s small 
partment of business office that will also serve as part of his 
{aise-Mag cover, ‘This allows the spy to mail whatever he has 
to the casc officer. 

Te may even be possible for the spy to use rhe postal sys- 
tein at his business, government, oF embassy office. All the. 
spy tas to do is drop a letter with a fake rerum address into a 
shailbox. Two days late, the case officer can pick up the infor- 
"ration at his post office box, which is rented in a fake name 
3d home address. For additional security, the case olficer will 
iot pick up his mail personally, but rather send a service agent 
sho will follow standard surveillance detection and avoidance. 
procedures before and after he has picked up the mail 

The mail ean be used both ways. The recruit can also rent. 
his own post office or commercial mailbox to which the case 
officer can send him mail. 

Tr may not be necessary for the recruit to bother with pri- 
vate mailboxes, especially in the United States. Because of 
the massive amount of junk mail that is dumped into every 
mailbox in che country. itis casy for a case oficer to send mes- 
sages to a spy that are designed to look like junk mail. The 
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piece of junk mail could be sn invitation for a "fice rig" to 
Las Vegas, an obvious sweepstakes scam, 2 solicitation to buy 
stocks or a rime-share apartment, oF any of the other scams 
‘used by direct-mail pitch artists. Only rhe recruit will recom 
nize the piece of mail as a message from his control officer 
Such a scheme may even involve secret writing: passing an 
iron over the message or perhaps wiping the page wih a 
chemical solution will bing our the secret message written in 
the margins 





Telephone Communications 

The number of daily communications during which sen- 
‘itive commercial, goverment, and personal information ts 
exchanged numbers in the tens of millions. Business exec 
tives discuss mulribillion-dollar contracts, police officers al 
about an upcoming drug bust, and thousands of men and 
women set up rendezvous for adultery every day and never 
have any fears about being tapped. At low-threat security lev 
elt, the ease officer and the recruit will probably talk from 
time to rime on che telephone. However, anyone engaging m 
any illegal acrivity rakes a great risk discussing such acüviey 
ver un open phone line. 

Despite both the legal and technical difficulties, gover- 
ments cun inrercepr and listen in on phone lines, and they will 
do so if they have enough reason to focus on a single indivi 
val. Ifa government agency suspects that one oftheir employ- 
ces is spying, one of the first things they will do is request 
telephone records and put a pen register order on the line. A 
pen register (used by police) will record all the numbers that 
any given telephone dials. Such a technical step, which is 
done at the telephone exchange rather than where the spy is 
located, does nor require a court order. Therefore, once a spy 
Comes under suspicion, law enforcement officers will quickly 
be able to identify every number he cals in the future and ll 
long-distance numbers he has called in the pase. At some 
Point, the government will get enough evidence tu obtain a 
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warrant fora phonc tap. Wellfinanced criminal organizations 
and large corporations can also usually ind a way to tap a line, 
even though they will have to break the law to do it. 

Anyone engaging in spying in high-risk situations should 
bse extreme caution whenever talking on rhe telephone and 
must assume that someone ix leni t ery word. 

Whether one isan intelligence officer or just an ordinary 
me. the following list of telephone security rules will keep 
anyone out of trouble 


+ Don't ever discuss any illegal activity over any telephone to 
Which you are known ro have acoes. If you must make a 
sall for such a purpose, make it from a public phone to 
public phone. This means that arrangements must be made 
in advance so char the person receiving rhe phone call will 
be monitoring the publie phone when i ings. 

+ Whenever using a public phone or making sensitive calls 
from a private line, either pay with coins or with a prepaid 
long-distance card, which ean be purchased anonymously 
in supermarkets, drugstores, and even rhe post office and 
annot be traced to yov. (Remember that these prepur- 
chased telephone cards can be used to make local calls, 
albeit at long-distance charges.) 

* Remember that the easiest way ro intercept and listen in. 
on a telephone callis to pick up un extension. 

+ Don't discuss sensitive information, even your credit card 
numbers, over any cellular, cordless, or other type of phone 











that transmits a radio signal, 

+ Don's use clever code words or trite phrases; such as 
Salling cocaine “Coca Cola” or talking about going on a 
fishing tnp” when che planned activity is a recruiting 
session with a potential spy. If you find it necessary to 
talk in any kind of code, then you should be sending 
encrypted messages through the most suphisticared 
encryption systems available. 

* a phone must be used in an emergency, use a simple code to 
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tell che other party ta go toa presmanged public or safe phone 
and stand by to receive a call ar to call a prearranged number. 


Using Computers and Modems 
for Seoure Commuicatone 

Just as rhe author eanne address all e ues of using 
computers in daza theft, storages and rescwa ether cas e 
explain inthis bok lo he fsa curo ting comp 
for secure communications between e cave ofeer tad a 
cert spy: Nevertheless, if od the cane offer and the 
ecrit hav tceo to a modem computer, a modem and a 
telephone lnc hen dh case aficcr eil ant t ak adea 
tage the Word Wide Web and eoa 

cate uil modem signala travel through commercial 
telephone inex, shey present all the same seti problems 
"hatte iphone prose Phone ines cm cas e tapped 
by law enforcement oeer or anyone wha kas access to ibe 
interior af she building or the phone connection bax People 
Who rap phones will have compute and modems e. end 
inopen mesage by modem and they wil rend i before the 

yen, conputem and meme can make commusie 
ons much morc secre dam s simple phone al, provided 
the operators understand the technology and dh tme - a 
valer iiie 


E-Mail 

The finc advantage of computer communication is e-mail 
Anyone with an Interner connection or a connection to such 
‘commercial information services as CompuServe, America 
Online, or Prodigy can send anyone a message, any place in 
the world, by connecting with a local number. Pen registers 
and phone records will show only the number of the Internet 
server or the information service 

No e-mail message is secore unless it is encrypted with a 
sophisticated encryption program. It can be iatescepted while 
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it is in the office nerwork, on the Interner, stored in the hard 
drives af the computer information service, and in transmis 
sion. E-mail messages are also on the hard disks of every com- 
purer they pass chrough, often for long periods, even after 
they have supposedly been erased. Much of the lrangate 
scandal that so badly damaged the Reagan administration's 
public image resulted because people like Lt, Col, Oliver 
North didn't realize how public e-mail can be and how com- 
plicated ie is to erase e-mail so that it can never be recovered 
at any point along the line of transmission. No one should 
ever write anything in an open e-mail message that he 
Wouldn't write down on a picce of paper and ross out rhe win- 
dow for anyone to read. 

Despite the many security risks, e-mail does provide a 
quick and easy way to post public messages, ic, messages 
that appear ro be innocent but are in fact coded instructions. 
Internet newsgroups, discussion groups on the commercial 
services, and thousands of private computer bulletin boards 
provide places where anyone can posta message as part of an 
ongoing public discussion, Literally thousands of different 

«cs are continually debared in such open forums with lit 
de or no limitation on who can post a message of what ean be 
sa. Insults are traded back and forth, and a lot of illogical 
nonsense floats through the discussions 

“To tet op system of public messages, both parties have to 
do the following three things: 1) know the e-mail address or 
Cver name each will be using, Z) agrec on the public discussion. 
group they will use and the coded wording to be used, and 3) 
‘know the time frame for checking messages. For example, the 

asc officer checks the news group alttalk guns on « daly basis, 
watching for a message posted by were dog@supercom.com. 
When he finds such a message and it includes the word c, he. 
ws that these isa package waiting for him atthe drop ste 

This ica much better means af posting public messages chan 
busing an ad in a newspaper and running a coded message or 
making marks on mailboxes 
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Encrypted E-Mail 

Some computer encryption programs make it possible ro 
send e-mail messages in an cnerypred formar rhat may be so 
secure that even the National Security Agency's computers 
won't he able zo break the encryption. Again, any case officer 
who doesn't know a lot abour eneryptian should not attempt 
To Use computer encryption in a high-risk security sirstion. 
But those who do understand rhis esoterie subject can send e- 
mail to anyone în the world with a reasonable expectation thar 








the message will c read only by rhe recipient. 
Enerypred e-mail messages can be sent through the Internet, 
commercial computer information services, private bulletin 
bards, or direct compuserta-computer phone connections 
TMowever, there is one serious problem with an encrypted 
message: the mere fact that i is encrypted will be seen as cvi 
dence that both parties are engaged in some kind of illegal 
immoral, or disloyal behavior. If a govcmment agency suv- 
pevts that an employee is spying and i taps a fine and discov 
em that he is sending encrypted messages to someone, the 
bureaucrats will rake that as proof of spying 
The way to avoid this problem is tn take the same pre 
cautions that you da to talk on the telephone. Both parties we 
public phones, and if the calls ate long-distance, they pay with 
either coins or, better, the prepuid telephone cards. Besides 
encryption, another advantage of computer communication is 
that both parties don't have ro be øn the line atthe same time 
A scenario such as the following might wark. Earl Handen, a 
real estate speculator, recruits Dennis Powers an engineer working 
for che City Highway Commission, to copy files out of the com- 
mismon" computer that describe furure ciry highway consmucnon 
routes. On the first Sarurday of each month, Harden checks intoa 
hotel under the name of Crug Beasily He attaches the modem af 








er software so that it will answer the phone when i rings (Harden 
doesn't have to wai in he hel mom for the call.) 
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‘Sometime during the day, Dennis Powers takes his note- 
book computer to the city airport where there is a courtesy 
office for business travelers. He connects his modem ro the 
phone at a courtesy desk and, using his prepaid calling card, 
calls the hotel and asks co be connected to Craig Beasily’s 
toom. When rhe computer in the hotel room answers, 
Dennis punches the right commands, and his computer 
downloads the latest stolen data in encrypted format to 
Harden's computer. He then downloads a file from Harden's 
‘computer, which passes on instructions for future contacts. 
Later in the day, Harden picks up his computer and pays his 
hotel bill in cash. 





REDUCING PERSONAL CONTACTS 


‘Obviously, you should avoid personal contact as much 
posible. But even in high-risk situations, both the control of 
ter and the recruit will occasionally have to meet face-to-face, 
Sometimes, the spy may requcst such a meeting to ask for more 
money or explain why he ean’ produce everything the cae ofi- 
cer expects of him. More often, it will be the case officer who 
‘will request the meeting, perhaps to provide some additional 
training and guidance, administer a polygraph test, or do an ir 
depth interview to evaluate the honesty ofthe spy's reporting 
The case officer must remain in control when it comes to 
arranging meetings, even when it is the spy who is requesting 
he personal contact. The cus officer must decide where and 
when to meet and how the recruit will ravel ro the meeting 
place. He should pick meeting places where he is totally famil- 
‘ar with the layout and the ordinary traffic through the area. 
Government intelligence case officers working in high- 
risk situations will prefer, if at all possible, to hold meetings 
wich recruited spies in a third country, preferably onc in which 
the local government is more friendly toward the government 
who is running the spy. Remember that the Mossad seldom 
puts its case agents in a hostile Arab country. I recruits Arabs 
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as spies while they are taveling in Western countries and 
holds all meetings with such spies in friendly Western coun- 
tries Inthe ease of Rick Ames, the KGB control officer would 
meet with him in Colombia while Rick and his wife were vis 
ining her mother. 

Even those who are engaged in private intelligence col- 
lection ae well advised to cet with che spies they control in 
another state, another region of the country, or even another 
country. The farther they ate from home territory, the less 
likely iis that the relationship will be accidentally exposed. 

If the spy cannot travel to 3 distant place or a foreign 
county, then the case officer will have to identify a secure 
place where the meeting cun be held closer to home. In low- 
threat situations, the case officer may decide to meet in some 
public place, say a park or restauran. However, if the session 
will include vraining ot last long time, the ease officer will 
want to arrange for safe house, 








Safe Houses 

A safe house is any private place controlled by the case. 
‘officer of his agents, which has not been identified by any 
Counterespionage or security agency. It may be a rental house. 
on a large piece of property or an apartment, but it works bet- 
ter if the apartment is nor in a building that has a doorman or 
security system. Hotel woms can also be used as a safe 
house. When the room is rented just before a meeting is 
scheduled. the case officer can be reasonably certain that the 
toom is secure, especially if he or one of his agents picks up 
the spy at another spor and takes him to the hotel. 

Te is always best if the recruit doesn’t know prior to the 
mecting where the safe house is. He should be picked up at 
another site and taken to the sufe house. Ifthe case officer 
intends to continue to use the safe house, the spy should be 
blindfolded or perhaps travel in the back of a truck or van so 
he can't see the route of travel. 

Whenever the case officer meets one of his spies, the case. 
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officer must always arrive at che selected site before the 
recruit, Someone Working forthe case officer should keep the 
recruit under surveillance from the time he departs far the 
meeting until fter he has returned to his home or place of 
business. If rhe case officer or his agents spot anyone sur- 
veilling the recruit, the meeting site, or the case office, the 
meeting must be aborted und the case officer should leave the 
area immediately 

Ifthe meeting includes a training session or a trip to s for- 
cign country, rhe spy musr have a good cover story to explain 
his absence to his employer and family. Although it may never 
bbe used, the cover story should include inpocer’ explanations 
for the spy's actions at every point during the rip, from his, 

ne ar office to rhe location of the meeting, 
The best cover stories are those that include several differ- 
ent laver of deception. In one example, a Colombian drug ring 
had recruited an informant inside the Coast Guard office 
responsible for drug interdiction on the high seas. The drug car- 
tel case officer wanted three days with the informant, a young 
Pigh lieutenant, eo train him in the use of a sophisticated com- 
putes communication system the spy would be using to send his 
reports to Colombia via the Internet. The drug lords, rough a 
‘company they controlled in Mexico, ser up a tourist promotion 
al contest that offered a week's vacation in Cancun, Mexico 

The lieutenant entered and won the rigged contest and 
took the wip. After he checked imo a horc! in Cancun, he mer 
a pretty Argentinean women at the hotel bar in what would 
have appeared to any surveillance to be a casual pickup. The 
Argentine was an expensive intemational prostitute who had 
been hired by the drug cartel but who had no idea she vas 
working for drug traffickers. She carried a sealed envelope of 
inscructions that she gave to the Coast Guard officer as soon 
às they were alone in a hotel room. 

After spending the night with the woman, the lieutenant. 
called his office back home and told his secretary that he was 
taking a car excursion to visit the ruins in the Yucatán 
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Peninsula for the day. He then rented a car ang asked for a 
"ab of the ocacin before diving sway wih the Latin 
American woman by hi sid 

Following the instructions. they drove toa Mexican town 
om rhe river acron from Belize The wo checked ito the bert 
hae! in vown. The hewtenant then deliberately dtd the 
rental car and left oa! repair shop tobe ined A van 
‘kes tm ops lr ad bac toe ec ek Nit 
å anch several miles outside of town and on the Belize side of 
{heriver whetethe heotenan spent ewo dain taining The 
Argentinean wonun suyed in he hiacl ram im towm, arde 
"ng roum serie fortwo and Keeping the “De Nor Distr 
Sow hung on the door (The cael supped another woman, 
fone who spoke no English forthe ictenantv plcasre dur- 
ing hs eo might at the ant» 

When che eaterane finally returned to his hotel in 
‘Cancun, he cle his screiary nd deserbed an unfomunie 
sory of hi at breaking den amd hs spending unconmfrt 
be nights nasal Mevican turn, Nove ever checked his 
Sor but il somenne hal that person wouid have discovered 
the liewtenants secret seta exapade, but no ecdence that 
he hud ever entered Belize from Mesica. 
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Case Studies 





he folowing studies demonstrate the different 

I techniques and plos that can be used to recruit 

si Readers should ask themselves how they 

would have cremed the scenario, whac sage decorstion 

they would have sed, how they would have approached 

the target for recruitment, and how they woul have led he. 
tanger nto reason 
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Im 1980, Khalid Al- Daraji, a Libyan munitions expert, was 
working on the Libyan air defense program. His duties some- 
times required ayy of several weeks im Rome as part of «he 
Libyan efort vo buy high-tech air defeme weapons from 
European fums willing vo ade technology for petro. dollars. 
Khalid always eft his wife and fama in Libya when making 
Such tripe: The CIA identified Khalid à posible recruit 
bo might teli something abou Libyan sir defenses, CIA. 
Inteigence offices working undercover inthe US. Embassy 
in Rome designed and implemented a pln t entrap Khalid 
"Be next time he showed up in Rome. 

Arabis conor, on his next to Rome Khai stayed 

















in a small hotel aparrment and cook the bus each day to his 
office in the Libyan Embassy As he was waiting one morning 
ar the bus stp, a young Italian woman walked up and stood 
waiting beside him. She smiled at im, but neither spoke. A 
few minutes later, a large sedan pulled up to the curb, driven 
by a middle-aged man dressed in a 

ot into the cat, and off they drove 

For the next three days, Khalid found the woman waiting 
for her ride when he arrived at the bus stop. She was always 
the only other person standing there. While she always smiled 
At him, and a couple of times said good morning, the shy 
Khalid never ricd to stata conversation. Each day the man 
in the car cine by and picked her up. 

‘On the fifth day, the ear didn't show up ar the usual time. 
The woman didn't Iook wortied about the failure of her tide 
to appear. and about five minutes late she boarded a bus that 
always passed the senp just a few minutes before Khalid’ bus 
came by 

Less than 30 seconds afier the bus had pulled away, the 
‘man in the car pulled up to the stop. He rolled his window 
down and asked Khalid if he had seen the woman he usually 
picked up. Khalid answered that she woman had just taken a 
bus. The man thanked Khalid, and then. in what appeated to 
be an ufterchoughe. asked Khalid where he was going. When. 
Khalid told him, the man ssid he was going thar way and 
offered Khalid a ride into the city center, which he accepted. 

The driver of the car, who spoke English wich a British pub- 
lie school accenc, introduced himself as Marthew Clarks He 
expliined that the woman, Eva, and he worked in rhe sume 
building. He gave her a ride whenever it was convenient 

For the next several days, when Clark stopped to pick up 
Eva, he also offered Khalid a ride. As they rode along. 
Matthew directed che conversation mostly at Khalid, asking 
him about North Africa and Libyan culture. Matthew also 
talked a little about himself and his business, which was 
putting rogether international trade deals for a German trade 





siness suit; che woman 
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sortium. By che third day he was asking Khalid questione. 
shout the Libyan economy and the possibilities for trade 
opportunites in Libya, 

When the conversation drifted into a discussion of restau- 
rants on the fourth day, Marchew asked Khalid's recommen: 
dation for a good North African restauran, When Khalid 
replied that he almost never ate in restaurants, Matthew 
insisted that Khalid go to dinner with him that evening 
Khalid accepted the invitation but suggested he would prefer 
to try a good French restaurant. Marthew took the suggestion 
as evidence that while Khalid was enjoying his new friend- 
ship, he did not want to risk running into anyone from the 
Libyan Embassy while in the company of à European. 
Matthew thea asked Eva to join rhem as he planned on tak- 
ing Martha. (it was the fist time that Matthew had men- 
tioned he had a woman in his life.) Ar dinner, Matthew intro- 
duced Martha as a business associate, although they acted 

like lovers. Khalid found Eva a very friendly dinner 

ct, who was obviously interested in him as a man, 
‘Thus began a four-way friendship thar quickly became an 
important part of Khalid's Roman experience, but one he 
never mentioned to his Libyan colleagues at the embassy. 
Khalid especially wanted to keep his romance with Ev 
which had blossomed during the first dinner engagement, a 

tet fram his Libyan compatriots. That very night, Eva had 
nvited Khalid t0 her own apartment, just down the block 

om Khalid’ apartment, and made lave to him. After that, 
ulid and Eva frequently went our to dinner with Matthew 
Martha, with Matthew always picking up the check. 
Increasingly, Marthew focused the convention when 
they were together on possible trade opportunities for his firm 
a Libya. When Khalid talked enthusiastically about several 
different possibilities for trade, Matthew asked if Khalid 
could put some of his thoughts down on paper, promising to 
pss Khalid if the report proved useful in discovering possible 
Libyan trade opportunities. 
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Khalid prepared such a report, which contained nothing 
of sensitive mature, Matthew prake the information and 3 
day larer passed Khalid an envelope stuffed with ean 
bank notes, which he claimed was payment from his pare 
sere Khald vred most of the money wo buy an expensive 
present for Eva, who was now sleeping at his apartment 
"mort every might Khalid, whose crcumcised wife hack in 
Tra fourd sex painfel experience ther she endured a 
dom as posible. was geting the best sex of his Me and 
‘doing lor of pillow-ak bragging abou the importan work 
he was doing for his covery 

‘On two more occasions, Naihew asked Khalid to write 
sepots on cconamic and politcal developments in Libya. 
‘eying him well foreach effort The nest me that Mathew 
Ted for a report, he requested that Khalid jot down s 
omments on Quis poca orae and the pons 
i overhron 

Khalid’ ft ater quoted the official Libyan foe sy 
ing only the nicest things possible about Gaddar, Matthew 
aejecied thar arerp and refused vo pay for i. insisting that 
tad rie the tih as he cw not Libyan propaganda 
A he same time, Eva was supgesing Wt she and Khald ly 
ar Medana ri S a veskan ranap aK Op ens 
‘that Khalid had no way to pay for unde he could collect 
other prvment fom Mathes, 

‘Ate couple of day, Khalid gave Mathew a aepo on 
(Qaddafi that emicized the dicnor and described «numb of 
ance he knew Qaddafi ad commited. Even so. the 
‘port predicted that Qaddafi hada permancit hold on poet 
‘nd that he would probably rule wnt che diy he did o ld 
tee Khalid begged Matthew nor to divae (t anyone uh 
id prepared the report. and Atthew promised that Khalid 
had oching to worry abovr. Matihee pud Khalid enough t0 
splurge in 1 big way on his wekend wih Esa. 

"The nexe ime Matthew asked Khalid fot more informa- 
tin, he asked for information on he Libyan st defense se. 
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tem, explaining tha his rade consortium hoped to outbid the 
current supplies for the Libyan government purchases 
Mathew std Khalid that he would be serving Libyas 
test interests because Matthew's consortium would beable 

supply beter, re modern equipment at s barn pice 
However, in oder to make en offer hat would impress 
Khalid osse n the Libyan government, Mathew needed 
etal on what kind of equipment the Libyans had already 
purchased. whe had supplied tne equipment, how mach ey. 
fad pad force equipment and how the equipiat va poi 
Boned to defend Tiipoli and Benghazi 

‘Matthew promised Khalid th i his information made a 
deal possible, be would make Khalid a secret partner and 
Khalid might well make a hundred thousand British pounds 
‘or move. Mautbew suggested that im anticipation of such 
‘Neath, Khalid ugh open a secret Swiss bank account and 
[sve abi of advice on how Khalid ould doth. 

Both Fes ard Martha listened ax Macthew made his peo 
pon As soon she and Khalid were alone, Eva began tlk 
Ing eactely aboot the expected money, and that ight 
Khalid experienced che bewt sek ever. In the morning, Eva 
suggested that if Khalid eared the expected money, he 
night set her up in an apartment in Tripol a è permanent 
part of s ie 

po ——— M 
several times, exch time adding mote detail at Matthew's 
inimene. By she time the report met Matthew's demands, 
Knald muse have realized that he win scing Na matins 
lovely guarded secet He no doubt continued to tell him- 
Šeli, however that he was selling thowe secre people who 
‘would ever use them against Libya 

To fac the information provided by Khalid played key 
‘ole inthe planing forthe U.S ait attack on Tipoki on Apni 
14,198. 

Manihew Clark was a CIA case officer working under 
false flag, He was backed up by a team of a doren agens: 
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Martha was a CIA expert on air defenses assigned to the case 
te provide technical advice to the CLA case officer. Eva was 
very expensive Traian prostitute who had no more idea of the 
‘mie identity of Marthew than Khalid did. The original plan. 
was that Khalid would take the hint at che bas stop and stan. 
Niring with Eva, which in turn would lead to 2 dare and then. 
sex, after which she wuld introduce him ro Marihew. When. 
the shy Khalid didn’ take the bait, Matthew changed the plan 
and made the approach by offering Khalid a ride. From ther 
things wene acconding to plan. 








WHO'S THE SPY? 


Lester Stapler gor caught up in what is perhaps thc most. 
convoluted spy recruitment involving a false flag ever put in 
place. Stapler had been employed as a civilian intelligence 
analyst for the Defense Intellixence Agency (DIA) for seven 
years. Then he left the agency and started his own private 
international consulting firm. 

Working under contraer with a U.S. airline company. Stapler 
went to Mexico City un an extended business trip. While there, 
he was approached by George Brennan and Kenneth Braver, 
who identified themselves as CIA intelligence officers attached 
tothe US, Embassy in Mexico City. They said they knew about 
his previous employment with the DIA and asked him for assis 
lance in setting up a scam fo penetrate the KGB operation in 
Mexico, telling him he would be serving his country while mak- 
ing tome good money. They explained they wanted Stapler to 
pretend to be a financially strapped U.S. businessman who 
wanted to cash in on things he knew about the DIA by selling 
information to he local KGB resident 

The two CIA agents assured Stapler that he would be 

ng asa contract employee of the CIA while performing 
the service. He was given a civil service application form to fill 
out, W-2 forms, and applications for insurance and death ben- 
efits, ax well as the standard security clearance updace forms. 
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Stressing that it was critically important that Stapler con- 
since the Soviet resident that he had information worth sell 
ing, George and Ken told Stapler to give the Soviet agent a lot 
of derail about his work at the DIA. When Stapler expressed 
some hesitation in doing that, fearing he might let slip some 
Secrets, the threc men spent several days in a hotel room 
going over what Stapler could tel the Soviet agent about his 
previous employment and what he shouldn't mention, 

During those long sessions, zhe wo CIA men had Stapler 
describe in derail what he did during his seven-year career at 
the DIA. They drafted several dozen different messages ro the 
CIA headquarters asking for specific clearance for what things 
Stapler could zelease and what things he should not mention 

The rwo CIA men also gave Stapler a direct phone num- 
ber ar the embassy where he could contact them. Stapler 
called the number several times. The phone was always 
answered by a female secretary speaking American-style 
English with a slight Mexican accent and telling the caller he 
had reached the US. Embassy. 

During the long sessions in hotel rooms, the two intelli- 
sence officers frequently talked on the telephone with somc- 

oe at the embassy while Seapler listened to their side of the 
Conversation. They alvo showed Stapler the answers co the 
messages they had senr ro Washington. 

The three men eventually developed a playbook of spe- 
cific things chat Stapler could tell the Soviet case agent once 

cneact had been made. The final scripr ended up being vo 
bland chat Stapler expressed some concern that it wouldn't be. 
cough to satisfy the Soviet officer, Nevertheless, the two 
CIA men insisted that once contact had been made, Stapler 
would nor give the Soviet agent anything he wasn't autho- 
‘ized by Washington to give. 

When the two CIA agents were satisfied that Stapler was 
cads, they directed him to make contact with the Soviet 
Svent. pretending to be a walk-in. Stapler walked into the 
Soviet Embassy in Mexico and gave the story about wanting 
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to sell secrets, He was soon ralking to an agent who called 
himself Boris. Stapler followed the script spproved by the 
CIA headquarters and reported back to Brennan and Braver 
fter che meeting. The ro CIA agents were cestati, telling 

tapler that he had met with Boris Komplektox, onc ofthe top 
KGB case officers in Mexico. 

Stapler met several more times with Boris, who insisted 
with increasing agitation that Stapler provide more sensitive 
Information as proof of his sincerity. Boris’ demands for more 
detailed information resulted in more long discussions with 
the two CIA men over what Stapler might tell the Soviet 
agent. The two CIA men drafted more cables and a day later 
showed Stapler rhe replies, which denied permission to give 
any more sensitive information to the Soviet intelligence ofi- 
cer than what Langley had already approved. 

Stapler met once more with Boris, who abruptly terminat- 
ced the conversation and told Stapler that the information he 
was trying to peddle was worthless, When Stapler reported 
buck to George and Kenneth, they thanked Stapler for his 
cooperation, agreeing with Stapler rhat che ploy hadn't 
worked because of the CIAS unwillingness to throw more 
truth into the equation. 

"The two CIA men did insist thar all had or been tose 
they had at least learned a few things about how the KGB 
handled a walk-in, They stressed the importance of keeping 
the whole thing secret and showed Stapler a request they 
were submitting for a substantial bonus for Stapler’ services 
They promised Stapler thar the U.S. Treasury Deparment 
would issue a check, which would be mailed to his U.S, bank 
account. Stapler's next bank statement showed the money 
had bcen deposited as promiscd. 

This might have ended the whole affair, except that sev- 
eril wecks later when he was back home in the States, Stapler 
read a news article reporting that che US. Embassy in Mexico 
City had an office of the FBI that monitored Americans seen 
entering the Soviet Embassy, which was suspected of being a 
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favorite spot for would-be spies to make contact with Soviet 
intelligence offices. 

Based on his own experience working in the U.S. intelli- 
ence community, Stapler was only too aware of how intera- 
gency competition sometimes kept the right hand from learn- 
ing what che left was doing. Increasingly concerned that the 
FBI might have seen him talking to the Soviet agent and that. 
the CIA may nor have bothered ro tell the FBI abour its little 
suempt to entrap a KGB officer, Stapler tried to contact 
George Brennan and Kenneth Braves, using the embassy 
number they had given him. 

A recording in Spanish told him that number was no. 
longer in service. Stapler found the listed number for the U.S. 
Embassy, called it, and was tld no one by those names was 
now of ever had worked in the embassy. Stapler then decided 
to goto the FBI, describe what had happened, and make sure. 
he wasn't on some FBI list of potential spies 

He immediately found himself accused of spying, based 
terview with the FBI in which he admitted having 
«with Boris in Mexico City. The FBI did have a record of 
his visus with Boris, and the FBI agents assumed that Staples, 
having realized that the FBI must have been watching, was 

ving to divert suspicion by claiming he was working for the 

CIA. The FBI insisted that they had checked with the CIA, 
which denied having any employees named George Brennan 
and Kenneth Brave. 

It took several ears for the case to work through the court 
system. The CIA insisted in response co court summonses 
that they had no employees by the name of George Brennan 
and Kenneth Brauer, nor did they have any record that Lester 
Staples had every performed any service for the CIA while in. 
Mexico City. A belated check with Stapler* bank uncovered 
thar the payment he had received had been a cashier’ check 
drawn on a Mexican bank and the source could not be traced. 

While the FBI remains convinced that Stapler was a walk- 
in whom the KGB rejected, others in the intelligence game 
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have concluded thar Stapler was the victim of a very clever, 
{lse-flag setup. 

The men Stapler knew as George Brennan and Kenneth 
Brauer may have been Soviet intelligence csse officers, or 
they could have been case officers working for any ofa dozen 
other intelligence services. They could have even been spy- 
ing for one Of the several different antigovernment groups 
thar are constantly erticizing U:S. intelligence agencies 

Whoever they were, they had no doubt targeted Stapler 
with the intent of learning everything he might tell them 
about his work with the DIA. When they discovered he was 
going ro Mexico City on a business tip. they saw it as the per- 
fect opportunity. Using false ID, they had set up an office 
here they could produce what looked to Stapler like offici 
embassy telegrams. The supposed embassy number they 
gave Stapler was a front manned by some woman who had 
probably never been near the real US. Embassy. The long 
Sessions in. which Stapler thought he and the «wo CIA han: 
dies were determining what he could and couldnt tell à 
Soviet intelligence agent about his previous work were really 
‘opportunities for the two fake CIA case officers to lean just 
about everything about DIA analysts that they coul 




















WHY RECRUIT A HOTEL MAID? 


Sometimes access agents can be 48 important as a primary 
agent night be in other circumstances Charlene Brevis was the 
night housekeeper for a commercial hotel in a major midwest 
crm ciry. Charlene was alo a single mother who had three 
teenaged children. When her only son died as an innocent vic 
im in à drug shout-out, Charlene joined a parents’ organization 
that was campsigning for stricter enforcement of drug laws 
Abour six months later, a man named Ray Kelleher start 
ed attending the meetings and introduced himself to 
Charlene. After a couple more meetings, Ray focused the 
kind of attention on Charlene thar suggested a possible 
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romance. Ray didn't alk much about himself bur did listen 
ssmpathercally as Charlene talked abour her dead son and 
her hopes for college educations for her wo daughters. 

"The night hey became lovers, Ray told Charlene that he 
vas an undercover agent far the state police narcotics squad 
but asked her to Keep that information confidential. As their 
‘romance blossomed, Ray often talked about the frustrations of 
his job and how difficult ir was to get evidence on kingpin 
drug dealers. le confided that he and his colleagues had 
learned that several big drug dealers often checked into the 
hotel where Charlene worked. Ruy was certain rhat the deal- 
crs were discussing major deals in their hotel rooms. Ray sug> 
tested that if there was only some way to sneak into the roo 
Where the drug dealers stayed, he might be able to find evi 
dence or planta microphone to gather such evidence. Unfor- 
tunstely, without doing that, he couldn't even gather enough 
evidence to ask for a legal search of phone tap warrant. 

Because of Charlene anger about drug dealers, Ray 
didn't have too much trouble convincing her during the next 
several weeks that she could do a real service for the war on 
drugs if she would provide Ray with pass keys, which would 
llow him access to any room in the hotel thar he suspected 
was being used by drug dealers 

Although Ray watned Charlene that she must keep her 
belp a secret, he also told her he hud arranged with his supe- 
Fors to list Charlene as a confidential informant and she 
would he well paid for her assistance. Charlene began loaning 
Ray a set of pass keys almost every night, and she also started 
potting substantial amounts of money into a special bank 
sccount that would eventually help ensure her rwo daughters 
Zot a chance to go to college. 

Several weeks later, Ray showed Charlene a newspaper 
story reporting the arrest of a major group of Colombian drug 
uafickers engaged in a money-laundering scheme. Ray 

aimed the arrest was the direct result of information he had 
collected from the hotel room where one of the conspirators 
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had stayed, After that, Ray continued to point out occasional 
news stories of big drug busts, which he claimed had resulted 
from Charlene's cooperatior. 

Ray Kelicher’s real name was Steven Kissman, and he was 
not s police officer. In fact, he had a police record as a conf 
dence man. The only thing he knew about the drug cases he. 
claimed to have helped solve was whar he read in the papers. 
He and several other colleagues had found = new profession. 
in industrial and commercial intelligence. What he really was 
after was access to che notebook computers so many business 
executives carry with them whenever they travel 

Ray would use the pass keys Charlene provided to 
enter the hotel rooms of business travelers while they were 
dining, taking in the city's entertainment, or even sleeping 
n rheir hore! rooms in the early morning hours. Ray cartícd 
his own notebook computer along on his forays, which he 
would use ro download che contents of any notebook com- 
puter he located in a guest's bedroom. On those occasions 
when the businessman was sleeping in his bed, Ray would 
take rhe computer out of the room to an empty room where 
he would cruise through the files and download key data 
hefore returning the computer to the owners room. Ray 
and his colleagues would then go over the data, identifying 
information that could be sold en foreign competitors of the. 
U.S. business corporations. 

Eventually, Ray's luck ran out: one of his victims woke up. 
while he had her compter in another room. Finding that she 
couldn't go buck to sleep, the woman decided to do some 
work and discovered that her computer was missing. The city 
police investigated the theft, and Charlene’s company spent 
significant amounts of money on private detectives but were 
unable ro recover the computer or discover who had taken it. 

Charlene, however, immediately figured out who must 
have stolen the computer. When she confronted Ray, he 
admitted that he had taken it but pointed out that if he were 
caught, she would go down with him. The sizable bank 











account Charlene had accumulated would convince sny jury 
that she was par of the gang. 

Charlene still works for Ray, but no longer shares her bed. 
with the lover-tummed blackmailer. He still pays her for her 
services, bur no nearly as much as when she thought she was 
working with the nares. She is nor the only hotel employee in 
the city working for Ray and his partners. In each casc, the 
team used a different scheme in recruiting someone who 
could give them access w the woms of businessmen traveling 
with notebook computers filled with data. 
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AMAN WHEN HE'S DOWN 


Wilber H. Schou worked as an engineer for Eden 
Electronics Production, a large government weapons contrac- 
tor. Schore. whose work involved the design of such high-tech 
weapons-guidance systems as those demonstrated during the 
Gulf War, had a top-secret US. government security clear- 
ance. After 20 years on the job, Schot failed to get rhe pro- 
motion he had expected, mainly because his personal life was 
falling apart and impacting his wark performance. 

Iy 50s, Schott son found himself newly divorced 
with financial troubles zhat forced him to file personal bank 
ruptey. Reduced to living in a rented efficiency apartment 
while he worked at a job with litle hope of promotion, his 
only recreation was an occasional game of tennis played on 
the apartment complex’ tennis court. It was there be met 
Jerzy Kwasniewski, a Polish businessman. Kwasniewski 
played at about rhe same level as Schorr, although Schott reg- 
arly won about rwo out uf three games. 

Afiera couple of weeks, Schott invited Kwasniewski up to 
his apartment after a game fur « couple of beers. From there, 
their relationship developed into a friendship with lors of tech- 
nical talk abour developments in electronics and the efforts of 
Poland to find potential customers for some of the new prod 
ucts Polish industry was manufacturing, When Kwasniewski 
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asked Schorr ro write down a list of possible U.S. customers ro 
whom Kwasniewski might try to sell, Wilber agreed «o do se. 

A couple of weeks later, Kwasniewski knocked on 
Schorr’ door and excitediy announced char the informaron 
Schott provided had resulted in a substantial sale 
Kwasniewski rhen insisted on paving Schorr a finder's fee for. 
he information that had made the sale possible. 

Schout had been trained as part of his employment to rec- 
ognize hostile intelligence activity. Ie chose ro ignore the 
obvious ‘signals and happily accepted the cash payment, 
which he spent on back rent and a couple of much-nced. 
new suits. Over the next several months, Kwasniewski paid 
Schott fees for similar kinds of inconsequensal information 
and reports on six different occasions. Each time the fees 
increased in size. Initially, Schott used the money tn pay for 
necessities, but eventually he had a bt left over to pay for hux- 











tunes, including a return to the dating: game. 

Shortly after Schoct began seriously daring a woman with 
two young children, Kwasniewski asked to see some unclassi 
fied but sensitive material on radar fire control for tanks to 
Which Schott ad access. Claiming he wanted the information 
so he could advise his home office on possible areas in whi 
it should direct research projects, Kwasniewski promised 3 
substantial payment us a consulting fee for good information- 

Schott thought it over for a few days, rhen copied the 
material from company fles and passed the information on to 
Kwasniewski, The payment he earned was enough to allow 
Schors to buy a small engagement ring and propose marriage 
to the new woman in his life, 

From thar point, it was an easy task for Kwasniewski to 
ask for confidential and eventually secret information. Schorr 
knew what he was doing but kept telling himself that as soom 
as he gor ser financially, he would cur the relation with 
Kwasniewski, who was already talking about an expected 
transfer back to his home office in Poland, a uansícr that 
Schott assumed would end the relationship 
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When Kwasticuski did ger che promised transfer he pro- 
posed thar he give Schore and his new wife a belated honey- 
moon wip to Innsbruck, Austria, in appreciation for the great 
help that Schott had given him during his stay in the United 
States. In Innsbruck, Kwasniewski spenr three days showing 





Schote and his wife the tourist sites 

On the fourth day, Kwasniewski invited Schore o a final 
tennis game at a local club while Schors wife went shopping 
While they were playing on a private cour, a man whom 
Kwasniewski introduced as the person who would be replacing 
im a Schott's contact appeared. When Schott discovered that 
Kwasniewski expected that he would continue to turn over 
Classified informacion on weapons systema to the new contra, 
Schott angrily insisted that he had no intention of doing so 

At that point, che new contol officer, who had none of 
Kwasniewski subtlety, pulled our of his pocket an envelope 
and spread out a collection of pictures showing Schotts new 
stepchildren, ‘The frst pictures had been taken as the chil- 
ren walked sway from the home of a neighbor where they 
were staying while their mother and new stepfather enjoyed 
the sights of Austria. ‘The series of pictures followed rhe 
teenaged children eo school and to some extracurricular activ 
ities after school 

“The new control officer then grimly announced that not 
only was Schorr going to continue providing information, but. 
hat he was going to spend the last wo days of his Innsbruck 
vacation undergoing some intensive raining to make him a 
more useful spy. The new control officer suggested that 
Schore suddenly suffer a Nu arrack. Kwasniewski would then 
sake the wife on some tours while Schott stayed in the hotel 
room and “nursed his flu” while che taining took place 

At the end of the training session. the new contro officer 
rewarded Schott with a $7,000 payment for his good behavior 
just before the Schatts boarded the plane to return home. He 
also provided Schott with detailed requests for specific infor 
mation he wanted, as well as instructions for how to pass such 
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information on through. Schott continued to pass information 
1o the Polish intelligence service far several years. He was 
paid well for the information he provided, bur he was spying 
more out of fcar than greed. 

Schor: fic all the classic profile characteristics of a highly 
recruitable spy: marital problems that ended in divorcc finan- 
cial problems, job dissatisfaction, an open friendship with a 
Soviet bloc national —all followed by sudden, unexplained 
wealth and frequent foreign travel. (He, his wife, and some- 
Times the two teenagers made several more trips to Innsbruck. 
‘over the next few years.) But no U.S. spy-catcher unearthed 
him. A Polish defector eventually umed Schoe in. 














KNOCK HIM DOWN AND PICK HIM UP 


After 15 years with the DEA, Wayne Kramer considered 
himself o be a hard-changing special agent on the promotion fast 
track, Assigned to a special money-laundering task force in 
South Florida, Wayne was asked wich dealing with a number of 
state law enforcement officials as well as several high-ranking 
executives in the banking community who were cooperating 
With law enforcement to spot money-laundering operations 

In his spare timc, Wayne and his wife were aso active in a 
church group engaged in diugreducation activities aimed at 
high school studenes. While working with the church group, 
Wayne met Robert Shanklin, who had recently moved 1 
Florida ster resting from a job asa depury prosecuring attorney 
in a northern state. Despite the differences in their ages, the 
meo men developed a mutual friendship because of Shank 
strong advocacy of federal drug-enforcement programs 

‘During one of their conversations, Wayne confided in the 
‘older Shanklin that he was expecting to be promoted to the posi- 
tion of task farce director when the current ductor got his 
‘expected promotion to the DEA’ Washington headquarers 

‘A month before the expected promotion was fo be 
announced, s Floride State Police agency discovered evi- 
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dence while investigating one of their cases that implicated. 
Wayne Kramer in a money-laundering scheme. Kramer angri- 
ly proclaimed his innocence, bur rhe investigation into the 
charges took several months, daring which time Kramer was 
placed on administrative leave. Another officer got the pro- 
motion chat Kramer thought would be his. 

“The federal investigation failed to find enough evidence 
to convier Kramer, and he was eventually retumed to full dury 
with no loss of pay Kramer and his wife, however, had to take 
out a second mortgage on their home to pay for the lepal ser- 
vices Kramer employed to help prove his innocence. 

As isso often the case in such situations, upon his return. 
to dury, Kramer found that many of his colleagues il 
thought he was guilty Although he still had a job on the task 
force, Kramer was working for a supervisor he considered 
incompetent. Worse, he knew he would never yet another 
promotion. ‘The only reason he stuck it out was because he 
‘woud he eligible for carly retirement in seven ycans. 

Through the hard times, the onc friend who stuck with 
Kramer was Robert Shanklin. Shanklin not only insisted that. 
hie believed Kramer to be innocent, he loaned Kramer money 
for legal fees and helped him find the attorney who eventual- 
ly got the charges dropped. 

‘Shortly ater Kramer returned to duty, Shanklin suggested 
that the person who had cried to frame Wayne was probably a 
jealous colleague who had sold out tothe drug lords, Shanklin 
proposed thar he (Shanklin) begin his own privare investiga- 
tion, using his considerable experience as a prosecutor to find 
‘out what happened. 

At Shanklin’s suggestion, the two men stated examining. 
‘every one of Kramer's colleagues who had worked on the task. 
force prior to the discovery of the evidence that seemed to 
implicare Kramer in a drug deal. Shanklin assured Kramer 
chat if they kept digging into each person's caseload, they 
sould evencually discover something that didn't match up— 
perhaps a sure case that suddenly fell apart, an investigation 
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that umed sour, or even some evidence of unexplained 
wealth by a colleague 

Kramer knew that he was sharing with Shanklin = great 
deal of information on DEA personnel, ongoing investiga- 
tions. and even the identity of confidential informants, but 
Kramer was so determined to discover who had framed him 
that he fel justified in accepting Shanklin’ help and prov 
ing him all information needed for the investigation. 

After several months of such activity, Shanklin told 
Kramer thar he was increasingly convinced that the colleague 
who had gotten the promotion Kramer had lost was a ity cop. 
who had deliberately framed Kramer so he could cover his 
‘own tracks as well as get the promotion. Shanklin suggested 
that the dirty cap was now using his position as the director of 
the task force to protect the crooks who paid hirm off while 
taking the competition our of circulation- 

Kramer did nor immediately go to his superiors with 
Shanklin's evidence; instead Shanklin and he started planning, 
how they would catch the new task force director with his hand 
in the tll. Looking fora scheme that would trap the suspected 
dirty cop, Kramer shared cven more confidential information 
‘on active eases, hoping to pot a cate where the dirty colleague 
ad ripped off one of the drug dealers of a pending arrest 

Suddenly, im a single week, several of the task force's 
major cases went sour. Three prime witnesses, including + 
high-ranking bank officer. were gunned down in gang-stvle 
killings, five suspects turgered for arest suddenly left the 
country, and when the task force served a search watranr that 
was supposed ro catch major evidence based on wiretap infor 














mation, they found noching. 

Every agent on the task force suddenly found himself 
answering tough questions as the supervisors tried to identify 
the source of a major information leak. Wayne, assuming chat. 
somehow his “crooked” supervisor had discovered the plan 
that Shanklin and he were about to put into play, tried ro con- 
tact Shanklin ro discuss what they could do next. Shanklin 
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didat answer his phone, and when Kramer checked out the 
condo where he lived, no onc answered che door. 

Badly shaken, Wayne found himself once again a primary 
suspect in the investigation. When Wayne failed a lie-detec- 
tor test question about whether he had ever revealed confi 
dential information to am unauthorized source, he med to 
explain s onc of the DEAS internal affairs investigators 
exactly what Shanklin and he had been doing, A subsequent 
investigation discovered that there was no such person as 
Robert Shanklin and certainly no evidence that the new task 
force supervisor had been dealing wirh criminals 

The investigators eventually concluded that Robert 
Shanklin was working with x major Colombian drug traffich- 
ing group, which had deliberately set out to infiltrate the 
DEA money-laundering task force. Shanklin, or someone 
with whom he was working had probably planted the evi- 
dence that cost Wayne Kramer his promotion—probably 
because at that time Kramer and those under his supervision 
were all found to be incorruptible. Then Shunklin—who 
already had Kramer convinced of his false identity —moved 
in, pretending to be the friend in need. * 

Shanklin’ skill in pretending to be a retired prosecutor 
suggests that he may well have worked as a prosecutor at 
some time under another identity. He had likely been recnuit- 
cod by the drug cartel at that point and had continued to work 
for them after reurement 

Shanklin didn't share che information he wicked out of 
Kramer with everyone, only with a select group of traffickers 
and money launderers who worked for one segment of the 
Cali Cartel. (The task force sil got a number of convictions.) 
In effect, the cartel got a double bonus: they escaped prose- 
cution and put the competition out of business and in the can. 

‘Kramers supervisor decided that rather than go public 
with what Kramer had done and prosecute him for leaking 
confidential information, the task force would take the credit 
for the drug dealers and money launderers they did catch and 























Coss STUDIES. 19 





not ell anyone about the bigger fish that gor away because a 
clever drug cartel intelligence agent first knocked Kramer 
down and then picked him up. 

Kramer was even permitted 0 stay on with the agency, 
although he was transferred ws small office along the 
Califomia/Mexico border. Six months after his transfer, Kramer 
‘was killed while working undercover in a buy-bust investigation 
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Conclusion 


The Successful Spy 


ou will never read about successful spies in the 
newspaper or watch them being interviewed on 
“TV talk shows. Only failure makes a spy famous. 
Soccess guarantees that the public will never know the spy's 
name—and neither will the victims who suffered the results 
of his efor 

Around the world, every day, thousands of men and 
Women go to work planning to steal the most valued thing 
with which they are entrusted: the secrets of their employ: 
Zr fellow citizens, and friends. Their victims often believe. 
these traitors to be exemplary employees, loyal confeder- 
ates, and faithful friends. Most of the time, the traitors will 
spy for years, even decades, without ever being discovered 
or even suspected. 

"The vast majority of those who become successful spies 
never planned or expected to become traitors. They took the 
jobs thar positioned them so thar they had access to valuable 
Secrets, expecting to work their careers our as loyal and hon. 
‘employees. Many will even deny the accusation of tea 
‘son, insisting that they were forced to take the only course of 
Šenon possible because others betrayed them, took advantage 
of them, or denied them a fair shake in life. Even chose who 
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admit that chey have tumed traitor will offer complicated 
excuses for why their actions are justified. 

“The ease alficers who turned them ints traitors knew how 
to help them find that justification. Behind every successful 
spy is a successful intelligence case officer who deliberately 
conned the person into becoming a spy. Good case officers 
never see their names in the newspaper either. 

Yet, the Key to spying success is not the spy or the case. 
officer who recruits the spy. In the final analysis, every suc- 
cessful spy owes his suceess to the person upon whom hc is 
spying, Just like thieves thrive when people are careless with 
how they protect theie valuables, so, too, do spies thrive when 
people ate careless with the way they prorecr their secret. 

Most readers will never have any reason to recruit a spy 
Intelligent, strong, self-reliant, courageous, and compesent 
people don't have to steal secrets to survive and prosper while 
defending themselves from aggressors. If you have an enemy 
‘on the border, the way to make sure he never attacks is noe o 
steal his plan of attack. Instead, you must arm and prepare to 
defeat any attack that the aggressor might launch and then let 
him know exactly how strong vou are. If you don't prepare 
that kind of defense. then stealing every one of your enemy's 
secrets won't save you from disaster. 

Ifa business competitor is outperforming you, the answer 
is not to steal his secrets; i's to berter serve your customers 
and keep them coming back. If vou want to beat s political 
‘opponent, the answer is not waging dirty tricks, Iving cam- 
paigns, or hiring petty criminals to break into your rivals 
office; is taking a logical stance on issues, offering simple 
explanations, good advertising, and the courage to be honest 
with the voters. If you have a personal relationship with a 
lover or a partner that has degenerated ro the point that you 
must spy on rhat person—or worse, you fear that he may be 
spying on you—it has already failed and rhe best thing you 
can do is end it as quickly as passible 

The paradox is that the more competent, clever, and suc- 
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cessful you become in business, social relations, government, 
politics, or your personal life, the more likely it is thar some- 
one will set out to steal your secrets of success and use that 
information to destroy you. If you are really good at what you 
do, your enemy will not succeed in defeating you, even if he 
succeeds in stealing your secrets. More likely, you won't have 
any secrers worth stealing. The strongest, mast successful 
People in the world live their lives as open books, caring not 
3 whic about keeping secrets. Indeed, they want the world to 
know how strong they are 

However, many of you may not have that strength of char- 
acter, and you do have secrets you think you need to keep, If 
your enemies succeed in learning what you want to keep hid- 
den from the w ir successful spying will cost you 
money, pain, wor jon, and even defeat. Ir is for you 
that this book is really written. The more you know about 
how spies are recruited, the better prepared you will be ro rec- 
‘ognize the spies within your own ranks and neutralize them or 
even turn them against the people who reervired chem. 

The person who successfully spies on you will nor be 
some funny-looking stranger or someone who openly chal- 
lenges your authority or makes his dislike for you obvious. 
The person who spies on you will be someone you trust. It 
may be your secretary, Your most faithful employee, your good 
fiend, or even your lover. 

Tf you have a traitor in your midst, the thing. you must 
understand is that something went wrong long before the spy 
master came along and convinced that person to betray you. 
Good case officers must have human mareril to work with. 
The best way to protect against che spy is to make sure that 
the only people who have access to your secrets are people 
who have as much to gain by keeping those sccrets as you do. 

Whether you are running a country, a business, a criminal 
ccaterprise, ora political movement, of just living well on your 
wn hard work, here are a few things you can do to make sure. 
someone you trust doesn’ listen tothe siren call of treason. 
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+ Never accept people based on eat hoy, or acer, say they are. 
Find out what they have dane. Whether you are hiring an 
employee, accepting voluntect help in 2 political action 
group, or staring a fricadship or a love affair, thoroughly 
check out the background of everyone you must rust. The. 
things that count are not letters of recommendation, the 
praises of peets, of the fawning adulation of their friends, 
but credit records, school records, court and criminal 
records (or, better said, rhe lack of such records) and past. 
successes or failures in sports, business, employment, and 
personal living. 

+ Past behovior is no guarantee of ture behavior. Nov matter 
how sterling someone's background or past work perfor 
mance, wateh for evidence that docsn' rack with what 
you already know. Decide based on what people do today, 
‘aot what they did yesterday, and certainly never whut they 
say they will do tomorrow 

+ Do mot rely on quick fines suck as polygraph examinations, 
scheduled security clearance updates, surprise audits, surveil 
lance cameras, or electronic nrveidropping as a means 
revealing spies. 

© Be security conscious and educate thse you trast on how intelli 
ence case officers recruit spies. Offer substancial rewards for 
anyone who repons a posible approach by an enemy 
espionage officer, 

+ Don't identify your own counteespionage offer. (You don't 
have  counterespionage officer? If you keep valuable 
secrets, you want somcone on the payroll whose job i is to 
untd those secrets.) Don't pur those charged with coun- 
ferespionage in the security office that looks after the 
physical and personal security of the building and the 
employees. Counterespionage officers should work under. 
cover as personnel officers, special assistants, legal aids, 
morale officers, or any ocher title that allows them to move 
easily among your employees and gather information Wwith- 
ut anyone suspecting what they are really doing. 
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Learn ax mack about your employees sho hove acc 0 your 
secrets as any enemy case oficer could learn. Your counterespi- 
onage officers should look at every employee with access 
to secrets on a regular (but random) basis by using the 
same techniques that a recruiting case officer would use. 
‘That means secret surveillance that neither the employee 
mor anyone except you and the counterespionage officer 
knows is going on. (Sure, that’s expensive, but if the CIA 
had been doing that instead of crusting in lie detectors, 
Rick Ames would have been caught in the first year he 
started spending thc exura money he earned by spying for 
the KGB.) 

Dos! bep things secret that don't have 1o be dept secret. Know 
what is vial intelligence that must be protected and 
restrict access to such information only to those who need 
to know. 

Deep sound personnel practices that reward efor, eratiim, 
‘aed lai. Make sure they reach down to the litle people 
wbo are such an attractive target for spy recruiters. Anyone 
with access to secret material ur areas where secret mater- 
lal is held should be paid excra money for the trust you 
place in them. Secretaries who rype up secret documents 
should make ax much as college-educated company exec- 
utoves and should be treated with the same respect. 

Don't deep disgruntled employees on the payroll, especially 
employs who fec they haven't been treated fairty. Mt you cà 
promote the man who thinks he deserves a promotion, fire 
him. Don't leave him in place 

Don't hep ary employee in a position that gives him access 10 
anres if he develops any vices or habits such os alcohol or drug 
‘abs, credit problems, dangerous or ofensce sexual behavior. oF 
personality disorders. (This flies in the face of the modern 
idea of vice as a disease, bur tolerance for bad behavior is 
fone of the primary reasons why American intelligence 
agencies lost the spy war.) 

Be tolerant of unusual or diferent behavior that doesnot impact 
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on jab performance ar the employes personal relations. Dost 
fire the open homosexual who ives quietly with a partner: 
Do fire the married man who cheats on his wife every 
chance he gets, ies to her and his colleagues about what he 
is doing, and uses his work as = cover to get away with 





OF course, following these rules will no guarantee that no 
one will ever steal your secrets. But real life has no guaran- 
tees—something that every good case officer knows. He takes 
the human material he finds, and he manipulates it into some- 
thing he can use, You cin do the same, whether yo 





ing to recruit a spy or make sure your employees, friends, and 
lovers say faithful to you 
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